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®  Read the installation guide thoroughly before you set up the router.

®  The router is a complicated electronic unit that may be repaired only be
authorized and qualified personnel. Do not try to open or repair the router
yourself.

® Do not place the router in a damp or humid place, e.g. a bathroom.

®  The router should be used in a sheltered area, within a temperature range of +5 to
+40 Celsius.

® Do not expose the router to direct sunlight or other heat sources. The housing and
electronic components may be damaged by direct sunlight or heat sources.

® Do not deploy the cable for LAN connection outdoor to prevent electronic shock
hazards.

®  Keep the package out of reach of children.

®  When you want to dispose of the router, please follow local regulations on
conservation of the environment.

We warrant to the original end user (purchaser) that the router will be free from any

defects in workmanship or materials for a period of two (2) years from the date of

purchase from the dealer. Please keep your purchase receipt in a safe place as it serves

as proof of date of purchase. During the warranty period, and upon proof of purchase,

should the product have indications of failure due to faulty workmanship and/or

materials, we will, at our discretion, repair or replace the defective products or

components, without charge for either parts or labor, to whatever extent we deem

necessary tore-store the product to proper operating condition. Any replacement will

consist of a new or re-manufactured functionally equivalent product of equal value, and

will be offered solely at our discretion. This warranty will not apply if the product is

modified, misused, tampered with, damaged by an act of God, or subjected to abnormal

working conditions. The warranty does not cover the bundled or licensed software of

other vendors. Defects which do not significantly affect the usability of the product will

not be covered by the warranty. We reserve the right to revise the manual and online

documentation and to make changes from time to time in the contents hereof without

obligation to notify any person of such revision or changes.

Web registration is preferred. You can register your Vigor router via
http://www.draytek.com.

Due to the continuous evolution of DrayTek technology, all routers will be regularly
upgraded. Please consult the DrayTek web site for more information on newest
firmware, tools and documents.

http://www.draytek.com



European Community Declarations
Manufacturer:  DrayTek Corp.

Address: No. 26, Fu Shing Road, HuKou Township, HsinChu Industrial Park, Hsin-Chu County, Taiwan
303
Product: Vigor300B

DrayTek Corp. declares that Vigor300B of routers are in compliance with the following essential requirements
and other relevant provisions of EC, Directive 2004/108/EC.

The product conforms to the requirements of Electro-Magnetic Compatibility (EMC) Directive 2004/108/EC by
complying with the requirements set forth in EN55022/Class A and EN55024/Class A.

The product conforms to the requirements of Low Voltage (LVD) Directive 2006/95/EC by complying with the
requirements set forth in EN60950-1.

Regulatory Information
Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to Part
15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio communications. However,
there is no guarantee that interference will not occur in a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be determined by turning the equipment off and
on, the user is encouraged to try to correct the interference by one of the following measures:

®  Reorient or relocate the receiving antenna.

@ Increase the separation between the equipment and receiver.

®  Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
®  Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:
(1) This device may not cause harmful interference, and

(2) This device may accept any interference received, including interference that may cause undesired operation.

C€

More update, please visit www.draytek.com.

GPL Notice

This DrayTek product uses software partially or completely licensed under the terms of the GNU GENERAL
PUBLIC LICENSE. The author of the software does not provide any warranty. A Limited Warranty is offered on
DrayTek products. This Limited Warranty does not cover any software applications or programs.

To download source codes please visit:
http://gplsource.draytek.com

GNU GENERAL PUBLIC LICENSE:
https://gnu.org/licenses/gpl-2.0
Version 2, June 1991

For any question, please feel free to contact DrayTek technical support at support@draytek.com for further
information.
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Chapter 1: Introduction

Note: This is a generic International version of the user guide. Specification,
compatibility and features vary by region. For specific user guides suitable for your
region or product, please contact local distributor.

Vigor300B, a firewall broadband router with multi-WAN interface, can connect to
xDSL/cable/VVDSL2/Ethernet FTTx. The multi-WAN and LAN switch facilitate unified
communication applications in business CO/remote site to handle large data from subscribed
fatter pipe. The state-of-art routing feature, and multi-WAN provide integrated benefits for
professional users and small offices.

Vigor300B Series User’s Guide 1



1.1 LED Indicators and Connectors

Before you use the Vigor router, please get acquainted with the LED indicators and connectors first.
The displays of LED indicators and connectors for the routers are different slightly.

Description for LED

LED Status Explanation
ACT (Activity) Blinking The router is powered on and running
normally.

Off The router is powered off.

DoS On The DoS/DDosS function is active.
Blinking It will blink while detecting an attack.

DMz On DMZ Host is specified in certain site.
Off DMZ Host is inactive.

WAN1 ~ WAN4 On The WAN1 or WAN2 connection is ready.
Blinking It will blink while transmitting data.

USB1 ~ USB2 On USB device is connected and ready for use.

Blinking The data is transmitting.

LED on Connector

Left LED On The port is connected.

LAN 1/2 (Green) Off The port is disconnected.

(Giga) Blinking The data is transmitting.
Right LED On The port is connected with 1000Mbps.
(Green) Off The port is disconnected with 10/100Mbps.
Left LED On The port is connected.

WAN 1/2/3/4 | (Green) Off The port is disconnected.

(Giga) Blinking The data is transmitting.
Right LED On The port is connected with 1000Mbps.
(Green) Off The port is disconnected with 10/100Mbps.

2 Vigor300B Series User's Guide



Connectors

Interface Description

Factory Reset

Restore the default settings. Usage: Turn on the router (ACT LED is
blinking). Press the hole and keep for more than 5 seconds. When
you see the ACT LED begins to blink rapidly than usual, release the
button. Then the router will restart with the factory default
configuration.

LAN1/2 (Giga)

Connecters for local networked devices.

WAN1/2/3/4 (Giga)

Connecters for remote networked devices.

USB1/2

Connecter for Mobile HDD, 3G Modem or printer.

Connecter for a power cord.
ON/OFF - Power switch.

Vigor300B Series User’s Guide



1.2 Hardware Installation

1.2.1 Network Connection

Before starting to configure the router, you have to connect your devices correctly.

1.
2.

Connect one end of an Ethernet cable (RJ-45) to one of the LAN ports of Vigor300B.

Connect the other end of the cable (RJ-45) to the Ethernet port on your computer (that
device also can connect to other computers to form a small area network). The LAN
LED for that port on the front panel will light up.

Connect a server/modem/router (depends on your requirement) to any WAN port of
Vigor300B with Ethernet cable (RJ-45). The WANL1 (to WAN4) LED will light up.

Connect the power cord to Vigor300B’s power port on the rear panel, and the other
side into a wall outlet.

Power on the device by pressing down the power switch on the rear panel. The PWR
LED should be ON.

The system starts to initiate. After completing the system test, the ACT LED will light
up and start blinking.

Below shows an outline of the hardware installation for your reference.

4

Power cable

o
ol

DrayTek

g 0 0 =

[T TXI E

4 Vigor300B Series User's Guide



1.2.2 Rack-Mounted Installation

The Vigor300B Series can be mounted on the wall by using standard brackets shown below.

Before mounting the router on the wall or the rack, you have to make sure that power is OFF.
Remember to remove the power cable and all network interface cables, and consider the
cable limitations and the wall structure when choosing a wall for mounting.

Do the following steps to mount the router on rack:

1.

Attach the brackets to the chassis of a rack. The second bracket attaches the other side
of the chassis.

MACHINE SCREWS
M3xEmm

Make the holes on the brackets align to the holes on the rack. Use machine screws to
fasten the brackets on the rack. Each side requires two screws.

MS5x11,5mm g

19"Rack

\
| o020 @ o 0 B o B o 0 o 2 @ &)
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Do the following steps to mount the router on wall:

1. Attach the brackets on each side of the chassis by using the machine screws. Each side
requires two screws.

M3xEmm

\
\
Y

2. Locate the wall studs for attaching the router. Drill wall-mount screw holes and put the
studs on the holes first.

3. Make the reserved holes on the brackets align to the studs on the wall. Use machine
screws to fasten the brackets on the wall. Each side requires two screws.

=

SELF-TAPPING SCREWS
M3, 5x18mm

Wall

Note: Make the front and the rear of the chassis being perpendicular to the floor. The
front panel should be installed upward that you can read the LEDs.

6 Vigor300B Series User's Guide



Chapter 2: Basic Setup

For use the router properly, it is necessary for you to change the password of web
configuration for security and adjust primary basic settings.

This chapter explains how to setup a password for an administrator and how to adjust basic
settings for accessing Internet successfully. Be aware that only the administrator can change
the router configuration.

2.1 Changing Password

To change the password for this device, you have to access into the web browse with default
password first.

1. Make sure your computer connects to the router correctly.

Notice: You may either simply set up your computer to get IP
dynamically from the router or set up the IP address of the computer to be
the same subnet as the default IP address of Vigor router 192.168.1.1.
For the detailed information, please refer to the later section - Trouble
Shooting of this guide.

2. Open a web browser on your PC and type http://192.168.1.1. A pop-up window will
open to ask for username and password. Please type default values on the window for
the first time accessing. The default value for user name is admin and the password is
admin. Next, click Login.

Dray Tek s P PI&lL):

User: admin
Password: seeee

English w Login
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3. Now, the Main Screen will pop up.
DrayTek gvisseiny:
< Refresh @
Auto Logout - | of
Quick Start Wizard IR sentoglpile
reaaaal
Device Information System Information b
Madel : Wigor3no0B CPU Usage i % |
U e etz |
Rewision 5723 | Coprocessor: | CPUD% | memor0% | &
Build Date 2015-12-03 01:49:54 Session
Systern Time: 2011-01-01 08:26:40 Usage | 0% (#4/100000) [ ot
System Up Time : 0 days 0:26:43
Product Registration 1Pvd 1PvE
Profile  Conne... Descri... Up Time Mac Protocol IP Gateway DNS RXRat... TXRat... RXByt... TXByt... Operation
wanl down 0 days 00:1da... dhep(M, o o 0 o [Nl
lan1 up Odays ... 00:1da... StaticiM.. 19216 3 3 877.79...1.01 (MB)
o ] |
4.  Go to System Maintenance page and choose Administrator Password.
System Maintenance >> Administrator Password (7]
Administrator Password
Original Password ; ===
New Password: ===
Confirm Password ;| see==| |
MNote: Passwords can be up to 100 characters in lenath, and only the following characters are allowed: a-z
=1 apply
5. Enter the login password (admin) on the field of Original Password. Type a new one
in the field of New Password and retype it on the field of Confirm Password. Then
click Apply to continue.
6. Now, the password has been changed. Next time, use the new password to access the

Web User Interface for this router.
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2.2 Quick Start Wizard

Quick Start Wizard is a wizard which is designed for configuring your router accessing
Internet with simply steps. In the Quick Start Wizard group, you can configure the router to
access the Internet with different modes such as Static, DHCP, PPPoE, or PPTP modes.

For most users, Internet access is the primary application. The router supports the Ethernet
WAN interface for Internet access.

Click Quick Start Wizard from the home page. Quick Start Wizard will guide the user to
establish LAN interface profile, WAN interface profile and select proper protocol for
connection. The following will explain in more detail for the various broadband access
configurations.

2.2.1 Step 1 - Specifying the WAN Profile
In the first page of Quick Start Wizard, please create a WAN profile.

Quick Start Wizard

Step 1
Profile : wean w
IPvd Protocol Static w

b K Next mm & cancel
Available settings are explained as follows:
Item Description
Profile Use the drop down list to choose one WAN profile.
IPv4 Protocol Use the drop down list to choose a connection mode for such
WAN profile.

Static - If Static is selected, you can manually assign a static
IP address to the WAN interface and complete the
configuration by applying the settings.

DHCP - It allows a user to obtain an IP address automatically
from a DHCP server on the Internet. If you choose
DHCP mode, the DHCP server of your ISP will
assign a dynamic IP address for Vigor300B
automatically. It is not necessary for you to assign
any setting. (Host Name and Domain Name are
required for some ISPs).

PPPoE - PPPoE stands for Point-to-Point Protocol over
Ethernet. It relies on two widely accepted standards:

Vigor300B Series User’s Guide 9



Item Description

PPP and Ethernet. It connects users through an
Ethernet to the Internet with a common broadband
medium, such as a single DSL line, wireless device
or cable modem. All the users over the Ethernet can
share a common connection.

PPPOE is used for most of DSL modem users. All
local users can share one PPPOE connection for
accessing the Internet. Your service provider will
provide you information about user name, password,
and authentication mode.

If your ISP provides you the PPPoE (Point-to-Point
Protocol over Ethernet) connection, please select
PPPoE for this router to get the following page.
Enter the username and password provided by your
ISP on the web page.

Note: After you creating the WAN profile(s) by using Quick Start Wizard, you can
select the existing WAN profiles for next time. Simply use the drop down list to choose
the WAN profile available for modifying.

When you finish the above settings, please click Next to go to next page.

10 Vigor300B Series User's Guide



2.2.2 Step 2 - Configuring the Selected Protocol

This page will be changed according to the IPv4 Protocol Type selected on last page.

If Static is selected

If Static is selected, the following screen will appear. You can manually assign a static IP
address to the WAN interface and complete the configuration by applying the settings.

Quick Start Wizard
Step 2

IP Address : 0.0.0.0
Subnet Mask : 295.795.265.0/24 .
Gateway IP Address (Optinnal
3 add [ save Profile Mumber Limit: 64

DNS Server IP Address

DHNS Server IP Address | |8.838.68

i

W Previous ﬂ Finish Q Cancel

Available parameters are listed as follows:

ltem

Description

IP Address

Type a public IP address for such WAN profile.

Subnet Mask

Choose the static mask from the drop down list.

Gateway IP Address

Type a public gateway address for such WAN profile.

DNS Server IP
Address

Add - Click this button to display the IP address field for
adding a new IP address. Type the IP address on the tiny boxes
one by one.

Save — After finished the IP address configuration, click Save
to save the setting onto the router.

© add [B] save

DNS Server IP Address

188.95.1.1 1]

W' _ click the icon to remove the selected entry.

Previous

Click it to return to previous setting page.

Finish

Click it to finish the configuration.
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Cancel Click it to discard the settings configured in this page.

When you finished the above settings, please click Finish.

If DHCP is selected

DHCP allows a user to obtain an IP address automatically from a DHCP server on the
Internet. If you choose DHCP mode, the DHCP server of your ISP will assign a dynamic IP
address for Vigor300B automatically. It is not necessary for you to assign any setting. (Host
Name is required for some ISPs).

Quick Start Wizard
Step 2

Host Hame : (Optional

S Previous | K [ Finish &3 cancal

Available parameters are listed as follows:

Item Description

Host Name (Optional) | Type a name as the host name for identification.

Previous Click it to return to previous setting page.
Finish Click it to finish the configuration.
Cancel Click it to discard the settings configured in this page.

When you finished the above settings, please click Finish.
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If PPPOE is selected

PPPoE stands for Point-to-Point Protocol over Ethernet. It relies on two widely accepted
standards: PPP and Ethernet. It connects users through an Ethernet to the Internet with a
common broadband medium, such as a single DSL line, wireless device or cable modem. All
the users over the Ethernet can share a common connection.

PPPoE is used for most of DSL modem users. All local users can share one PPPoE
connection for accessing the Internet. Your service provider will provide you information
about user name, password, and authentication mode.

If your ISP provides you the PPPoE (Point-to-Point Protocol over Ethernet) connection,
please select PPPoE for this router to get the following page. Enter the username and
password provided by your ISP on the web page.

Quick Start Wizard

Step 2

Username :

Password :

| Previous | I B rinish & cancsl

Available parameters are listed as follows:

Item Description

Username Type in the username provided by ISP in this field.
Password Type in the password provided by ISP in this field.
Previous Click it to return to previous setting page.

Finish Click it to finish the configuration.

Cancel Click it to discard the settings configured in this page.

When you finished the above settings, please click Finish.
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Quick Start Wizard
Step 2

Host Name © vigor300h (Optionaly

% Previous B [ Finish 3 cancel

When the following screen appears, it means you have finished the Quick Start Wizard

configuration.

Note

i}/ Wizard Setting Complete

OK

14
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2.3 Register Vigor Router

Please follow the steps below to register the router.

1  Before using such function, please register your router online first. Log into the Web
User Interface of Vigor300B and click Product Registration.

External Devices

Product Registration

2 A Login page will be shown on the screen. Please type the account and password that
you created previously. And click Login.

Please take a moment to register.
Membership Registration entitles you to upgrade firmware for your
purchased product and receive news about upcoming products and

services!

Once you receive the DrayTek membership, welcome your further login to advise us of your opinion about
DrayTek product. Your precious suggestions will be of further help for innovation and enhancement.

By joining MyWigor, your data will be handled carefully and not passed onto any 3rd party unrelated
organizations. Your data will only be used/accessed by DrayTek Corp and regional offices/agents within your

own country.

LOGIN

Language :| English 87

UserMame : |james_fae

Passward : | ---------

[3307 |

Auth Code ‘_

[~]
Ea ' meCAPTCHA ™
]

Forgotten passwaord?

Login

Create an account now

Don't have a Mywigor Account ?

Become the MyVigor member, you can receive the e-newsietier Update.
Flease join customer suney affer you are a member! Your opinion Is very appreciated.

Note: If you haven’t an accessing account, please create a new one first. Please read
the articles on the Agreement regarding user rights carefully while creating a

user account.
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3 The following page will be displayed after you logging in MyVigor. From this page,
please click Add.

DrayTek

My Information

D About Us Welcome james_fae

& Product Last Login Time : 2011-08-24 09:39:13
Last Login From : 123.110.144.220

Q@ My Information Current Login Time : 2011-08-24 23:01:15

Current Login From : 114.37.142.184

RowNo : PageNo :E

7. VigorACS Sl

= Vigor Series

e Management

Serial Number { D N
& Product Host ID evice Name

AEgsiie 104001703857  Vigor2710  Vigor2710 -
0 Customer Survey 200807100001 VigorPro5300 VigorPro5300 -
200911030001 ryan VigorProh300 =

Note: Below the field of Your Device List, all the Vigor routers that you have
registered to MyVigor website will be displayed in sequence.

4 When the following page appears, please type in Nick Name (for the router) and choose
the right registration date from the popup calendar (it appears when you click on the
box of Registration Date). After adding the basic information for the router, please click
Submit.

Dra)} Tek

D aboutUs My Product Searchforthis site| |
@ Product

@ VI RTaton Registration Device

. VigorACS Sl Serial number : 2011082214320301

<= Vigor Series Nickname : * |Vigor3OOB |
e Management Registration Date : *

=) Product Usage : —Select— v

Registration

Product Rating : [ Your opinion so far ]
No. of Employees : [ In total within your company )

& Customer Survey

Supplier: | ‘ [ ¥here you bought it from ]
Date of Purchase : | ‘[mm-ddwl
Internet Connection : *
[ cable [ apsL [ vDsL [ Fiber
036 [0 wWiMax O LTE

16 Vigor300B Series User's Guide



5  Now, your router information has been added to the database. Click OK to leave this
web page and return to My Information web page.

Your device has heen successfully added to the database.

oK)

6  Take a look at the page of My Information, the new added Vigor300B is listed under
Your Device List.

-
DrayTek My Vigor
| Biorme [/ Search __|
D My Information
G e Welcome,draytekfae
O product Last Login Time : 2011-08-24 09:39:13
. . Last Login From : 123.110.144.220
@ My Information Current Login Time : 2011-08-24 23:01:15
o VigorACS SI Current Login From : 114.37.142.184
— RowNo : PageNo :
== ¥igor Series
e Management
« Customer Survey
20100707144801 Vigori3ooy Yigor3300 =
20100708105301 Vigor2820 Vigor2820 -
20101005104801 Yigor2710vn Yigor2710 =
2010121707335201 Yigor2920 Vigor2920 .
2011082214320301 vigor30oB Yigor3008 =
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This page is left blank.
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Chapter 3. Application and
Tutorial

3.1 How to Use Web Content Filter (WCF)?

There are many kinds of benefits of Web Content Filtering, such as productivity
enhancement, bandwidth regulation, HR policy compliance, and preventing web threats. Plus,
with the pre-categorized items, IT staff can save plenty of time from creating firewall rules
for unwanted contents.

Note: The Web Content Filter (WCF) is license-required with the annual renewal fee.
You can get the 30-day free trial directly via Vigor300B after completing the registration
at MyVigor portal.

In the following example, we assume that Administrator prohibits users surfing Facebook.

1. Please go to Object Setting >> Web Category Object >> Web Category Object.
After activating the Web Content Filter service via “Content Filter License”, click
“Add” in the “Web Category Object” to start.

Objects Setting >> Web Category Object >> Web Category Object

Web Category Object | Content Filter License

| | Add | & Edit [[]] Delete &5 Refresh

Profile Child Protection Leisure Busi

2. Create the profile name (e.g. DrayTek_WCF), and choose any section(s) which you want
to do filtering, including Child Protection, Leisure, Business, Chatting, Computer and
Other. Here we choose Social Networking since facebook is categorized in social
networking. Press the Apply button.

Weh Category Object =

[p"]ﬁ|E: DrayTek WEF ] Test a site to verify whether it is cateqorize:
Category ---- NaNg --- s
P
v Child Protection - none-—— ™
Aleohol And Tobacco Criminal And Activity Gambling Hate And Intolerance
lllegal Drug MNudity Parnography And Sexually explicit Violence

Weapons School Cheating Sex Education Tasteless
Child Abuse Images
v Leisure Y T Y- p— »
Enterainrment Games Sports Tranel Leisure And Recreation
Fashion And Beauty

v Business e DR e v

Business Job Search Weh Based Emall
v Chatting Y T Y- p— »
Chat Instant Messaging

v Computer e RONE v

Anonymizers Forums And Newsgroups Computers And Technology, Dounn.cite
Streaming Media And Downloads Phishing And Fraud Search engines And Portald | |¥] Social Networking]
Gnam sites bt aleare Antnete Harkinn
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Note: We can check out which category the URL belongs to by visiting the following
website. http://www.cyren.com/url-category-check.html.

3. Go to Firewall >> Filter Setup, select “URL/Web Category Filter”, and click “Add”.

Firewall >> Filter Setup >> URLWeb Category Filter ﬁ

IF Filter IPvE Filter | Application Filter | URLAVYeb Category Filter Qg Filter Diefault Policy

Add P& Edit [[] Delete <& Move Up ¥ move Down Gf Rename % Refresh Prafile Mumber Limit - 3

Profile  Enable Fiter ... Time... Time IP Ohj IP Group User... User... FileEx FileEx... Keyw... HKeyw... WebC. .

Mo itemns to show.

Use Default Message : (¥)Enable () Disahle

=html==head==tile=URL Content Filter=ititle=<iead==hody bocolor=lighthlue=
=center==h3=URL Content Filter=br=by =a href=hitp:fwwww.draytek.com!
o N STYLE=text-decoration:none==fant colar=red=<i=DrayTek=/i==font==/a==hr= =
Default Weh Category Administration Messaoe | .y The reguested Web page<brs<hr=from <fant calar=blue= %5IP% <font= =
=hr=to <font color=hlue=%URL%</font=<hr=<hr=that is matched with [ <font

color=blue= %CL% =ifont= ]<hr=has heen hlocked hy Web Content Filter =br= ~
Use HTTPs Filter Default Message (=)Enahle Disable
=html=<head==tile=HTTP= Weh Site Filter=title==/head==hody e’

style="hackaround-calorlightalug;” onload="parseArgs(;" <script
. type="textfavascript'=var hosi_name="nane"var ip_addr="none" lunction
Default HTTPs WebsSite Fitter Message : searchArgs(search){var ide=0var tups=search.substring(11.split’&" var args=new
Arvay(yforfeari=0; i = tups.length; i++) {var tup = tups[i.split{="%;if {up.length==2)
targs(id=tup[1];}ichc+-+; returm args;function parseArgs(ivar args = v

B apply (@ cance

4. Type Profile name, tick Enable and enable Filter HTTPS. Tick DrayTek_WCF in Web
Category Policy under the Action Policy. Click Apply.

Profile: DrayTek_WCF
¥ Enable
Filter Https : (&) Enable () Disable (For Kevward and Yeb Categong

SysLog: (3)Enable O Disable

If no object is selected in a category, the case of ‘Any'is applied

Firewall Objects

SuurLe I wTOOp
Source User Profile
Source User Group
Source LDAP Group
=] Action Policy

File Extension Accept
File Extension Black
Keyward Accept
Keyward Block

b vwvwvwvlleww-s

Weh Category Palicy
Drofile LChild Prot... Leisure Business Chatting Computer Other Policy
[ V| DrayTek WCF Social Met... Block

2(&

5. The message window will be shown when we try to access facebook.
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S G;ﬁ | [ www.facebook.com

R R R

.

Every time the connection matches the category we selected to block, the user will see the
block message above.
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3.2 How to Configure WAN Inbound Load Balance?

The document introduces Inbound Load Balance, which is a feature allows Vigor
2960/300B/3900, when acting as a DNS Server, to distribute the traffic across multiple

WAN interfaces. There will be five parts of setting: enabling Web/FTP services on the router,
setting weight for the Web server, setting weight for the FTP server, and setting CNAME for
the FILE server, and setting NS Record (optional).

2
- "i'fr.ﬁﬂ"*
: =ttt

WANT 77.77.77.77

Who is jos.com?

Y

- WANM2 88.88.88.88 IP=88.88.88 88
W,

s ha js ;
Web Server Vigor3008 1:‘%1,1

~88.88.55, 55

Internet Users

A. Enabling Web/FTP services on the router
1. Please go to NAT >> Port Redirection to set up Port Redirection rule for the Web/FTP

Servers.
Port Redirection - | 3¢
Profile : WehSener
Enable This Profile
Interface : All W
Use IP Alias : M W
Private IP : 192 168 1 10
Protocol ; TCRILDOP v
Port Redirection Mode . | One-to-One W
Public Port Start : a0
Private Port : a0|
M apply 9 Cancel
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Port Redirection %

Profile : FTPSerer
Enable This Profile

Interface All v
Use IP Alias Mo L
Private IP : 192 188 1 11
Protocaol : TCRIUDP w
Port Redirection Mode ;| One-to-Cne v
Public Port Start : 23

Private Port : 23

M apply (3 Cancel

2. Goto WAN >> Load Balance to enable the services.

WAN >> Inbound Load Balance >» inbound Load Balance
Inbound Load Balance
/| Enable [y add D& Edit  [[[] Delete &M Refresh
Enable Domain Name Mode IP Mapping Weight

No #ems to show

B. Setting weight for the Web server

1. Add a profile for domain name “jos.com” and “www.jos.tw”, then assign a weight of 1
to WAN 1 and 2 for WAN2. This meas that when receiving three DNS queries, DNS
server will return WANL1's IP for the first time, and WAN'2 IP for the next two times.

Inbound Load Balance

Basic Dietail
/| Enable
Domain Name : jos.com
Mode # Load Balance Failover
b Add u Save Profie Number Limit : 16
IF Magping Weight
Interface MappingWeight : wan1 1 [111]
wan2 2 I]_]]
Z} Add u Save Aliaz From: (s WAN Interface Manual Input Profie Number Limit - 16
Alas Inferface Akas Wifigight

Ho items 1o show.
Alias Setting :

2. Click Detail tab to add Additional A Record for Host Name “www.jos.com” to
corresponds with “jos.com” with same weight 1:2.
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;} add U Sava Profile Mumber Limit : 16

Host IP Address

v TITTTaT 1]
Additional A Record : W §8.85.88.86 i

v §6.86.88.85 11}

After the settings have done, we do “nslookup” to query the domain name for 3 times, and
the results are reflecting the Interface Weights.

The test of query for “jos.com”
First DNS query
>jos.com
Server: [77.77.77.77]
Address: 77.77.77.77
Name: jos.com
Address: 77.77.77.77
Second DNS query

>jos.com

Server: [77.77.77.77]
Address: 77.77.77.77
Name: jos.com
Address: 88.88.88.88
Third DNS query
>jos.com

Server: [77.77.77.77]
Address: 77.77.77.77

Name: jos.com
Address: 88.88.88.88

The test of query for “www.jos.com”
First DNS query
>WWW.jos.com
Server: [77.77.77.77]
Address: 77.77.77.77
Name: jos.com
Address: 77.77.77.77
Aliases: www.jos.com

Second DNS query

>WWW.jos.com
Server: [77.77.77.77]
Address: 77.77.77.77

Name: jos.com
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Address: 88.88.88.88
Aliases: www.jos.com
Third DNS query
>WWW.jos.com
Server: [77.77.77.77]
Address: 77.77.77.77
Name: jos.com
Address: 88.88.88.88

Aliases: www.jos.com

C. Setting weight for the File server (Sub-domain)

1. Add a profile for Sub-domain “fileserver.jos.com" with Load Balance Mode, and assign
a weight of 1 to WAN 1 and 2 for WANZ2.

Note: “Use Domain Setting” Mode means the weight will be the same as the weight
of Domain Name “jos.com”.

Inbound Load Balance

[/] Enable Gy add € Edit  [[[] Delete ¢ Refresh
Enable Domain Mame Mode IP Mapping Welght Alias Interface
B otrue dochoidientu.vn Load Balance wan1,wan2 1.2

Inbound Load Balance

/| Enable
Sub Domain Host : Aesemrer
Mode Use Domain Setting (= Load Balance Failover
‘;u'l Add U Save Profie Number Limit : 16
IP Mapping Weight

Interface Mapping Weight © wani 1 11}

m

wan2

(X

After the settings has done we do “nslookup” and query the sub-domain name for 3 times,
and the results are reflecting the Interface Weight.

First DNS query
>fileserver.jos.com
Server: [77.77.77.77]
Address: 77.77.77.77
Name: fileserver.jos.com
Address: 77.77.77.77
Second DNS query

>fileserver.jos.com
Server: [77.77.77.77]
Address: 77.77.77.77
Name: fileserver.jos.com
Address: 77.77.77.77
Third DNS query
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>fileserver.jos.com
Server: [77.77.77.77]
Address: 77.77.77.77
Name: fileserver.jos.com
Address: 88.88.88.88

. Setting CNAME for the File server (Sub-domain)

After creating profile for Sub-domain “fileserver.jos.com", we may add CNAME Record
for Sub-domain “fileserver.jos.com” via Inbound Load Balance >> Detail page.

Click Add then input host "ftp™ and select "fileserver" as Reference.

Inbound Load Balance

[¥] Enable €3 add 25 Edt [ Detete

nbound Load Balance

Basic Dretail

:} Add U Save

Host

AAAA Record .

:“,' Add U Save
Host

o

Profie Nurmber Limd @ 16

Profie Number Lindt : 16

v

After the settings we do nslookup and query “ftp.jos.com” for 3 times, and we could

see the results are reflecting the Interface Weight.

First DNS query
>ftp.jos.com

Server: [77.77.77.77]
Address: 77.77.77.77
Name: fileserver.jos.com
Address: 77.77.77.77
Aliases: ftp.jos.com

Second DNS query

>ftp.jos.com

Server: [77.77.77.77]
Address: 77.77.77.77
Name: fileserver.jos.com
Address: 77.77.77.77
Aliases: ftp.jos.com
Third DNS query
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>ftp.jos.com

Server: [77.77.77.77]
Address: 77.77.77.77
Name: fileserver.jos.com
Address: 88.88.88.88
Aliases: ftp.jos.com

E. Setting up NS Records (Optional)

1. NS Record is not necessary since the NS records should be already available in the upper
DNS servers.

2. When NS server is with different domain name, such as “vivian.com”, please add the NS
Record with name server field and end it with “.” (a dot)

Profile Mumbser Limit - 16

€3 add [E] save

HO 5T Name Server IP Address
(none) ng 1 vivian.com. (none) |l_[|
(none) N52 vivian.com. (noné) rf"

N5 Record -

3. When NS server is with same domain name, such as “jos.com”, please add the NS
Record with name server field nsl and ns2.

Profile Number Limit : 16

€y ada [5] save

HOST Name Server IP Address

(none) nsl (none) |f|]
(none) ns2 (mone) m]

N5 Record
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3.3 How to Configure WAN Load Balancing with Policy Route
on Vigor300B~?

This document demonstrates how to do WAN load balancing with Policy Route feature in
Routing. In the firmware before version 1.0.9, this is a feature in WAN menu called Load
Balance Rule. After upgrading firmware to version 1.0.9, the Rules set in WAN >> Load

Balance will be transferred to Policy Rule automatically.

In this example, we have WAN1 and WAN2 connected on Vigor3900, and we would like to
balance the traffic across them. Suppose we would like the traffic from LAN1
(192.168.1.0/24) to go to the Internet via WANL1 and traffic from LAN2 (192.168.2.0/24) to
go to the Internet via WAN2. To achieve this, we need one Policy Rule for each LAN

vz [ |

192.168.2.0/24 % ;!_'bﬁ__,__
T WAN2
TN

LAN |’ \’ |‘

192.168.1.0124 Sgms G o

1. Create a Route Policy for traffic from LAN1 to go to the Internet via WANL. Go to
Routing >> Policy Route, click Add to add a new policy rule.

| Policy Rule =[x
Profile : LA
[/ Enable
Frotocol : ALL o
Source
Source Type ; Subnet ot
IP Address : 192 88 1 L
Subnet Mask : 255255 2550024 e
Destination
Destination Type : Ay b
Route Rude
Out-going Rule : User Defined e
Out-going Interface wyean bd
Out-going (Gateway) ) ) ) i (Optional)
Mode : WAT o
Use IP Alias Enable ‘= Disable
Failover to Hext Rule : * Enable Disable
Faillrack (Quick Recover): Enable '#® Disable

) cppry & Cancel
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f.

Enter rule name.
Enable this rule.

Select Source Type as Subnet, and enter the IP address and Subnet Mask of
LANL.

Select Out-Going Rule as User Defined, and Interface as WANL.

Enable Failover to Next Rule so that when WANT1 fails, it will follow the next
rule.

Click Apply to save the configuration.

With the above configuration, traffic from LAN1 will be sent to WAN1. When WANL is
not available, because Failover to Next Rule in enabled, the router will check if there is
another Policy Rule matched. If there is not, the Default Route will be applied.

2. Similarly, add a Policy Rule for traffic from LAN2 to go to the Internet via WAN2.

| Policy Rule - [%])
Profile : LAaMN2
+| Enable
Frotocol ALL b
Source
Source Type ! Subnet o
IP Address 192 1882 1
Subnet Mask 255.255.235.0/24 M
Destination
Destination Type Any W
Route Ruls
out-going Rule - Uzer Defined -
Out-going Interface wrEnZ W
Out-going (Gateway) . i ) M| contional)
Maode - MAT ™
Use IP Alias : Enable '® Disable
Failover to Hext Rule : % Enable Dizable
Failback (Quick Fecower): Enable '® Disable

U Appty “} Cancel

3. Configure the Default Route at Routing >>Default Route.

Default Route is the rule to be applied if there are no Policy Rule matched. You may set
Default Route to a specific WAN interface or to “default pool”. Enable “Auto Failover
to Active WANSs” will swap the sessions to other active WANs when the original WAN
connection is lost.
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Fousing >> Defaull Rowle \3.

Dk Poods
WAH Profile Losdbalant e Pool Hame © | datad_posl W
Aubo Fallower to Active Walls # Emabde Disabde

B amey QD corenl

Default Pool can be configured at Routing>>Load Balance Pool.

Load Balance Pool - #

Profile = dafault_pool
Mode Load Balance N

o aon 5] save Erofie Murmber Limé - 16

niterface Wezight

wani

wan2
Interface : .00
wrand
AN
ushi

=U===T={=0=

sk

Mate ¢
1.The: ranges of Weight is 1~235
2.Example of seffing losd balance weight:
wan bandwicth; 30MG0M
wran2 banchavicth: 1 00k D0M
Suggested: wanl weight=3, wan2 weight=10 (max weight value ;| 255)

[ 2poty &3 Cancet

By default, every WAN interface has the same weight. So that when Default Route is
applied, every available WAN interface will be used equally.

4. If you want to use a specific WAN interface to be the failover interface, please create
another Policy Rule. For example, you can create a second rule for LAN2 to go to the
Internet via WANL1.

Rousting >» Policy Rule o
Pelicy Fbe
Toaad et [l Deicte MoveUp  ® MovoDown G Rerame  Auto Refrosh: | Uiede v &% Refrosh Frofis Mamhor LY
Profibe Enabin Protocol  Sowrce Sourco Port Dostmation  Dostinatio. . Out.going fule  Mode Failovert. . Failh
1 LANt = ALL 1921080 1538 - Brvp E ! AT Eralie [T
T LANZ e ALL enee - Bryy . w2 AT Eratis iwstie
3 LANZ bt e ALL 192168.2 1404 ey . ! HAT Eratis [

Now there are two policy rules with the same Source but different Out-going Rule. The one
with smaller index number will be implemented first, so if WANZ2 is available, traffic from
LAN2 will always go via WAN2. Only when WAN2 is down, because “Failover to Next

Rule” is enabled, the next rule matched will be applied; thus, traffic will be sent to WANL1.
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Chapter 4: Advanced Web
Configuration

After finished basic configuration of the router, you can access Internet with ease. For the
people who want to adjust more setting for suiting his/her request, please refer to this chapter
for getting detailed information about the advanced configuration of this router. As for other
examples of application, please refer to chapter 3.

4.1 WAN Setup

Quick Start Wizard offers user an easy method to quick setup the connection mode for the
router. Moreover, if you want to adjust more settings for different WAN modes, please go to
WAN group and click the General Setup link.

Basics of Internet Protocol (IP) Network

IP means Internet Protocol. Every device in an IP-based Network including routers, print
server, and host PCs, needs an IP address to identify its location on the network. To avoid
address conflicts, IP addresses are publicly registered with the Network Information Centre
(NIC). Having a unique IP address is mandatory for those devices participated in the public
network but not in the private TCP/IP local area networks (LANS), such as host PCs under
the management of a router since they do not need to be accessed by the public. Hence, the
NIC has reserved certain addresses that will never be registered publicly. These are known as
private IP addresses, and are listed in the following ranges:

From 10.0.0.0 to 10.255.255.255
From 172.16.0.0 to 172.31.255.255
From 192.168.0.0 to 192.168.255.255

What are Public IP Address and Private IP Address

As the router plays a role to manage and further protect its LAN, it interconnects groups of
host PCs. Each of them has a private IP address assigned by the built-in DHCP server of the
Vigor router. The router itself will also use the default private IP address: 192.168.1.1 to
communicate with the local hosts. Meanwhile, Vigor router will communicate with other
network devices through a public IP address. When the data flow passing through, the
Network Address Translation (NAT) function of the router will dedicate to translate
public/private addresses, and the packets will be delivered to the correct host PC in the local
area network. Thus, all the host PCs can share a common Internet connection.

Get Your Public IP Address from ISP

In ADSL deployment, the PPP (Point to Point)-style authentication and authorization is
required for bridging customer premises equipment (CPE). Point to Point Protocol over
Ethernet (PPPOE) connects a network of hosts via an access device to a remote access
concentrator or aggregation concentrator. This implementation provides users with
significant ease of use. Meanwhile it provides access control, billing, and type of service
according to user requirement.

When a router begins to connect to your ISP, a serial of discovery process will occur to ask
for a connection. Then a session will be created. Your user ID and password is authenticated
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via PAP or CHAP with RADIUS authentication system. And your IP address, DNS server,
and other related information will usually be assigned by your ISP.

General Setup
Load Balance
Switch

4.1.1 General Setup

This section will introduce some general settings of Internet and explain the connection
modes for WAN profiles in details.

This router supports multi-WAN function. It allows users to access Internet and combine the
bandwidth of the WAN profiles to speed up the transmission through the network. Each
WAN port can connect to different ISPs, even if the ISPs use different technology to provide
telecommunication service (such as DSL, Cable modem, etc.). If any connection problem
occurred on one of the ISP connections, all the traffic will be guided and switched to the
normal communication port for proper operation.

WAN >> General Setup >> General Setup a
RutoTonoutly o 2 General Setup | USB AN
Quick Start Wizard
Y& Edit &% Refresh SwitchMode: Double Tag v Profile Mumber Limit : 1
Online Status
Profile (max I... Enable Description Port 1Pvd Protocol  IPv6 Protocol  VLAN Tag VLAN ID Priority(802.1p)
General Setup wian1 false WANT Mane Link Local Disable 10 a
Load Balance wan2 false WVAN2 MNang Link Lacal Disable 11 0
Switch wand false WYANZ MNane Link Local Disable 12 0
wand false WWAN4 MNane Link Local Disahle 13 0

External Devices
Product Registration

Each item will be explained as follows:

Item Description

Edit Modify the selected WAN profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Refresh Renew current web page.

Switch Mode Specify the mode for editing existing WAN profile.

Ciouble Tan £

Marmal
‘Double Tag
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Profile Number Limit

Display the total number (50) of the profiles to be created.

Profile (max length:7)

Display the profile name.

Enable

Display the status of the profile. False means disabled; True
means enabled.

Description

Display a brief explanation for such profile.

Port

Display the physical WAN interface for such profile.

IPv4 Protocol Type

Display the 1Pv4 protocol selected by the profile.

IPv6 Protocol Type

Display the IPv6 protocol selected by the profile.

VLAN Tag Display if the function is enabled or not.
If the data transmitted with tag, Enable will be displayed in
this field. Otherwise, Disable will be shown instead.
VLAN ID Display the VLAN ID of the profile.
Priority(802.1p) Display the level of the priority for such profile.

4.1.1.1 Ethernet WAN Profiles
How to edit a WAN profile:

1.

Protocol field will
another connection

Open WAN>>General Setup. Choose wanl/wan2/wan3/wan4 profile and click the
Edit button to open the following dialog. Only the tab of the protocol specified in 1Pv4

be available for you to modify. If you want to change and specify
mode for such WAN profile, remember to choose the mode from

the drop down list of 1Pv4 Protocol.

Global

Profile (max length:7) :
¥|Enable

Description
Port
Default MAC Address

IPvd Protocol :

Mode :

IPv6 Protocol :

Enable Schedule Reconnect :

VLAN Tag -

wWan1

(Cptional)
WANT

* Enable Disahle

Nane %
AT w [MAT operation to packet is only applied when they came form an MAT mode LAN
Link Local %

Enable '® Disahle

Enable @ Disable enabile it onlywhen your ISP requires tagged YLARN

B apply @ cancel

Available parameters are listed as follows:

Item Description

Profile (max Type a name (less than 7 characters) for such profile.
length:7)

Enable Check this box to enable such profile.

Description Give the brief description for such profile.
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Port Display the physical WAN interface for such profile.
Default MAC Enable — Click it to enable the default MAC address for
Address such profile.
Disable — Click it to type the MAC address manually for
such profile.
MAC Address Specify the MAC address for such profile. In default, the

system will determine it automatically.

IPv4 Protocol

There are several connection modes for you to specify for
IPv4 protocol type. Each mode will bring up different web

page.

Static ¥
MHone

Static

DHCP

PFFoE

FFTP

The DMZ protocol is available for WANA4 profile only.

IPv4 Mode

Determine such profile will be used for.

ROUTIMG w

MAT
ROUTIMG

IPv6 Protocol

There are four connection modes for you to specify for IPv6
protocol type. Each mode will bring up different web page.

Link-Local W

Link-Local
Static

FFP
CDHCP-A_MA
CHCP-IA_PD

Enable Schedule
Reconnect

Enable - Click it to enable the function of reconnecting the
network automatically within the time schedule.

Disable — Click it to disable the schedule reconnect function.

Schedule Time
Object

Choose the time object profile to be applied by such WAN.

VLAN Tag

Enable — Click it to enable the function of VLAN Tag. Data
transmitted through the router will be tagged with specified
number for identification.

Disable — Click it to disable the function of VLAN Tag.
Data transmitted through the router will not be tagged with
any number.

VLAN ID

Type the VLAN ID number for such profile.

Priority(802.1p)

Type the packet priority number for such VLAN. The range
is from 0 to 7.
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Apply

Click it to save the configuration and exit the dialog.

Cancel

Click it to exit the dialog without saving the configuration.

General Settings allows you to enable the profile, give a brief explanation for such profile,

specify the VLAN ID, specify
mode of the data transmission

MAC address, choose IPv4 and IPv6 protocol, and specify the
(NAT or Routing).

\ Note: The DMZ tab is available for WANA4 profile only. |

Different IPv4 and IPv6 protocol types specified will bring up different configuration web

page.
® If you choose Static as IPv4 protocol type, click the Static Tab to open the following
page:
General Setup -
Glohal Static
IP Address : 0.0.0.0
Subnet Mask : 255.255.265.0024
Gateway IP Address : {Cptionaly
T Add [5] Save Profile Mumber Limit : 64
DNS Server IP Address
DHS Server IP Address : 9888 i
T Add [B) save Profile Number Limit: 254
P
1P Alias : Mo iterns to show.
MTUMRLU : 1500

Connection Detection Mode . |app
Connection Detection Interval : 10

Available parameters are

] Apply &3 Cancel

listed as follows:

ltem

Description

IP Address

Type the IP address specified for such profile.

Subnet Mask

Use the drop down list to choose the subnet mask for such
profile.

Gateway IP
Address

Type the gateway address for such profile.

DNS Server IP

Type a public IP address as the primary DNS (Domain Name
Server). To add a new IP address, simply place the mouse
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Address

cursor on this filed. The following dialog will appear.

y add | [2) save

DNS Server IP Address
168.95.1.1

=]

DNS Server IP Address

Add - click this button to have a field for adding a new IP
address.

Save — click this button to save the setting.

W' _ click the icon to remove the selected entry.

IP Alias Type other IP addresses to be bound to this interface. This
setting is optional. If you have typed addresses here, you can
see and choose it in later web page settings (e.g.,
NAT>>Port Redirection/DMZ Host).
Add - Click this button to display the IP address field for
adding a new IP address. Type the IP address on the tiny
boxes one by one.
T add B save Profile Murmber Limit: 254
P
0.0.0.0 i
Save — Click this button to save the setting.
|5 add | B Save Profile Mumber Limit: 254
P
192.168.1.85 iii
W _ click the icon to remove the selected entry.
MTU/MRU Type the value of MTU/MRU. The default value is 1500.
Connection Select a detecting mode for this WAN interface. There are

Detection Mode

three ways ARP, PING and HTTP supported in Vigor
router for you to choose to send the request out.

PIMNG v

Mone
ARF

FIMNG
HTTF

Connection
Detection Host

This function is available when Connection Detection
Mode is set with PING or HTTP.

Add - click this button to have a field for adding a new IP
address. Assign an IP address or Domain name as a
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destination to be detected whether the host is active (sending
reply to the router) or not. If not, the connection of WAN
interface will be regarded as breaking down.

Connection Detection Mode :  |PING v

Cy add [ save
Connection Detection Host
Connection Detection Host 192.168.1.28

Save - click this button to save the setting.

W _ click the icon to remove the selected entry.

Connection
Detection Interval

Assign an interval period of time for each detecting.

Connection
Detection Retry

Assign detecting times to ensure the connection of the WAN
interface. After passing the times you set in this field and no
reply received by the router, the connection of WAN
interface will be regarded as breaking down.

Apply

Click it to save the configuration and exit the dialog.

Cancel

Click it to exit the dialog without saving the configuration.

® If you choose DHCP as IPv4 protocol type, click the DHCP Tab to open the

following page:

! General Setup
E Glohal
1
t
Host Name :
t
i IP Alias :
1
MTUMRU :

Connection Detection Mode :

Connection Detection Retry :
Vendor Class ID {option 60)
DHCP Client ID {option 61) :

Specify DNS :

DHCP

Connection Detection Interval: 10

(Cptianaly
s Add [F] Save Profile Mumber Limit
P

Mo iterns to show.

15800
ARP v
3

(Optional)

(Cptionaly

(O Enable (&) Disable

m »

B Apply @ Cancel

Available parameters are listed as follows:

Item Description

Host Name Type a name as the host name for identification.
(Optional)

IP Alias Type other IP addresses to be bound to this interface. This
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setting is optional. If you have typed addresses here, you can
see and choose it in later web page settings (e.g.,
NAT>>Port Redirection/DMZ Host).

Add - To add a new IP address, click Add. Type the IP
address and use the drop down list to specify the subnet
mask. Next, click Save. The new one will be added and
displayed on the field under the box.

|5 add | 5] Save Profile Mumber Limit: 254
P
192.168.1.85 i

Save — click this button to save the setting.

W _ click the icon to remove the selected entry.

MTU/MRU It means Max Transmit Unit for packet. The default setting
is 1500.
Connection Select a detecting mode for this WAN interface. There are

Detection Mode three ways ARP, PING and HTTP supported in Vigor
router for you to choose to send the request out.

PIMG v

Mone
ARF

PIrG
HTTF

Connection This function is available when Connection Detection
Detection Host Mode is set with PING or HTTP.

Add - click this button to have a field for adding a new IP
address. Assign an IP address or Domain name as a
destination to be detected whether the host is active (sending
reply to the router) or not. If not, the connection of WAN
interface will be regarded as breaking down.

Connection Detection Mode :  |PING v

©y Add [ save
Connection Detection Host
Connection Detection Host : 192.168.1.28

Save — click this button to save the setting.

W _ click the icon to remove the selected entry.

Connection Assign an interval period of time for each detecting.
Detection Interval

Connection Assign detecting times to ensure the connection of the WAN
Detection Retry interface. After passing the times you set in this field and no

reply received by the router, the connection of WAN
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interface will be regarded as breaking down.

Vendor Class ID

It is used to identify the vendor type and the configuration of

(option 60) a DHCP client.

DHCP Client ID It used to specify a DHCP client identifier in a host

(option 61) declaration, so that DHCP can find the host record by
matching against the client identifier.

Specify DNS Enable — Click it to enable the function of DNS specified.
It is used for local service (e.g., NTP, ping diagnostic) or
used for forwarding packets to PC on LAN/VPN.

Disable — Click it to disable the function of DNS specified.

DNS Add - click this button to have a field for adding a new IP
address.

Save - click this button to save the setting.

W _ click the icon to remove the selected entry.
Apply Click it to save the configuration and exit the dialog.
Cancel Click it to exit the dialog without saving the configuration.
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® If you choose PPPoE as IPv4 protocol type, click the PPPoE Tab to open the
following page:

{
1
t

General Setup
Global

Username :
Password :
MTUMRU :
Service Name :
Debug -
Always On :

Fixed IP :

Connection Detection Mode :

IP Alias

Snecifu DNS

PPPOE

1482
(Cptianal)

() Enable (%) Disable

(s)Enable (") Disable

() Enable (%) Disable
Mone v

©5 add 5] Save Profile Murnber Limit: €
P

Mo iterns to show.

" Fnable & Disable
m »

) Aoply @3 cancel

Available parameters are listed as follows:

Item Description

Username Type the user name offered by your ISP.

Password Type the password offered by your ISP.

MTU/MRU Type the value of MTU/MRU. The default value is 1492.

Service Name

This is an optional setting. Some ISP will offer such
information and ask you to type the same data on this field.

Debug Click Enable to display the PPPoE debug message in
Syslog. The default setting is Disable.

Always On Enable - Click it to enable the function of Always On. The
router will keep network connection all the time.
Disable — Click it to disable the function of Always On.

Fixed IP Enable — Click it to enable the function of fixed IP.

Disable — Click it to disable the function of fixed IP.

Fixed IP Address

Type the IP address in the boxes.

Connection
Detection Mode

Select a detecting mode for this WAN interface. There are
two ways PING and HTTP supported in Vigor router for
you to choose to send the request out.

PIMG w

Mone
PIMG
HTTF

Connection
Detection Host

If you choose PING/HTTP as Connection Detection Mode,
you have to specify the detection host address in this field.
Use the default setting.
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Add - Click this button to have a field for adding a new IP
address. Assign an IP address or Domain name as a
destination to be detected whether the host is active (sending
reply to the router) or not. If not, the connection of WAN
interface will be regarded as breaking down.

Connection Detection Mode :  |PING v

©y Add [ save
Connection Detection Host
Connection Detection Host : 192.168.1.28

Save — click this button to save the setting.

W _ click the icon to remove the selected entry.

Connection
Detection Interval

Assign an interval period of time for each detecting.

Connection
Detection Retry

Assign detecting times to ensure the connection of the WAN
interface. After passing the times you set in this field and no
reply received by the router, the connection of WAN
interface will be regarded as breaking down.

IP Alias

Type other IP addresses to be bound to this interface. This
setting is optional. If you have typed addresses here, you can
see and choose it in later web page settings (e.g.,
NAT>>Port Redirection/DMZ Host).

Add - Click this button to display the IP address field for
adding a new IP address. Type the IP address on the tiny
boxes one by one.

T3 add [ Save Profile Mumber Limit: 254

P

0.0.0.0] i

Save — After finished the IP address configuration, click
Save to save the setting onto the router.

|5 add | B Save Profile Mumber Limit: 254

P
192.168.1.85 i

W _ click the icon to remove the selected entry.

Specify DNS

Enable - Click it to enable the function of DNS specified.

It is used for local service (e.g., NTP, ping diagnostic) or
used for forwarding packets to PC on LAN/VPN.

Disable — Click it to disable the function of DNS specified.
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DNS

Add - click this button to have a field for adding a new IP
address.

Save - click this button to save the setting.

W _ click the icon to remove the selected entry.

Apply

Click it to save the configuration and exit the dialog.

Cancel

Click it to exit the dialog without saving the configuration.

® If you choose PPTP as IPv4 protocol type, click the PPTP Tab to open the following

page:
| General Setup =|[%¢
[ Global PPTP Static
1 -
l- PPTP Over : Static »
Server Address: no.0n
Username :
i Password :
MTUMRU : 1452
Debug : () Enable @) Disable
Always On : ()Enable () Disable

Connection Detection Mode :

Connection Detection Host :

Connection Detection Interval :

HTTFP v

©y Add [ save Profile Mumber Limi

Connection Detection Host

Mo items to show.

a0 b
m

>
B apply (D Cancel

Available parameters are listed as follows:

Item

Description

PPTP Over

Usually ISP dynamically assigns IP address to you each time
you connect to it and request. In some case, your ISP
provides service to always assign you the same IP address
whenever you request. In this case, you can fill in this IP
address in the Fixed IP field. Please contact your ISP
before you want to use this function.

Choose a proper protocol, Static or DHCP. After finished
the settings in such page, you need to open the Static or
DHCP tab for configuring the settings there.

Server Address

Type the IP address of PPTP server offered by your ISP.

Username Type the user name offered by your ISP.

Password Type the password offered by your ISP.

MTU/MRU Type the value of MTU/MRU. The default value is 1452.

Debug Click Enable to display the PPTP debug message in syslog.
The default setting is Disable.

Always On Enable - Click it to enable the function of Always On. The
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router will keep network connection all the time.
Disable — Click it to disable the function of Always On.

Connection
Detection Mode

Select a detecting mode for this WAN interface. There are
two ways PING and HTTP supported in Vigor router for
you to choose to send the request out.

FIMNG w

MHone
PIMNG
HTTF

Connection
Detection Host

If you choose PING/HTTP as Connection Detection Mode,
you have to specify the detection host address in this field.
Use the default setting.

Add - Click this button to have a field for adding a new IP
address. Assign an IP address or Domain name as a
destination to be detected whether the host is active (sending
reply to the router) or not. If not, the connection of WAN
interface will be regarded as breaking down.

Ty Add [E] save

Connection Detection Host
182.168.1.28 m

Connection Detection Host

Save — click this button to save the setting.

W _ click the icon to remove the selected entry.

Connection
Detection Interval

Assign an interval period of time for each detecting.

Connection
Detection Retry

Assign detecting times to ensure the connection of the WAN
interface. After passing the times you set in this field and no
reply received by the router, the connection of WAN
interface will be regarded as breaking down.

Apply After finished the PPTP configuration, please click Static or
DHCP (according to the PPTP Over Protocol setting) to
modify the Static/DHCP configuration for such profile.
Click it to save the configuration and exit the dialog.

Cancel Click it to exit the dialog without saving the configuration.

® If you choose Link-Local as 1Pv6 protocol type

Link-Local address is used for communicating with neighbouring nodes on the same
link. It is defined by the address prefix fe80::/64. You don't need to setup Link-Local
address manually for it is generated automatically according to your MAC Address.

® If you choose PPP as IPv6 protocol type

Simply refer to the section of “If you choose PPPoE as IPv4 protocol type, click the
PPPoE Tab to open the following page” for detailed information.
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If you choose Static as IPv6 protocol type, click the StaticV6 tab to open the

following page:

General Setup
1

Global FFTF Static
j

IPvi Address : :

IPvi Prefix Length : 64

IPvs Gateway Address :

2 add [E] save

StaticVi

(Cptional)
Profile Murmber Limit : 64

IPvi DNS Server Address

IPvii DNS Server Address

Mo iterms to shaw.

E Apply & Cancel

Available parameters are listed as follows:

Item Description
IPv6 Address Type the IP address for such protocol.
IPv6 Prefix Length | Type your IPv6 address prefix length.
IPv6 Gateway Type your IPv6 gateway address.
Address
IPv6 DNS Server Type your IPv6 primary DNS Server address.
Address
IPv6 Gateway Address : (Cptianal)
Ty add | ] save
IPv6 DNS Server Address
IPv6 DNS Server Address ;| 2001:10af
Add - click this button to have a field for adding a new IP
address.
Save - click this button to save the setting.
W click the icon to remove the selected entry.
Apply Click it to save the configuration and exit the dialog.
Cancel Click it to exit the dialog without saving the configuration.
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If you choose DHCP-1A_NA as IPv6 protocol type, click the DHCPV6 Tab to open
the following page:

”
General Setup

DHCPVE

Global FETE Static

DHCPvG({IA_NA) Gateway Address : (Optional}

Ty add [ save
, DHCPVE(IA_HNA) DNS Address

DHCPvG({1A_NA) DN S Address : Mo iterns to show.

B spply @ cancel

Available parameters are listed as follows:

Item Description

DHCP (IA_NA) Type the gateway IP address for IPv6 DHCP IA_NA mode.
Gateway Address

DHCP (IA_NA) Type your IPv6 primary DNS Server address.
DNS Address Add - click this button to have a field for adding a new IP
address.

Save — click this button to save the setting.

W _ click the icon to remove the selected entry.

Apply Click it to save the configuration and exit the dialog.

Cancel Click it to exit the dialog without saving the configuration.

If you choose DHCP-1A_PD as IPv6 protocol type

It is not necessary for you to configure any web page.

Enter all the settings and click Apply. The new added profile will be shown as below.

WAN == General Setup >> General Setup =)

General Setup | USBWAN | Bridge YLAN

@ Add  JX Edit [ Delete &5 Refresh  Mode : | Advance v Profile Mumber Limit : 50
Profile (ma... Enable Description VLAN Tag VLAN ID Priority(8... Port IPv4 Prot... IPv6 Proto...
1 Wwan1 true Marketing Disable 10 0 AR Static Link-Local
2 wan2 false Disahle 11 1] WWAMNZ MNone Link-Local
3 wan3 false Disahle 12 1] VAN 3 MNone Link-Local
4 wand false Disahle 13 1] VAN 4 MNone Link-Local
5 wand false Disahle 14 1] WWAMNS MNone Link-Local
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4.1.1.2 USB WAN Profiles
Open WAN>>General Setup and click the USB WAN tab.

Auto Logout : | Off .

Quick Start Wizard
Online Status

General Setup

Load Balance
Switch

NAT

External Devices
Product Registration

$

WAN >> General Setup >> USB WAN

General Setup LISB WUAN

Y& Edit 45 Refresh

Profile
ush1
ush2

Enable Description Port Protocol
false uset 3GI4G PPP
false use2 3GI4G PPP

Each item will be explained as follows:

Item Description

Edit Modify the selected USB WAN profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Refresh Renew current web page.

Profile Display the profile name.

Enable Display the status of the profile. False means disabled; True
means enabled.

Description Display a brief explanation for such profile.

Port Display the physical WAN interface for such profile.

Protocol Display the protocol selected by the profile.
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How to edit a USB WAN profile
1. Choose one of the USB WAN profiles and click Edit.

VAN => General Setup => USB WAN

General Setup LISB WWAR

J2 Edit &% Refresh

Profile Enahle [
ush false
ush2 false

2. The settings under Global tab are listed as below:

USB WAN ' i
Global | 3G/4G PP

Profile : ushi

Enable
Description : (Optional)
Port : UJse

Protocol : IGM4G PPP w
3GH4G PPP
4G DHCP

2 Default [E] Apply (@ Cancel

Available parameters are listed as follows:

Item Description
Profile Display the name of the USB WAN profile.
Enable Check it to enable the USB WAN profile.
Description Give the brief description for such profile.
Port Display the physical WAN interface for such profile.
Protocol Choose the connection mode for USB WAN.

AG/4G FPP i

3GM4G PPP

4G DHCP
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Default Click it to restore the default settings.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

After finished the settings above, click the 3G/4G PPP or 4G DHCP tab (based on the
Protocol specified) to display the following page:

USB WAN =]
Global 3GM4G PPP

SIM PIN code : (Optionaly
Modem Initial String 1: AT&F (default ATEF)
Modem Initial String 2 : ATEOV1X1&D2EC1S... (default ATEDVI X1 &D2&CT50=0)
APN: internet (defaultinternat)
Modem Dial String : ATDT*90# (default ATOT 953
PPP Username : (Optianal)
PPP Password : (Optionaly
2 Defaut [E] Apply @ Cancel
Or,
USB WAN - |
Global 4G DHCP
SIM PIN code : (Cptional)
Metwork Mode . 4G/3G12G v |idefault 4GI3IGI2G)
APN: internet

@ Default ] Apply &3 Cancel

Available parameters are listed as follows:

Item Description
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3G/4G PPP

SIM PIN code -Type PIN code of the SIM card that will be
used to access Internet.

Modem Initial String 1-Such value is used to initialize USB
modem. Please use the default value. If you have any
question, please contact to your ISP.

Modem Initial String 2-The initial string 1 is shared with
APN. In some cases, user may need another initial AT
command to restrict 3G band or do any special settings.
APN -APN means Access Point Name which is provided
and required by some ISPs. Type the name.

Modem Dial String -Such value is used to dial through USB
mode. Please use the default value. If you have any question,
please contact to your ISP.

PPP Username -Type the PPP username (optional).

PPP Password -Type the PPP password (optional).

4G DHCP

SIM Pin code —Type PIN code of the SIM card that will be
used to access Internet.

Network Mode — Force Vigor router to connect Internet
with the mode specified here. If you choose 4G/3G/2G as
network mode, the router will choose a suitable one
according to the actual wireless signal automatically.

AGIAGIZG o

4GIRAGRG
4G Only
3G Only
2G 0nly

APN Name — APN means Access Point Name which is
provided and required by some ISPs.

Default

Click it to restore the default settings.

Apply

Click it to save and exit the dialog.

Cancel

Click it to exit the dialog without saving anything.

4.  Enter all the settings and

WAN == General Setup == USB WAN

click Apply. The modified profile will be shown as below.

General Setup | USBYWAN | Bridge VLAN

J% Edit &% Refresh

Profile Enable
ush1 true
ush2 false
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4.1.2 Inbound Load Balance

Vigor300B can offer the mapped IP address to respond the DNS query coming from the
remote end through the designate domain to reduce the loading of the network traffic.

Open WAN>>Load Balance and click the Inbound Load Balance tab.

WAN >> Load Balance >> Inbound Load Balance 7]

Auto Logout : | off > Inbound Load Balance

Quick Start Wizard
Online Status

Enable € add & Edit Delete &5 Refresh Profile Mumber Limit: 1

Enable Domain Name Mode 1P Mapping Weight Alias Interface 1P Alias Weight

General Setup o items to show

Load Balance

Switch

External Devices
Product Registration

Each item will be explained as follows:

Item Description

Enable Check the box the enable inbound load balance function.
Add Add a new WAN profile for inbound load balance.

Edit Modify the selected WAN profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.
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Delete Remove the selected WAN profile.
To delete a profile, simply select the one you want to delete
and click the Delete button.

Refresh Renew current web page.

Profile Number Limit

Display the total number of the profiles to be created.

Enable

Display the status of the profile. False means disabled; True
means enabled.

Domain Name

Display the domain name used by the profile.

Mode Display the mode (failover or load balance) applied by the
profile.

IP Mapping Display the WAN interfaces used by the profile.

Weight Display the weight(s) that WAN interface(s) used.

Alias Interface

Display the WAN interfaces used by the IP alias.

IP

Display the alias IP settings used by the profile.

Alias Weight

Display the weight that the above IP address used.

How to create a new Inbound Load Balance profile

Such page allows you to create a new WAN profile for inbound load balance.
1.  Open WAN>> Load Balance.
2. Simply click the Add button to open the following dialog.

Inbound Load Balance
Basic Detail

¥|Enable

Domain Name : wyw.draytek.com

Mode : (%) Load Balance () Failover

@3 add [F] save
IF Mapping Wieight
Interface MappingWeight : wan1 1

3 add [F] Sawe Alias Fram: (=) WaN Interface ) Manual Input
Alias Interface Alias Weight

Mo items to show.
Alias Setting :

Available parameters are listed as follows:

Prafile Murmber Limit: 16

i

Frofile Mumber Limit: 16

B apply (@ cancel

Item Description

Enable

Check this box to enable such profile.

Domain Name
balance.

Type an available domain name to serve the inbound load
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Mode

Specify the type (Load Balance or Failover) of the WAN
profile for inbound load balance

Priority Setting

It is available only when Failover is selected as the Mode.

There are five levels (Top, 2, 3, 4 and 5) which can be
specified for WAN profiles (including default WAN profiles
and user-defined WAN profiles).

) Load Balance (&) Failover
Interface Priority
wani
wan2
wan3
wand
ushi
ush2

< ||i< < (i€ ]i€ <

w [[e [ |[e|[o e |[ew

extarn »

) add [E] Save Proiile Mumber Limit - 16

Interface
Mapping/Weight

The domain name will inform the remote end with the IP
address for DNS query asked by the remote end.

The incoming query from the WAN interfaces specified in IP
Mapping will be processed according to the weight value.

Add - Click it to choose a WAN interface and weight.
Save — Click it to save the settings.

IP Mapping — Use the drop down list to choose a WAN
interface profile which will be used by the domain.

Weight — Use the drop down list to choose the one you want.

Alias Setting

The purpose of such setting is to specify a WAN IP address
from the WAN interface or by typing it manually to respond
DNS query.

Add - Click it to add a new IP address.

Save — Click it to save the settings.

Alias From WAN Interface — The alias IP setting can be
specified from existed WAN IP alias.

Alias From Manual Input — The alias IP setting can be
specified manually. The Alias Interface is not necessary for
such method.

Alias Interface —Use the drop down list to choose a WAN
interface profile for the alias IP setting.

Alias — Use the drop down list to choose an alias IP setting
(for Alias From WAN Interface) or type an IP address
manually (for Alias From Manual Input).

Weight —Use the drop down list to choose the one you want.
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3. After finished the settings on the Basic page, click the Detail Tab to open the following

dialog.

Inbound Load Balance

Basic | Detail

DNS Parameters

TTL:
Refresh :

DNS Parameter | Retry :
Expire :

1800
400
450
604200

Magative Cache TTL: 1800

Email :
% add [ Save Profile Mumber Limit: 16
HOST Name Server IP Address
Mo items to showe.
NS Record :
@ add B save Profile Mumber Limit: 16

Host

Mail Server IP Address Preference

B apply @ Cancel

Available parameters are listed as follows:

ltem

Description

DNS Parameter

To configure Vigor router as a DNS server, type the related
information for applying the function of DNS.

TTL - It means Time to live of a DNS response. Available
setting range is from 0 to 2147483647.

Refresh — Set the time for the PC in LAN to refresh the data.

Retry — Set the times of retry if the PC fails to contact with
Vigor router before the refreshing expired.

Expire — PC stops responding to the query from Vigor router
when such time setting has expired.

Negative Cache TTL — Set the negative caching time (name
error).

Email — Type the e-mail address of the administrator.

NS Record

This page is used to specify name server which will be used
as DNS server.

Add - Click it to add a new server with specified name and
IP address.

Save - Click it to save the settings.

HOST - Type the domain name of the server. This is
optional. If no information added here, the router will use the
DNS server configured in Domain Name under the Basic tab.

Name Server —Type the URL for the name server which
will be used to receive the DNS query forwarded by HOST.

IP Address — This is optional. If required, simply type the IP
address of the NS record server.

MX Record

This is used to specify the mail server with IP address.
Add —Click it to add a new server with specified name and IP
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address.

Save — Click it to save the settings.

Host —Type the name (URL) of the mail server.

Mail Server — Type the name (URL) of the mail server.
IP Address — Type the IP address of the mail server.
Preference — Set a number for the priority of such mail

server.
Additional A It is used to record the DNS query by IPv4 address.
Record Add —Click it to add a new host with specified IP address.

Save — Click it to save the settings.
Host —Set a domain name.
IP Address — Type the IP address of the mail server.

AAAA Record It is used to record the DNS query by IPv6 address.

Add —Click it to add a new host with specified IPv6 address.
Save — Click it to save the settings.

Host — Set a domain name.

IPv6 Address —Type the IPv6 address of the host.

Any query concerning of Host will be forwarded to the server
selected in Reference for advanced process.

CNAME Record It is used to record the DNS query for CNAME.

Add - Click it to add a new host with specified reference.
Save — Click it to save the settings.

Host — Set a domain name.

Reference — Choose a sub domain name from the drop down
list.

Any query concerning of Host will be forwarded to the server
selected in Reference for advanced process.

4.  Click Apply. A new profile will be added on the page.

You can create sub-domain by clicking ¥ on the left side of the selected inbound load
balance profile. A sub-domain setting page will appear for you to add new profile.

Inhound Load Balance

Enable CpAdd € Edit [ Celete &5 Refresh
Enable DomainN... Mode IP Mapping Weight Alias
& true sy drayte. .. Failover
© Add L Edit [ Delete &% Refresh
Enable Sub Domai... Mode IP Mapping  Weight Alias

Mo iterms to show.

Note that the configuration is similar to the way stated on the above steps.
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4.1.3 Switch

This page allows you to configure Mirroring Port, Mirrored Port, enable/disable WAN
interface, and configure 802.1Q VLAN ID for different WAN interfaces, and so on.

4.1.3.1 802.1Q VLAN

Packets passing through the WAN interface might be tagged or untagged with VLAN 1D
number. It depends on the setting configured in this page for VLAN ID configured in WAN
>>General Setup>>Profile relates to the VLAN ID setting configured here.

This page simply displays current status of 802.1Q VALN setting profiles.

WWAN >> Switch >> 802.1Q VLAN 2|

Auto Logout : Of e 80210 VLAN Mirror Interface

Quick Start Wizard
Online Status

&5 Refresh
VLAN ID Member Untag

General Setup 10 WANT WANT
Load Balance " WANZ VAN
12 WANZ VAN3
13 VAN VUANS

External Devices
Product Registration

Each item will be explained as follows:

Item Description

Refresh Click it to reload this page.

VLAN ID Display the VLAN ID number.

Member Display number of the WAN interface for the packets
tagged with such VLAN ID number to pass through.

Untag Display number of the WAN interface for the VLAN ID

will be untagged for packets passing through the WAN
interface selected.
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4.1.3.2 Mirror Configuration

The administrator can monitor all the packets passing through mirrored port with the
mirroring port. It is useful for the administrator to analyze the troubles on Network.

WAN >> Switch >> Mirror

Auto Logout . Off a 80210 VLAN

Quick Start Wizard
Online Status Enable

Mirroring Port
General Setup

Mirrored Port :

Load Balance

External Devices
Product Registration

Mirror Interface

VWANT )

VANZ 7
WHANT
V| WiANZ
WIANT
AN

B Aoty @ cance

3

Available parameters are listed as follows:

ltem

Description

Enable This Profile

Check the box to enable the Mirror function for the switch.

Mirroring Port

Select a port for the administrator to use for viewing traffic

sent from mirrored ports.

Mirrored Port

Select a port to make the packets passing through it

monitored by the administrator.

Apply

Click it to save the configuration.

Cancel

Click it to discard the settings configured in this page.
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4.1.3.3 Interface Configuration

This page allows you to modify the status (enable / disable), duplex (Half/Full), speed and
802.3az for the WAN ports respectively.

WAN >> Switch >> Interface 2]

Auto Logout : | off i 80210 YLAN Mirrar Interface
Quick Start Wizard

& Edit 45 Refresh
Online Status i

Interface Enable Duplex Speed 802.3a2
WANT true Full Auto Enable
WWANZ true Full Auta Enable
VHANZ true Full Auto Enahle
VAN true Full Auta Enable

General Setup
Load Balance

External Devices
Product Registration

Each item will be explained as follows:

Item Description

Edit Choose the interface listed below and click the Edit button
to modify the settings. A pop up window will appear for you
to change the settings.

Interface —|[x
Interface : WA
¥|Enable
Speed : Auta ™
Flow Control : () Enable (%) Disable
802.3az (=) Enable (" Disable (Energy Efficient Etharnet)
Note :

1. Auto to fixed mode connection may resultin duplex mismatch and

bomominm it mbmann

[ apply @ Cancel

Interface — Display the name of WAN interface.
Enable — Check it to enable such interface.

Speed — Use the drop down list to specify the transmission
rate (Auto, 10M, 100M or 1000M) for such interface.

Flow Control — The default setting is Disable. If Enabled is
clicked, Vigor router will drop the packet if too much to
handle.

802.3az — It is a function of energy-efficient Ethernet.

It can detect the network traffic automatically to adjust the
power output and let Vigor300B save the energy during the
period of low traffic. Click Enable to activate the
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power/energy saving function if required.
Apply - Click it to save and exit the dialog.
Cancel — Click it to exit the dialog without saving anything.

Refresh Renew current web page.

Interface Display the name of the WAN port on the router.

Enable Display the status of the profile. False means disabled; True
means enabled.

Duplex Display the duplex used (full or half) by such profile.

Speed Display the transmission rate (10M, 100M, 1000M or Auto)

of the date for such profile.

802.3az Display such function is enabled or disabled.
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4.2 LAN

Local Area Network (LAN) is a group of subnets regulated and ruled by router. The design
of network structure is related to what type of public IP addresses coming from your ISP.

The most generic function of Vigor router is NAT. It creates a private subnet of your own.
As mentioned previously, the router will talk to other public hosts on the Internet by using
public IP address and talking to local hosts by using its private IP address. What NAT does
is to translate the packets from private IP address to public IP address to forward the right
packets to the right host and vice versa. Besides, Vigor router has a built-in DHCP server
that assigns private IP address to each local host.

LAMN
General Setup
PPPoE Server
Switch
Bind IP to MAC
LAN DNS

4.2.1 General Setup
This page allows you to configure general settings for PCs in LAN.

Note: One LAN profile shall be enabled at least to keep the normal operation. The default
LAN profile named “lan1” shall not be deleted. Otherwise, the system might be damaged. If
such file is deleted due to careless, please reset your router to restore the default setting.

4.2.1.1 General Setup

This page allows you to enable the profile, give a brief explanation for such profile, specify
the VLAN ID, specify MAC address, and choose protocol type for such profile.

LAN >> General Setup >> General Setup =]

Auto Logout - | off e General Setup | DHCF Relay | IrterLAN Route | RADVD DHCPYE
Quick Start Wizard —y —
@y Add & Edit [ Delete & Refresh Profile Number Limit:
Online Status
Profile (ma... Enable Description  WLAN ID IPy4 Pratocol 1P Address Subnet Mask DHCP Senver IPv6 Protacol
lan true 10 static 192.168.1.1 1255.255.255.0 Enable Link Local
General Setup

PPPoE Server
Switch

Bind IP to MAC
LAN DNS

External Devices
Product Registration

Each item will be explained as follows:

Item Description
Add Add a new LAN profile.
Edit Modify the selected LAN profile.
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To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected LAN profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page

Profile (max length:7)

Display the name of the LAN profile.

Enable

Display the status of the profile. False means disabled; True
means enabled.

Description

Display the brief explanation for the LAN profile.

VLAN ID

Display the VLAN ID configured for the LAN profile.

IPv4 Protocol

Display the 1Pv4 protocol type for the LAN profile.

IP Address

Display the IP address for such LAN profile.

Subnet Mask

Display the subnet mask for such LAN profile.

DHCP Server

Display the status (Enable/Disable) of the DHCP server.

1Pv6 Protocol

Display the IPv6 protocol type for the LAN profile.

How to add a new LAN profile

1. Open LAN>>General Setup and click the General Setup tab.

LAN == General Setup == General Setup

General Setup | DHCP Relay | Inter-LAMN Route R

Ty Add

1 lan1

& Edit
Profile (... Enable

M Delete &5 Refresh

Descrip... VLANID IPwvd
10 static
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2. Click the Add button to open the following dialog. Different protocol type selected will
bring up different configuration web page.

General Setup =[x

Profile {max length:7) :
Enable

Description (Optianal)

VLANID: 1

Priority{802.1p) . i} v

Default MAC Address (s)Enable (") Disable

IPv4 Protocol : static

Mode : MaT v |Ifchooze ROUTING mode, packets will not do MAT operation at any WARN =ide

IP Address : 0.0.00

Subnet Mask : 255.255.255.0/24 hd

Connection Detection Mode : pone v

DHCP Server (%) Enable () Disable

DHCP Start IP :

DHCP End IP :
©a add B save Frofile Mumber Limit: 64
DHCP DHNS

DHCP DNS - Mo itermns to showe.

DHCP IP | page Time AR4NN Secands fmins 300 AKX GO4E00%
m

=) spply @ Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the LAN profile.

(max length:7)

Enable Check this box to enable such profile.

Description Type the description for the new LAN profile.
VLAN ID Type a number as the VLAN ID to make the data be

identified while performing data transmission.

Priority(802.1q) Type the packet priority number for such profile. The range is

from 0 to 7.
2 w
|:| J
1
2
3 E
4
5
]
?. b
Default MAC Enable — Click it to enable the default MAC address for such
Address profile.
Disable — Click it to type the MAC address manually for such
profile.
MAC Address If Default MAC address is disabled, please specify a MAC
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address manually with the format like “00:1d:aa:b2:69:80".

IPv4 Protocol

Display the fixed type (static) for the IPv4 protocol for such
profile.

Mode Choose NAT or ROUTING as the operation mode for such
profile.
IP Address Type the IP address (with the format like 192.168.1.25) of the

router for the LAN profile.

Subnet Mask

Use the drop down list to choose a suitable mask for the LAN
profile.

Connection
Detection Mode

Select a detecting mode for this LAN interface.

This feature is used to operate in coordination with Policy
Route profile. Vigor system can choose suitable router policy
through connection detection automatically.

Gateway IP
Address

It is available when ARP is selected as Connection Detection
Mode.

Type a public gateway address. Vigor router will detect the
destination IP specified here automatically when such LAN
profile is used. If the IP is not detected, the connection status
for LAN will be shown as “down”.

Connection
Detection Interval

It is available when ARP is selected as Connection Detection
Mode.

Assign an interval period of time for each detecting.

Connection
Detection Retry

It is available when ARP is selected as Connection Detection
Mode.

Assign detecting times to ensure the connection of the LAN
interface. After passing the times you set in this field and no
reply received by the router, the connection of LAN interface
will be regarded as breaking down.

DHCP Server

Enable - Click it to enable the DHCP server. The DHCP
server will assign the IP address randomly for the LAN user.
The range of the IP addresses must be defined in DHCP Start
IP and DHCP End IP.

Disable — Click it to disable the DHCP server.

DHCP Start IP

Type an IP address as the starting point for DHCP server.

DHCP End IP

Type an IP address as the ending point for DHCP server.

DHCP DNS

Set the private IP address for DNS server. If this field is
blank, users on LAN will treat Vigor300B as the DNS server.

T add [E) save
DHCP DNS
DHCP DNS : 5.5.8.8

Add - Click it to add a new IP address for DNS server.
Save — Click it to save the setting.
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DHCP IP Lease
Time

Set a lease time for the DHCP server. The time unit is minute.

DHCP Routers

In general, this box will be blank. It means Vigor300B will be
regarded as the gateway for the user.

However, if you want to use other gateway, please assign the
IP address in this field.

DHCP Next Server

Type the IP address of the secondary DHCP server.

DHCP Options

DHCP packets can be processed by adding option number
and data information when such function is enabled.

Each DHCP option is composed by an option number with
data. For example,

Option number:100
Data: abcd

When such function is enabled, the specified values for
DHCP option will be seen in DHCP reply packets.

@ Add 5] save Profile Murnber Limit -

DHCP Option Value

aption 56 (Message)

option 15 (Domain Marme)

aption 31 (Perform Router Discovery)
option 42 {(MTF servers)

option 43 {Yendor Specific Information)

v STRING i

option 44 (NetBIOS over TCRIIF name server
option 46 (MetBIOS over TCRIP Mode Type)
option 47 (MetBIOS over TCRIP Scope)
option 50 {(Requested IP Address)

aption 84 {Server [dentifier)

Add - Click it to add a new DHCP option profile.
Save — Click it to save the setting.

DHCP Option — Use the drop down list to choose the one
you want.

Value — Type the content of the data to be processed by the
function of DHCP option.

More Subnet

Different subnets can be created under one LAN profile.
Specify other subnets which might be needed in the future.

©y Add [ Save

IP Subnet Mask Mode
192.168.1.83 255.255.255.0 NAT m
255.255.255.0 |~ | |NAT ~ ||

Add - Click it to add a new subnet mask with IP address and
specified mode.

Save — Click it to save the settings.

IP — Type the IP address if you click Add for adding a new
entry.

Subnet Mask — Use the drop down list to choose the one you
want.

Mode — Specify NAT or Routing as the mode.
DHCP - Click Enable to activate the DHCP function on such
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3.

subnet. When it is enabled, you have to specify the IP range
to be assigned by the DHCP server for such subnet.

Start IP — Type an IP address as a starting point.
End IP — Type an IP address as an ending point.

DNS Redirection

Enable — It can redirect DNS queries from such LAN profile
to router's DNS Server. It must work with LAN DNS
function.

IPv6 Protocol

It defines the IPv6 connection types for LAN interface.
Possible types contain Link-Local, Static and DHCP-SLA.
Except Link-Local, each type requires different parameter
settings.

Link-Local- Link-Local address is used for communicating
with neighbouring nodes on the same link. It is defined by the
address prefix fe80::/10. You don't need to setup Link-Local
address manually for it is generated automatically according
to your MAC Address.

Static —This type allows you to setup static IPv6 address for
LAN.

DHCP-SLA- DHCPv6 client mode would use IA_NA option
of DHCPvV6 protocol to obtain IPv6 address from server.

IPv6 Address

If Static is chosen as IPv6 Protocol, please type the IPv6
address in this field.

IPv6 Prefix Length

Display the IPv6 prefix length.

DHCPV6 SLA
WAN Interface

If DHCP-SLA is chosen as IPv6 Protocol, please choose one
of the WAN profiles in this field.

DHCPv6 SLA ID

The ID number set here is used by an individual organization
to create its own local addressing hierarchy and to identify
subnets.

Apply

Click it to save and exit the dialog.

Cancel

Click it to exit the dialog without saving anything.

When you finish the above settings, please click Apply to save the configuration and

exit the dialog.
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4.2.1.2 DHCP Relay

DHCP stands for Dynamic Host Configuration Protocol. The router by factory default acts a
DHCP server for your network so it automatically dispatch related IP settings to any local
user configured as a DHCP client. It is highly recommended that you leave the router
enabled as a DHCP server if you do not have a DHCP server for your network.

If you want to use another DHCP server in the network other than the Vigor Router’s, you
can let Relay Agent help you to redirect the DHCP request to the specified location.

This page allows users to specify which subnet that DHCP server is located that the relay
agent should redirect the DHCP request to.

LAN >> General Setup >> DHCP Relay 7]

O ot e General Setup | DHCP Relay | InterLaM Rote | RADVD DHCPvE

Quick Start Wizard

Y5 Edit ¢5 Refresh
Online Status A

Profile Enable DHCP Server IP

lant false

DHCP Server Location DHCP Relay Agent IP

General Setup

PPPoE Server
Switch

Bind IP to MAC
LAN DNS

External Devices
Product Registration

Each item will be explained as follows:

Item Description

Edit Modify the selected LAN profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Refresh Renew current web page.

Profile Display the name of the LAN profile.

Enable Display the status of the profile. False means disabled; True
means enabled.

DHCP Server Location | Display the LAN or WAN profile for the DHCP server.

DHCP Server IP Display the IP address of DHCP server.

DHCP Relay Agent IP Display the IP address of DHCP relay agent server.

How to edit a LAN profile for DHCP Relay
1. Open LAN>>General Setup and click the DHCP Relay tab.
2. Choose one of the LAN profiles by clicking on it and click the Edit button to open the

following dialog.
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DHCP Relay =[x

Profile : lan
4| Enable
DHCP Server Location | wan? w
DHCP Server IP : 192.168.1.56]
DHCP Relay Agent IP (Optional)

=1 Apphy @ cancel

Available parameters are listed as follows:

Item Description

Profile Display the name of the LAN profile.
Enable Check this box to enable this profile.
DHCP Server Choose the interface for the DHCP server.
Location

DHCP Server IP Type the IP address of DHCP Server.

DHCP Relay Agent | Type the IP address of DHCP Relay Agent.

IP
Apply Click it to save and exit the dialog.
Cancel Click it to exit the dialog without saving anything.

3. When you finish the above settings, please click Apply to save the configuration and
exit the dialog.

4. The LAN profile has been edited.
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4.2.1.3 Inter-LAN Route

To make the users in different LAN communicating with each other, please check the box to
enable Inter-LAN route function.

LAN >> General Setup >> Inter-LAN Route &
AutoLogout [0 |v| [ General Setup M DHCF Relay M Inter-LAN Route ][ RADVD M DHCPYE }
Quick Start Wizard
Online Status Enable Routing Between Internal LANS
WAN
LAN

General Setup
PPPOE Server

Switch

Bind IP to MAC
LAN DNS
Routing
NAT
Firewrall
Objects Setting
User Management

Applications

Bandwidth Management
USB application
System Maintenance

Diagnostics

External Devices
Product Registration

B sppy Q9 cance
« I
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4.2.1.4 RADVD

The router advertisement daemon (radvd) sends Router Advertisement messages, specified
by RFC 2461, to a local Ethernet LAN periodically and when requested by a node sending a
Router Solicitation message. These messages are required for IPv6 stateless
auto-configuration.

LAN >> General Setup >> RADVD

Auto Logout = | o General Setup | DHGP Relay | InterLAN Route | RADVD DHCFYE

Quick Start Wizard

& Edit &5 Refresh
Online Status *x

Profile Enahle Advertisement Lifetime
lant true 30

PPPOE Server

Switch

Bind IP to MAC

LAN DNS

External Devices
Product Registration

Each item will be explained as follows:

Item Description

Edit Modify the selected LAN profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected

rule.
Refresh Renew current web page.
Profile Display the name of the LAN profile.
Enable Display the status of the profile. False means disabled; True

means enabled.

Advertisement Lifetime | Display the lifetime value.

The lifetime associated with the default router in units of
minutes, ranging from 10 ~ 150. It is used to control the
lifetime of the prefix. A lifetime of 0 indicates that the router
is not a default router and should not appear on the default
router list.
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How to edit a LAN profile for RADVD
1. Open LAN>>General Setup and click the RADVD tab.

2. Choose one of the LAN profiles by clicking on it and click the Edit button to open the
following dialog.

RADVD =] [
Profile : lantes
¥|Enable
Advertisement Lifetime : 20| Minutes

= apply @ Cancel

Available parameters are listed as follows:

Item Description

Profile Display the name of the LAN profile.

Enable Check this box to enable this profile.

Advertisement Type a value for advertisement lifetime.

Lifetime The lifetime associated with the default router in units of

minutes, ranging from 10 ~ 150. It is used to control the
lifetime of the prefix. A lifetime of 0 indicates that the router
is not a default router and should not appear on the default

router list.
Apply Click it to save and exit the dialog.
Cancel Click it to exit the dialog without saving anything.

3. When you finish the above settings, please click Apply to save the configuration and
exit the dialog.

4.  The LAN profile has been edited.
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4.2.1.5 DHCP6

DHCP6 Server could assign IPv6 address to PC according to the Start/End IPv6 address

configuration.

Auto Logout © OfF »

Quick Start Wizard
Online Status

General Setup

PPPoOE Server
Switch

Bind IP to MAC
LAN DNS

External Devices
Product Registration

LAN >> General Setup >> DHCPvG &
General Setup | DHCP Relay | Inter-LAN Route RADVD DHCPvE

& Edit &5 Refresh

Enahle Mode Start IP End IP DNS
false

Each item will be explained as follows:

Item Description

Edit Modify the selected LAN profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Refresh Renew current web page.

Profile Display the name of the LAN profile.

Enable Display the status of the profile. False means disabled; True
means enabled.

Mode Display the mode (automatic setting or manual setting)
specified for such profile.

Start IP Display the starting IP address of the IP address pool for
DHCP server.

End IP Display the ending IP address of the IP address pool for
DHCP server.

DNS Display the private IP address for DNS server.

70 Vigor300B Series User's Guide



How to edit a LAN profile for DHCPv6
1.  Open LAN>>General Setup and click the DHCPV®6 tab.

2. Choose one of the LAN profiles by clicking on it and click the Edit button to open the
following dialog.

DHCPvG - =

l Profile : lantes1
Z/Enable
Mode Autormatic Setting I

Auto Start IP - |Automatic Setting
Auto End Ip - (Manual Sefting

DNS {aurto)

DNS (auto) : Mo iterns to show:.

= Apply @ cancel

Available parameters are listed as follows:

ltem

Description

Profile

Display the name of the LAN profile.

Enable

Check this box to enable this profile.

Mode

Choose Automatic Setting or Manual Setting.

4

Automatic Setting

Automatic Setting
hManual Setting

4%

Automatic Setting — It is not necessary to configure Start
IP, End IP and DNS setting. The system will assign suitable
address automatically.

Manual Setting — You should type the Start IP address and
End IP address manually.

% DHCPvE

Profile : lantest
Enable

| Mode - :Manual Setting v

'=: StartIP :
EndIP:

£ add [£] save
i DNS

-! DNS Mo items to sho

Start IP Set the starting IP address of the IP address pool for DHCP
server. The format the IP address shall be similar to the

following example:
2000:0000:0000:0000:0000:0000:0000:10 or 2000::10.
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End IP Set the ending IP address of the IP address pool for DHCP
server. The format the IP address shall be similar to the
following example:

2000:0000:0000:0000:0000:0000:0000:10 or 2000::10.
DNS It is available when Manual Setting is selected as Mode.

Set the private IP address for DNS server. If this field is
blank, users on LAN will treat Vigor300B as the DNS

server.

Ty add [5) save

DNS

2000::2 i
DNS -

Add - Click it to add a new IP address for DNS server.
Save — Click it to save the setting.

W _ click the icon to remove the selected entry.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

3. When you finish the above settings, please click Apply to save the configuration and
exit the dialog.

4.  The LAN profile has been edited.
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4.2.2 PPPoE Server

This feature makes the router working like an ISP, providing PPPoE connections to LAN
PCs. The only difference is that local PCs don't need an ADSL modem.

There are several advantages of using PPPoE connections on the LAN. Firstly, the PPPoE
server can secure the LAN PC connections with username/password authentication.
Secondly, it can prevent ARP attack by nature. Thirdly, the system administrator can
configure quota (time/traffic based) for each user as ISP does.

& = RADIUS
m g| Server

& @ B = LDAP

! Server

Authentication
Mechanism
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4.2.2.1 Online Client Status

This page displays general information for PPPOE server; allows you to disconnect the
network connection to PPPoE server.

Switch
Bind IP to MAC
LAN DNS

External Devices
Product Registration

LAN >> PPPoE Server >> Online Client Status 7|
01 d Online Client Status | General Seting | History

Quick Start Wizard

= b 4 Auto Refresh 1 Minute ¥ &% Refresh
Online Status

MAC Address User Name IP Address Up Time RX Byvtes T Bvtes
No items ta show.
General Setup
PPPOE Server

Each item will be explained as follows:

ltem

Description

Disconnect

Click it to disconnect the profile connection.

Auto Refresh

Specify the interval of refresh time to obtain the latest status.
The information will update immediately when the Refresh
button is clicked.

Refresh Renew current web page.

MAC Address Display the MAC address of the client’s host.

User Name Display the user name used to access into the PPPOE server.
IP Address Display the IP address of the client’s host.

Up Time Display the time that the PPPoE connection built.

RX Bytes Display the total amount of received packets.

TX Bytes Display the total amount of transmitted packets.
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4.2.2.2 General Setting

LAN »> PPPoE Server »> General Setting =
Auto Logout | off hd COnline Client Status | General Setting Histary
Quick Start Wizard
Onling Slalus PRPOE Server ® Disable () Enable
PPPoE User Isolation : * Disable Enable
General Setup Deny Internet Access Except PPPOE User : @ Disable () Enable
PPPoE Server Access Concentrator{AC) Name : V3008
Switch Senvice Name (Optionaly
Bind IP to MAC _
Primary DNS : 00.00
LANDNS
Secondary DNS : 00.00
PPPoE Server Authentication Type CHAP .
User Authentication Type Local v | (fyou use LDAP for PPP Authentication, Authentication Protocol will auto setto PAP)

DHCP Relay

External Devices
Product Registration

® Disable Enable

B Apply @ cance

3

Available parameters are listed as follows:

ltem

Description

PPPoOE Server

Disable — Click it to disable this function.
Enable — Click it to enable the function of PPPOE server.

PPPoE User Isolation

Disable — Click it to disable this function.

Enable — Click it to isolate the PPPoE users who access into
Internet via Vigor router..

Deny Internet Access
Except PPPoE User

Disable —Click it to disable this function.

Enable - If you click Enable, only the PPPOE user can
access into Internet.

Access Concentrator
(AC) Name

Type the name which will be reported as the access
concentrator name.

Service Name

Type a specific string for authentication.

It causes the named service to be advertised in a Service
Name tagged in the PADO (PPPoE Active Discovery
Offer) frame.

Primary DNS Type an IP address as primary DNS.

Secondary DNS Type another IP address as secondary DNS.
PPPoE Server Choose the authentication type for PPPoE server.
Authentication Type

FAP v

PAP
CHAP

4001

Any PPPoE user shall pass the authentication of PPPoE
server and access into Internet.

User Authentication
Type

Users in LAN can access into Internet through Vigor router
with RADIUS, LDAP or local authentication. Specify the
type for the users.
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Local ~
7| Local

FADILS

LOAP

LDAP profiles It is available when LDAP is selected as User
Authentication Type.

If you choose LDAP as the authentication type, use the drop
down list to specify the LDAP profile.

DHCP From It is available when RADIUS is selected as User
Authentication Type.
DHCP Relay Enable - If you want to use another DHCP server in the

network other than the Vigor Router’s, you can let Relay
Agent help you to redirect the DHCP request to the specified
location.

DHCP Server Location — Choose one of the interfaces for
DHCP server.

DHCP Server IP Address - Set the IP address of the DHCP
server you are going to use so DHCP Relay can help to
forward the DHCP request to the DHCP server.

Apply Click it to save and exit the dialog.

Cancel Click it to discard current page modification.

4.2.2.3 History

This page displays records of connection status (up or down) and the connection time and the
name of the user who accesses into PPPoE server of such router.

LAN >> PPPOE Server >> History o

Auto Logout : | off X Online Client Status | General Setting History

Quick Start Wizard
Online Status

PPPoE Connection Status
User Name Action Time
MO iterms to show.

General Setup
Switch

Bind IP to MAC
LAN DNS

External Devices
Product Registration

Each item will be explained as follows:

Item Description

User Name Display the user name used to access into the PPPOE server.

Action Display the connection status (up or down) of the user
account.
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Time Display the connection time.

If the action is “Down”, such field will display the total
connection time.

If the action is “up”, such field will display the time point
that the user account access into the PPPoE server.

4.2.3 Switch

This page allows you to configure Mirroring Port, Mirrored Port, enable/disable LAN
interface, and configure 802.1Q VLAN ID for different LAN interfaces, and so on.

4.2.3.1 802.1Q VLAN

Virtual LANs (VLANS) are logical, independent workgroups within a network. These
workgroups communicate as if they had a physical connection to the network. However,
VLANS are not limited by the hardware constraints that physically connect traditional LAN
segments to a network. As a result, VLANS allow the network manager to segment the
network with a logical, hierarchical structure. VLANS can define a network by application or
department. For instance, in the enterprise, a company might create one VLAN for
multimedia users and another for e-mail users; or a company might have one VLAN for its
Engineering Department, another for its Marketing Department, and another for its guest
who can only use Internet not Intranet. VLANS can also be set up according to the
organization structure within a company. For example, the company president might have
his own VLAN, his executive staff might have a different VLAN, and the remaining
employees might have yet a different VLAN. VLANS can also set up according to different
company in the same building to save the money and reduce the device establishment.

User can select some ports to add into a VLAN group. In one VLAN group, the port number
can be single one or more.

The purpose of VLAN is to isolate traffic between different users and it can provide better
security application.

LAN >> Switch »> 802.1Q VLAN “

AutoLogout © |Off s 80210 VLAN Wirror Interface | Jumbo Frame
Quick Start Wizard

= £y Add £ Edit Delete 45 Refresh Profile Murnber Limit :
Online Status

VLAN ID Member Untag

10 LAN_Part_1,LAN_Paort_2 LAN_Por_1,LAN_Port_2
General Setup
PPPoE Server

Bind IP to MAC
LAN DNS

External Devices
Product Registration

Each item will be explained as follows:

Item Description
Add Add a new VLAN ID setting.
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Edit

Modify the selected VLAN ID setting.

To edit VALN ID setting, simply select the one you want to
modify and click the Edit button. The edit window will
appear for you to modify the corresponding settings for the
selected rule.

Delete

Remove the selected VLAN ID setting.

To delete a VLAN ID setting, simply select the one you want
to delete and click the Delete button.

Refresh

Renew current web page.

Profile Number Limit

Display the total number of the profiles to be created.

VLAN ID

Display the VLAN ID number.

Member Display the LAN interface that is used to access into Internet
for such LAN profile with the VLAN ID number.
Untag Display the LAN interface that packets transmitted to

Internet through such LAN profile with the VLAN ID
number is tagged or untagged.

How to add a new 802.1Q VLAN profile

1.
2.
3.

Open LAN>>Switch and click the 802.1Q VLAN tab.
Click the Add button.
The following dialog will appear.
80210 VLAN = || 3¢
V0LANID :
Member : v
Untag : w
LAMN_Port_1
LAMN_Port_2
[T Apply @ Cancel
Available parameters are listed as follows:
Item Description
VLAN ID Type the number as the VLAN ID. Type a number used for

identification on VLAN for your computer. Later, you have
to type the same ID number for each PC which wants to be
grouped within the same VLAN group.

Member Determine which LAN interface can be used to access into
Internet for such LAN profile with the VLAN ID number.

If the icon “ appears in front of the drop down list, it means
one of the selections has been chosen by other profile. You
cannot choose it. If you want to specify that one for such
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profile, please exit this dialog to release that selection from
its original VLAN profile, than return this page and make the
selection again.

0 |LAN_Por_1, LAN, v
7] LAaN_Port_1

7 LaM_Port 2 |E

LAN SFP 3

»

Untag Determine if the packets transmitted to Internet through such
LAN profile with the VLAN ID number is tagged or not.

If the icon * appears in front of the drop down list, it means
one of the selections has been chosen by other profile. You
cannot choose it. If you want to specify that one for such
profile, please exit this dialog to release that selection from
its original VLAN profile, than return this page and make the
selection again.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

4.  Enter all the settings and click Apply. The new profile will be added on the screen.

4.2.3.2 Mirror

Vigor300B supports port mirroring function in LAN interfaces. This mechanism helps
manager track the network errors or abnormal packets transmission without interrupting the
flow of data access the network. By the way, user can apply this function to monitor all
traffics which user needs to check.

There are some advantages supported in this feature. Firstly, it is more economical without
other detecting equipments to be set up. Secondly, it may be able to view traffic on one or
more ports within a VLAN at the same time. Thirdly, it can transfer all data traffics to be
mirrored to one analyzer connect to the mirroring port. Last, it is more convenient and easy
to configure in user’s interface.

LAN>> Switch >» Mirror
AutoLogout |0 s 802.10 VLAN Mirrar Interface | Jurnbo Frame
Quick Start Wizard
Online Status Enable
Mirroring Port LAarN_Port_2 ~

Mirrored Port :
General Setup LAN_Port_1 >

PPPoE Server

Bind IP to MAC
LANDNS

External Devices
Product Registration

[ apply @ Cance

3

Available parameters are listed as follows:
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Item Description
Enable This Profile Check the box to enable the Mirror function for the switch.
Mirroring Port Select a port to view traffic sent from mirrored ports.
LAM_Port_1 ¥
S LAR_Part_1
LAM_Port_2
Mirrored Port Select which port is necessary to be mirrored.
LAM_Port_1 v
S LAR_Port_1
LAM_Port_2
Refresh Renew current web page.
Apply Click it to save the settings.
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4.2.3.3 Interface

This page allows you to modify the status (enable / disable), speed(Auto,10M,100M,1000M)
and duplex (Half/Full) for the LAN ports respectively.

LAN > Switch >> Interface &

Auto Logout | off e 30210 YLAN Mirror Interface | Jurnbo Frame
Quick Start Wizard

25 Edit &% Refresh
Online Status A

Interface Enable Duplex Speed 802.3az Mote
LAN_Port_1 true Full Auto Enahble

General Setup LAM_Part_2 true Full Auto Enable

PPPOE Server

Bind IP to MAC
LANDNS

External Devices
Product Registration

Each item will be explained as follows:

Item Description

Edit Choose the interface listed below and click the Edit button to
modify the settings. A pop up window will appear for you to
change the settings.

Refresh Renew current web page.

Interface Display the profile name of the interface.

Enable Display the status of the profile. False means disabled; True
means enabled.

Duplex Display the duplex used (full or half) by such profile.

Speed Display the transmission rate (10M, 100M, 1000M or Auto)

of the date for such profile.

802.3az Display such function is enabled or disabled.

Vigor300B Series User’s Guide 81



How to edit an Interface profile

1.  Open LAN>>Switch and click the Interface tab.
2.  Please select a profile and click the Edit button.
3. The following dialog will appear.

Interface =|[3¢

Interface : LAMN_Fort_1
+|Enable

Speed . | auto v
802.3az: '® Enable Disable (Energy Efficient Ethernet)

Auto to fixed mode connection may resultin duplex mismatch and became very slow.

Note - Please always connect auto to auto and fixed to fixed mode.

B apply @ Cancel

Available parameters are listed as follows:

Item Description

Interface Display the name of LAN interface profile.

Enable Check the box to enable the Mirror function for the switch.

Speed Use the drop down list to specify the transmission rate for
such profile.

802.3az It is a function of energy-efficient Ethernet.

It can detect the network traffic automatically to adjust the
power output and let Vigor300B save the energy during the
period of low traffic.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

4.  Enter all the settings and click Apply. The profile has been edited.
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4.2.3.4 Jumbo Frame

The purpose of Jumbo Frame is to increase the transmission rate for the packets coming from
LAN via enlarging data size.

MTU (Max Transmit Unit) determines the largest size of a packet. When a packet with large
size is transmitted through Vigor router, the router will cut it into several segments to
facilitate the transmission. It always takes a lot of time. To reduce the sending number of
times, wasted bandwidth and transmission time, use Jumbo Frame to enlarge the size of the
data and speed up the transmission rate for packets coming from LAN.

LAN >> Switch »> Jumbo Frame @

Auto Logout | O h 802.1@ VLAN Mirror Interface | Jumba Frame

Quick Start Wizard
Online Status

Frame: 1518

General Setup
PPPoE Senver

Bind IP to MAC
LANDNS

External Devices
Product Registration

[ Aooy @ cance

3
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4.2.4 Bind IP to MAC

This function is used to bind the IP and MAC address in LAN to have a strengthen control in
network. When this function is enabled, all the assigned IP and MAC address binding
together cannot be changed. If you modified the binding IP or MAC address, it might cause
you not access into the Internet.

LAN >> Bind IP to MAC ]
foblgi: (g i Bind P to MAG
Quick Start Wizard ARP Table Bind Table
Online Status _ —
= SelectAll B Move &5 Refresh © add £ Edit [[[] Delete ¥ SelectAll Gf Rename B Bwport
Mode : Disable v B apply Praofile IP Address MAC

General Setup
PPPoE Server
Switch

Bind IP to MAC

LAN DNS

P Mac Address Mo iterns to show.

19216815 00:04:5d e diee

External Devices
Product Registration

Each item will be explained as follows:

Item Description

ARP Table This table is the LAN ARP table of this router. The
information for IP and MAC will be displayed in this field.
Each pair of IP and MAC address listed in ARP table can be
selected and added to IP Bind List by clicking Move on IP
Bind List.

Mode -

® Enable - Choose it to invoke this function.
However, IPMAC which is not listed in IP Bind
List also can connect to Internet.

® Disable - Choose it to disable this function. All
the settings on this page will be invalid.

® Strict Bind - Choose it to lock the connection
of the IPMAC which is not listed in IP Bind List.

Select All - Allow you to choose all the items listed in ARP
Table.

Move -Move the selected item to IP Bind List.

Refresh - It is used to refresh the ARP table. When there is
one new PC added to the LAN, you can click this link to
obtain the newly ARP table information.

IP Address - Display the IP address of one device.
MAC Address - Display the MAC address of the device.

Bind Table It displays a list for the IP bind to MAC information.
Add -It allows you to add one pair of IPPMAC address and
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display on the table of IP Bind List.

Edit -1t allows you to edit and modify the selected IP
address and MAC address that you create before.

Delete -You can remove any item listed in IP Bind List.
Simply click and select the one, and click Delete. The
selected item will be removed from the IP Bind List.

Select All -Choose all of the selections at one time.
Rename -Allow to modify the selected profile name.

Export — The list for the IP bind to MAC information can be
stored as a text file. Such file can be imported by other Vigor
router. Thus, it is not necessary for that router to create Bind
IP to MAC one by one.

Import — Click it to import an IP bind to MAC information
(e.g., 123.txt) obtained from other Vigor router and to be
applied by Vigor300B.

Profile - Display the name of the profile.

IP Address - Display the IP address specified for the profile.
MAC - Display the MAC address specified for the profile.
Comment — Display the brief description for such profile.

How to configure Bind IP to MAC
1.  Open LAN>>Bind IP to MAC.

2. Use the drop down menu to specify a suitable mode.

Disahle
Disahle
Enahble
| Strict Bind

There are three modes offered for you to choose.
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Disable — The function of Bind IP to MAC is disabled.

Enable — Specified IP addresses on the Bind Table will be reserved for the device
with bind MAC address. Other devices which are not listed on the Bind Table
shall still get the IP address from DHCP server.

Strict Bind — Only specified IP addresses will be assigned to the device with bind
MAC address. Other devices which are not listed on the Bind Table shall still
NOT get the IP address from DHCP server.
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3.

4.

Click Add.

LAN >> Bind IP to MAC

Bind IP to MAC

Mode : Enabls v Y Selectal K Move R add| Yot [ Deete
ARP Table Bind Table
P MAC Address Profile IP Address

192_168_139_10 192.168.139.10

o7 168 120 10 nn-1A-Sn-c0nd-1

The following dialog appears.

Bind IP to MAC =3¢

Profile : Bind_IP

IP Address @ 192.168.1.99

MAC : 00:50:7FCABESD

Comment . | example (Optional)

B apply @ Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the profile.

IP Address Type the IP address that will be used for the specified MAC
address.

MAC Type the MAC address that is used to bind with the assigned
IP address.

Comment Type a brief description for such profile.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

Enter all the settings and click Apply.

A new profile has been added onto Bind Table.
7]

& Refresh | | o Add € Edit [ Delete ™ SelectAll () Rename

Bind Table
Profile IP Address MAC Com. ..
Bind_I... 192 168.1.949 00:a0:... exampl
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4.2.5 LAN DNS

LAN DNS is a simple version of DNS server. It is not necessary for the user to build another
DNS server in LAN. With such feature, the user can configure some services (such as ftp,
www or database) with domain name which is easy to be accessed.

LAN >> LAN DNS 7]
Auto Logout - | off v TGN

Quick Start Wizard gy = o

- 3 Add % Edit [[[] Delete &5 Refresh Frofile Nurmber Limit: 20
Online Status

Profile Status Domain Name Alias Domain Name  Mapping Applyto LAN Profile
Na items to show.

General Setup

PPPoE Server

Switch

Bind IP to MAC

LAN DNS

External Devices
Product Registration

Each item will be explained as follows:

Item Description
Add Add a new VLAN ID setting.
Edit Modify the selected VLAN ID setting.

To edit VALN ID setting, simply select the one you want to
modify and click the Edit button. The edit window will
appear for you to modify the corresponding settings for the
selected rule.

Delete Remove the selected VLAN ID setting.

Vigor300B Series User’s Guide 87



To delete a VLAN ID setting, simply select the one you want
to delete and click the Delete button.

Refresh

Renew current web page.

Profile Number Limit

Display the total number of the profiles to be created.

Profile

Display the name of the profile.

Status

Display if such profile is enabled (true) or disabled (false).

Domain Name

Display the domain name configured for such profile.

Alias Domain Name

Display the alias domain name for such profile.

Mapping Display the IP address that domain name and domain name
alias will be mapped to.

Applied to Display which type (Specified LAN or All LANs) the LAN
DNS will be applied to.

LAN Profile Display the LAN profile selected for applying LAN DNS

configuration.

How to add a new LAN DNS profile

1.
2.
3.

Open LAN>>LAN DNS.
Click the Add button.

The following dialog will appear.

LAN DNS

Profile :
J|Status
Dormain Name :

marketing

wwewy drayiek.com
0 add B save

Alias Domain Name

Alias Domain Mame : wwhw.dt.corm

Type P v

IP Address 17216.3.89

IPv6 Address : £
Apphy to Specified LANS bt

LAN Profile : lant v | %

FIRELN
Note :

1. You should enable LAM DS Redirection {on LAM General Setup page) to make this feature effective.

2. IF address and IPvE address CANMOT BOTH he empty.

Available parameters are listed as follows:

Profile Mumber Limit: 7

B spply & Cancel

Item Description
Profile Type a name for such profile.
Status Check the box to enable such profile.
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Domain Name

Type the domain name for such profile.

Alias Domain Name

Type several domain names in this field. LAN DNS will
redirect both Domain name and Alias Domain Name to an
assigned IP.

For example, Domain Name is set with “www.draytek.com”,
and the Alias Domain Name is set as “www.dray.com”. If
the IP address is set with “192.168.1.123”, then both
“www.draytek.com” and “www.dray.com” will be directed
t0 “192.168.1.123".

Type

When you choose IP, you need to type IP address and/or
IPv6 address as the mapping target.

When you choose CNAME, you need to type the content
(domain) of CNAME as the mapping target.

Please choose the suitable type to determine which IP
address or CNAME will be mapped by the above domain
name/alias domain name.

IP Address

Type the IP address in this field. Then, the above domain
and/or alias domain name will be mapped to such IP address.

IPv6 Address

Type the IPv6 address in this field. Then, the above domain
and/or alias domain name will be mapped to such IPv6
address.

CNAME

Type another domain name in this field. Then, the above
domain and/or alias domain name will be mapped to such
specified domain.

Applied to

LAN DNS can be applied to specified LAN interfaces or all
of the LAN interfaces.

LAN Profile — When you choose Specified LANS, it is
necessary to specify at least one LAN profile in this field.

Apply

Click it to save and exit the dialog.

Cancel

Click it to exit the dialog without saving anything.

4.  Enter all of the settings and click Apply. The new profile will be added on the screen.
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4.3 Routing

This menu contains Static Route, RIP Configuration, OSPF Configuration and BGP
Configurations.

Load Balance Pool
Static Route

Policy Route
Default Route

RIP Configuration
OSPF Configuration
BGP Configuration

4.3.1 Load Balance Pool

Vigor300B supports a load balancing function. It can assign traffic with protocol type, IP
address for specific host, a subnet of hosts, and port range to be allocated in WAN interface.
User can assign traffic category and force it to go to dedicate network interface based on the
following web page setup.

In the Routing group, click the Load Balance Pool option.

This page allows the user to integrate several WAN profiles as a pool profile specified with
the function of load balance or failover. The profiles configured here will be selected in the
field of Routing >>Default Route page.

Auto Logout © off v

Quick Start Wizard

Routing >> Load Balance Pool =
Load Balance Poal

©y add % Edit [ Delete &5 Refresh Profile Mumber Lirnit 1

Online Status

Profile Mode Interface Primary Profile Backup Profile

default_pool Load Balance want 1wan2 1 wan3 1 wan.

Load Balance Pool

Static Route

Policy Route
Default Route

RIP Configuration
OSPF Configuration
BGP Configuration

External Devices - -

Each item will be explained as follows:

ltem

Description

Add

Add a new pool profile.

Edit

Modify the selected pool profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
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you to modify the corresponding settings for the selected
rule.

Delete Remove the selected rule profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Display the name of the load balance profile.

Mode Display the mode (failover or load balance) used by the pool
profile.

Interface Display the name of the WAN profiles for Load Balance
rule.

Primary Profile Display the primary profile configured in Backup page for
such profile.

Backup Profile Display the backup profile configured in Backup page for
such profile.

There are two modes, Load Balance and Backup, for you to choose as the Pool
configuration. If you choose Load Balance, the tab of Load Balance will be shown which
allows you to configure for different WAN interfaces. If you choose Backup, the tab of
Backup will be displayed which allows you to specify the primary profile and backup
profile for such Pool setting.
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How to add a Pool profile for Load Balance
1. Open Routing>>Load Balance Pool.

2. Simply click the Add button to open the following dialog. Type a name (e.g., LB_1)
for such profile.

Load Balance Pool = [

Profile : LB_1

Mode :  |Load Balance ¥

©n pdd [ Save Frofile Number Limit: 16
Interface Wieight

Interface : [wan1 80 1]

1.The range of Weight is 1~255.
2.Example of setting load halance weight:
wanT bandvwidth:30me30m
wan2 handwidth:1 001 00M
Suggested: wan1 weight=3, wan2 weight=10 {max weight value : 255)

Mote :

) spply €3 Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the profile.

Mode Choose Load Balance as the Mode selection.

Interface Click Add. A new line for adding new entry will appear.

Use the drop down list of Interface to choose the WAN
profiles that will be in the Load Balance Pool.

Type the value for Weight.

3. Click Apply. A new profile will be added on the page.
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How to add a Pool profile for Backup

Such page allows you to set a backup profile which will be activated when the primary
profile is invalid by any reason.

1. Open Routing >>Load Balance Pool.

2. Simply click the Add button to open the following dialog. Type a name (e.g., FL_1) for
such profile. Choose Backup as the Mode selection.

TR Y T B T R TR

Load Balance Pool =%

Profile : FL_1

Mode Backup 5
Primary Profile wan1 7
Backup Profile : Wan2 5

) spoply @ cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the profile.

Mode Choose Backup as the Mode selection.

Primary Profile In default, the system will apply Primary Profile. If Primary

Profile cannot be used any more, the Backup Profile will be
used instead. Use the drop down list to choose the one you
need.

Backup Profile Use the drop down list to choose the one you need.

Wan2 »
(TN
Wan2
Wan3
wand
ushi
ush2

3. Click Apply. A new profile will be added on the page.
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4 .3.2 Static Route

When there are several subnets in LAN, a more effective and quicker way for connection is
static route rather than other methods. Simply set rules to forward data from one specified
subnet to another specified subnet.

4.3.2.1 Static Route

The router offers IPv4 and IPv6 for you to configure the static route. Both protocols bring

different web pages.

Routing >> Static Route >> Static Route

Auto Logout © OfF ~

Quick Start Wizard
Online Status

@y Add YK Edit [[) Delete Gf Rename &% Refresh

Profile

Load Balance Pool
Policy Route:
Default Route

RIP Configuration
OSPF Configuration
BGP Configuration

External Devices

-]

Static Route | IPvE Static Route | LANAWAN Proxy ARP

Profile Number Limit: 20

Enable Destination IP Address Subnet Mask Gateway WANLANP... Metric

Mo iterns to show.

Each item will be explained as follows:

Item Description

Add Add a new static route setting.

Edit Modify the selected static route setting.
To edit static route setting, simply select the one you want to
modify and click the Edit button. The edit window will
appear for you to modify the corresponding settings for the
selected rule.

Delete Remove the selected static route setting.
To delete a static route setting, simply select the one you
want to delete and click the Delete button.

Rename Allow to modify the selected profile name.

Refresh Renew current web page.

Profile Number Limit

Display the total number of the profiles to be created.

Profile

Display the name of such static route.

Enable

Display the status of the profile. False means disabled; True
means enabled.

Destination IP Address

Display the IP address for such static route profile.

Subnet Mask

Display the subnet mask for such static route profile.

Gateway

Display the gateway address for such static route profile.
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WAN/LAN Profile Display the subnet / LAN or WAN profile of the gateway.

Metric Display the distance to the target.

How to add a new Static Route profile
1.  Open Routing>>Static Routing and click the Static Route tab.
2. Click the Add button.

3. The following dialog will appear.
Static Route =%

Praofile : wint
¥|Enahle

Destination IP Address : 192 162.1.121

Subnet Mask 2585245 255.0i24 | | (Optional)
Gateway : 192.168.1.4

WANLAN Profile wand w

Metric : (Dptional)

B apply Q9 Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the static route profile.

Enable Check this box to enable such profile.

Destination IP Type the IP address for such static route profile.

Address

Subnet Mask Use the drop down list to choose the subnet mask for such

static route profile.

Gateway Type the gateway address for such static route profile.

WAN/LAN Profile | Choose one of the LAN/WAN profiles of the gateway for
such static route.

Metric Type the distance to the target (usually counted in hops).
Apply Click it to save and exit the dialog.
Cancel Click it to exit the dialog without saving anything.

5.  Enter all of the settings and click Apply. The new profile will be added on the screen.
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4.3.2.2 IPv6 Static Route

For IPv6 protocol, click the IPv6 Static Route tab to configure detailed settings.

Routing >> Static Route >> IPv6 Static Route

Auto Logout © off v

Quick Start Wizard
Online Status

Profile

Load Balance Pool
Policy Route
Default Route

RIP Configuration
OSPF Configuration
BGP Configuration

External Devices

Static Route | Py Static Route | LANAMAN Proxy ARP

@3 add £ Edit [[] Delete (f Rename &% Refresh

Enahle Destination IP Address

Mo iterns to show.

Prefix Length Nexthop

]

Frofile Number Limit: 20

WANLANP... Metric

Each item will be explained as follows:

Item Description

Add Add a new static route setting.

Edit Modify the selected static route setting.
To edit static route setting, simply select the one you want to
modify and click the Edit button. The edit window will
appear for you to modify the corresponding settings for the
selected rule.

Delete Remove the selected static route setting.
To delete a static route setting, simply select the one you
want to delete and click the Delete button.

Rename Allow to modify the selected profile name.

Refresh Renew current web page.

Profile Number Limit

Display the total number of the profiles to be created.

Profile

Display the name of such static route.

Enable

Display the status of the profile. False means disabled; True

means enabled.

Destination IP Address

Display the IP address for such static route profile.

Prefix Length

Display the prefix length of the profile.

Nexthop

Display the nexthop address for such static route profile.

WAN / LAN Profile

Display the subnet LAN or WAN profile of the gateway.

Metric

Display the distance to the target.
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How to add a new IPv6 Static Route profile

1.  Open Routing>>Static Route and click the IPv6 Static Route tab.
2. Click the Add button.

3. The following dialog will appear.

IPvi Static Route = || ¥
Profile ; WE_new_cantrol
¥/ Enable
Destination IP Address : feB0::250:1212:00f 6600
Prefix Length : 20
MNexthop : feB0:250:121 200 EEEA
WAN/LAN Profile lani o
Metric : 20| {Optional)

= apply Q3 Cancel

Available parameters are listed as follows:

Item Description

Profile Name Type the name of the static route profile.

Enable Check this box to enable such profile.

Destination IP Type the IP address for such static route profile.
Address

Prefix Length Type the prefix length for such profile.

Nexthop Type the nexthop address for such static route profile.

WAN/LAN Profile | Choose one of the LAN/WAN profiles of the gateway for
such static route.

Metric Type the distance to the target (usually counted in hops).
Apply Click it to save and exit the dialog.
Cancel Click it to exit the dialog without saving anything.

4.  Enter all of the settings and click Apply. The new profile will be added on the screen.
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4.3.2.3 LAN/WAN Proxy ARP

To make local device in LAN accessing into external network without passing NAT or let
the remote device access into the local device without passing NAT behind the router, please
use IP routing function to complete the work.

Usually, the local device might be assigned with a public IP address or an IP address with

the same subnet as certain WAN. When the local device tries to transmit the data packets out,
Vigor300B will send it out through that certain WAN interface without passing through

NAT. Meanwhile, remote device also can access the local device directly without any
difficulty.

Routing >> Static Route >> LANAMAN Proxy ARP &
| of hd Static Route | IPv Static Routs | LANANAN Prowy ARF
Quick Start Wizard — =
- 03 add 2% Edit [[] Delete Gf Rename &% Refresh Profile Number Limit: 1
Oniine Status
Profile Enable WAN Profile LAN Profile P Mask

Mo iterns 1o show.

Load Balance Pool
Policy Route
Default Route

RIP Configuration
OSPF Configuration
BGP Configuration

External Devices

Each item will be explained as follows:

Item Description
Add Add a new static route setting.
Edit Modify the selected static route setting.

To edit static route setting, simply select the one you want to
modify and click the Edit button. The edit window will
appear for you to modify the corresponding settings for the
selected rule.

Delete Remove the selected static route setting.

To delete a static route setting, simply select the one you
want to delete and click the Delete button.

Rename Allow to modify the selected profile name.

Refresh Renew current web page.

Profile Number Limit Display the total number of the profiles to be created.

Profile Display the name of such profile

Enable Display the status of the profile. False means disabled; True
means enabled.

WAN Profile Display the WAN profile used for such ARP profile.

LAN Profile Display the LAN profile used for such ARP profile.

IP Display the IP address used by such ARP profile.
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Mask Display the mask address used by such ARP profile.

How to add a new Proxy ARP profile

1. Open Routing>>Static Route and click the LAN/WAN Proxy ARP tab.
2. Click the Add button.

3. The following dialog will appear.

LANAWAN Proxy ARP =¥
Profile : ARP_1
¥|Enable
WAHN Profile | vyan? i
LAN Profile : ||an1 b
IP: 192.168.1.59
Mask 265255255024 ¥

E apply Q3 Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the static route profile.

Enable Check this box to enable such profile.

WAN Profile Choose one of the WAN/USB profiles of the gateway for
such profile.

LAN Profile Choose one of the LAN profiles for such profile.

IP Type an IP address for such profile.

Mask Use the drop down menu to specify mask address.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

4.  Enter all of the settings and click Apply. The new profile will be added on the screen.

Vigor300B Series User’s Guide 99



4.3.3 Policy Route

Policy Route (also well known as PBR, policy-based routing) is a feature where you may
need to get a strategy for routing. Then packets will be directed to the specified interface if
they match one of the rules. You can setup your routing in various reasons such as load
balance, security, routing decision, and etc.

Through protocol, mode, IP address, port number and interface configuration, Policy Route
can be used to configure any routing rules to fit actual request. In general, Policy Route can
easily reach the following purposes:

®  Auto load balance to reduce the loading of the network traffic.

You have to manually create policy rules in order to force the traffic going to dedicate
network interface.

® Strict Bind.

Through dedicated interface (WAN/LAN), the data can be sent from the source IP to
the destination IP.

®  Address Mapping.

Allows you specify the outgoing WAN IP address (es) for an internal private IP address
or a block of internal private IP addresses.

®  Other routing.

Specify routing policy to determine the direction of the data transmission.

Note: For more detailed information about using policy route, refer to Support
>>FAQ/Application Notes on www.draytek.com.

Routing >> Palicy Rule G

Auto Logout . | off e Palicy Rule
Quick Start Wizard —
- @y Add € Edit [[] Delete 4 MoveUp # Move Down  Gf Rename Auto Refresh: 1 Minute v | &% Refresh Frofile Mumber Limit: 12
Online Status
Profile Enable Priority Protocol  Source Source Destinat Destinat Out-goin... Mode Failover Failback (

Na iterns to show.

Load Balanice Pool
Static Route
Default Route

RIP Configuration
OSPF Configuration
BGP Configuration

External Devices - n

Each item will be explained as follows:

Item Description
Add Add a new rule profile.
Edit Modify the selected rule profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
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rule.

Delete

Remove the selected rule profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Move Up / Move Down

Move the selected profile up or down.

Rename

Allow to modify the selected profile name.

Auto Refresh

Specify the interval of refresh time to obtain the latest status.
The information will update immediately when the Refresh
button is clicked.

Refresh Renew current web page.

Profile Display the name of the rule.

Enable Display the status of the profile. False means disabled; True
means enabled.

Priority Display the priority (top, high and normal) of such rule.

Protocol Display the protocol of such rule.

Source Display the name of the source subnet/IP object/IP group.

Source Port

Display the source port range.

Destination

Display the name of the destination subnet/IP object/IP
group/DNS object.

Destination Port

Display the destination port range.

Out-going Rule

Display the route way (where the traffic forwarded) selected.

Mode

Display the route mode (NAT or Routing) used by such
policy route.

Failover to Next Rule

Display the status (enabled or disabled) of the function.

Failback (Quick
Recover)

Display the status (enabled or disabled) of the function.
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How to add a new policy rule

1.  Open Routing>>Policy Route.
2. Simply click the Add button.
3. The following dialog will appear.

Failowver to Hext Rule :
+ when interface down
) when targ

Failback {Quick Recover)

ping

sy Enahle () Disable

for
{yEnable () Disable

- Policy Rule -

Profile :
Enable

Priority : Marmal ~
Protocol : ALL W
Source
Source Type : Subnet w
IP Address Ay
Subnet Mask : EE?EHET
Destination
Destination Type : Ay v
Route Rule
Out-going Rule Load Balance Pool |*
Load Balance Rule : wan W
Mode : MAT b
Use IP Alias (yEnable (=) Disable

seconds

= apply Q9 Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the rule.

Enable Check this box to enable such profile.

Priority Choose the priority for such profile (top, high and normal).

Protocol Choose a protocol (ALL, TCP, UDP, TCP/UDP and ICMP)
for such rule applied to load balance. All is the default
setting.

Source Source Type - Choose the address type (Any, Subnet or

Obiject) for such rule.
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Object ¥
Ary

Subnet

Ohject

Each type will bring different settings for configuration.

When Subnet is selected as Source Type

® IP Address - Type an IP address here as the
source IP address for such rule.

®  Subnet Mask - Use the drop down list on the right
to choose a suitable mask for the source.

When Object is selected as Source Type

® IP Object — Use the drop down list to choose the
source IP object(s) for such rule profile.

® [P Group -Use the drop down list to choose the
source IP group(s) for such rule profile.

Destination

Destination Type - Choose the address type (Any, Subnet,
Object or Country) for such rule.

Ohject w

ATy
Subnet
Ohject
Cauntry

Each type will bring different settings for configuration.

When Subnet is selected as Destination Type

® |P Address - Type an IP address here as the
destination IP address for such rule.

®  Subnet Mask - Use the drop down list on the right
to choose a suitable mask for the destination.

When Object is selected as Destination Type

® IP Object — Use the drop down list to choose the
destination IP object(s) for such rule profile.

® P Group —Use the drop down list to choose the
destination IP group(s) for such rule profile.

® DNS Object - Use the drop down list to choose
DNS object(s) for such rule profile.

When Country is selected as Destination Type

® Country Object - Use the drop down list to
choose the country object(s) for such rule profile.

Route Rule

Out-going Rule - It determines the way (interface) that the
incoming traffic will be forwarded to.

Load Balance Pool —The incoming traffic will be forwarded
to specified WAN interface or load balance pool.

User Defined —The incoming traffic will be forwarded to the
specified WAN or LAN interface with a user defined
gateway.
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PPTP — The incoming traffic will be forwarded to specified
PPTP profile.

When Load Balance Pool is selected as Out-going Rule

® | oad Balance Rule - Choose one of the profiles
to be used by such rule. In which, wanl to wan2
profiles are configured in default. In addition,
profiles configured in Routing>>Load Balance
Pool also will be displayed here.

® Mode — Specify which mode (NAT or Routing)
will be used for such route rule.

® Use IP Alias - Click Enable to enable such
function. Or, click Disable to disable such
function. When Enable is chosen, choose an alias
WAN IP address to replace the default WAN IP
address.

® Failover to the Next Rule - When the specified
interface disconnects due to some reason, the
router can use next matched policy route rule to
perform data transmission automatically. Click
Enable to enable such function. Or, click Disable
to disable such function.

€ When interface down - When the specified
interface (selected by out-going rule)
disconnects, the router will use next rule
match with policy route to perform data
transmission.

€ When target .....- When certain IP or
domain connects successfully or fails to
connect for several seconds, Vigor router
will treat the selected interface as
disconnected and activate Failover
mechanism. For example, you might
configure settings as:

Out-going Rule : User Defined
Out-going interface : wanl
Failover : Enable

when target [8.8.8.8] ping [Fail] for [5]
seconds

Then, it means even if wanl connects to
network always, once the target cannot be
detected by Vigor router for 5 seconds, Vigor
router will use next matched rule to perform
data transmission.

® Failback (Quick Recover) - When the specified
interface re-connects, the traffic via other interface
will be interrupted immediately. The router will
use the specified interface for data transmission
again. Click Enable to enable such function. Or,
click Disable to disable such function.

When User Defined is selected as Out-going Rule
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Outgoing Interface - Choose one of the profiles
to be used by such rule. In which, wanl to wan2
profiles are configured in default.

Out-going (Gateway) — Type an IP address as the
gateway. Notice that LAN interface does not have
default gateway. You MUST specify a gateway if
you choose LAN as out-going interface.

Mode — Specify which mode (NAT or Routing)
will be used for such route rule.

Use IP Alias - Click Enable to enable such
function. Or, click Disable to disable such
function. When Enable is chosen, choose an alias
WAN IP address to replace the default WAN IP
address.

Failover to the Next Rule - When the specified
interface disconnects due to some reason, the
router can use next matched policy route rule to
perform data transmission automatically. Click
Enable to enable such function. Or, click Disable
to disable such function.

€ When interface down - When the specified
interface (selected by out-going rule)
disconnects, the router will use next rule
match with policy route to perform data
transmission.

€ When target .....- When certain IP or
domain connects successfully or fails to
connect for several seconds, Vigor router
will treat the selected interface as
disconnected and activate Failover
mechanism. For example, you might
configure settings as:

Out-going Rule : User Defined
Out-going interface : wanl
Failover : Enable

when target [8.8.8.8] ping [Fail] for [5]
seconds

Then, it means even if wanl connects to
network always, once the target cannot be
detected by Vigor router for 5 seconds, Vigor
router will use next matched rule to perform
data transmission.

Failback (Quick Recover) - When the specified
interface re-connects, the traffic via other interface
will be interrupted immediately. The router will
use the specified interface for data transmission
again. Click Enable to enable such function. Or,
click Disable to disable such function.

Apply Click it to save the configuration.
Cancel Click it to return to the factory setting.
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4.  Enter all of the settings and click Apply. The new rule profile will be added on the

screen.

Example 1: How to Setup Address Mapping by Using Policy Route

Address mapping is used to map a specified private IP or a range of private IPs of NAT
subnet into a specified WAN IP (or WAN IP alias IP). Refer to the following figure.

Group 1

Host 1 192.168.20.X NAT

=
192.168.1.23 .:; WANA1
202.211.100.10

2
=
WAN1 alias

'i RSt 202.211.100.11
Host 2 = st Lo

192.168.1.100 WAN2

= 203.98.200.10
Host 3
192.168.1.56 Group1 maps to WAN1
Host 1 maps to WAN1
Host 2 maps to WAN1 alias
Host 3 maps to WAN2

Suppose the WAN settings for a router are configured as follows:

WANZ1: 202.211.100.10, WANL1 alias: 202.211.100.11
WANZ: 203.98.200.10

Without address mapping feature, when a NAT host with an IP say "192.168.1.10" sends a
packet to the WAN side (or the Internet), the source address of the NAT host will be mapped
into either 202.211.100.10 or 203.98.200.10 (which IP or mapping is decided by the internal

load balancing algorithm).

With address mapping feature, you can manually configure any host mapping to any WAN
interface to fit the request. In the above example, you can configure NAT Host 1 to always
map to 202.211.100.10 (WAN1); Host 2 to always map to 202.211.100.11 (WANL1 alias);
Host 3 always map to 203.98.200.10 (WAN2) and Group 1 to always map to 202.211.100.10

(WANL).

NAT Address Mapping function lets you specify the outgoing IP address(es) for one internal

IP address or a block of internal IP addresses.

We will take an example to introduce how to make use of this feature.

1. Log into the web user interface of Vigor300B.
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2. Open WAN>>General Setup. For WAN1, choose wanl item and click Edit. Choose
Static as the 1Pv4 Protocol.

General Setup =[x
i
1 Profile (max length:7) : wiani
Enable
] Description : (Optional
Port : AN 1 A
Default MAC Address : (z)Enable (")Disable
IPv4 Protocol : Static e
Mode : MNAT operation to packet is anly applied when they corme frorn an MAT mode LAR
IPVG Protocol : DHCP

PPFOE
Enable Schedule Reconnect | pprp

WVLAN Tag (O Enable (& Disable enable it onlywhen your ISP requires tagged YLAN

[ Apply (3 cancel

3. From the following page, set main WAN IP address as 202.211.100.10.

General Setup =[x
{0 Global Static

| 3
Y1 1P Address: 202 211 100 10
[ Sunetmask: 25525525504 |~
|| GatewayIP Address : 172 16 3 1 |f | (optonah

©y add [ Save Profile Mumber Limit

DNS Server IP Address

DNS Server IP Address 8888 |I
©p add [ save Prafile Murmber Limit :
P
IP Alias : 202.211.100.11 |I
1 m »

[ apply €3 Cancel

Click Add on IP Alias to configure the other IP address which is 202.211.100.11.

4.  After finished configuration for WAN1, continue to configure WANZ2. At this time, the
IP switch shall be set as “203.98.200.10".
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General Setup =%

Glohal Static
2
IP Address : 203 98 200 10
Subnet Mask : 255.255.255.0024 ~
Gateway IP Address 171 18 3 L i (Dptional)
:‘-’) Add U Save Profile Mumber Limit 1
DNS Server IP Address ]
DNS Server IP Address : g.8.8.8 i
Ty and 2 save Profile Murmber Limit :
P
IP Alias

Mo iterns to show.

v
I apply (3 Cancel

5. Open Objects Setting>>Object and click Add to create a new IP object profile. Type
the required information as shown below. Click Apply to save the settings.

IP Ohject — [
Profile : IP_range
Address Type : Range .

Start IP Address © 192.168.1.15
End IP Address . | 192.165.1.31|

M apply Q3 Cancel

6. Open Routing>> Policy Route and click Add to create a new profile.
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7. Inthe following page, check the box of Enable. Choose Object as the Source Type
and choose IP range object profile from the drop down list of IP Object. Click Apply to
save the settings.

Policy Rule =%
Profile : Rule_\WAK1
/| Enable
Priority : Marmal >
Protocol : ALL v
Source
Source Type : Ohject ¥
IP Object : W ) %
IP Group : w |
Destination
Destination Type : Ay ¥
Route Rule
Out-going Rule : Load Balance Pool |~
Load Balance Rule : wand ¥
Mode : MAT ol
Use IP Alias () Enable (%) Disable
Failover to Next Rule : (=) Enable () Disable
(=) when interface down
() when targr ping for seconds
Failback {Quick Recover) : () Enable () Disable

= Apply @ Cancel

And,
Policy Rule = [
Profile : Rule_WWAR2Z
7| Enable
Priority : Mormal X
Protocol : ALL h
Source
Source Type : Subnet a8
IP Address : 192.168.1.100
Subnet Mask : 255.255.255.0124 ¥
Destination =
Destination Type Ay e
Route Rule
Out-going Rule : Load Balance Pool | v
Load Balance Rule : want ~
Mode : MNAT X
Use IP Alias : (® Enable () Disable
IP Alias : 202.211.100.11 e
Failover to Next Rule : (=) Enable (") Disable
(=) when interface down
(ywhen targ ping for seconds =

4 m

B Apply @ cancel

8. Upon completing the above configuration, you have specified the outgoing IP
address(es) for some specific computers.

Now, you bind some specific computers to some WAN IP alias for outgoing traffic.
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Example 2: How to Setup Load Balance by Using Policy Route

The following figure shows a simple application of load balance. WAN1 and WAN2 can be
used to access into Internet. The PC in LAN1 can send the data to the remote PC through the

specified WANL.

l@» =
Remote PC Internet Remote PC
203.65.1.35 139.75.244.8

WAN1

WAN1 Gateway:168.95.98.254
WAN2 Gateway:27.244.84.241

LAN1:

g =

NAT PC PC

Any IP address

1. Access into web user interface of Vigor300B.
2. Open Routing>> Policy Route and click Add to create a new profile.

MUY = 7 UL A

Policy Rule

Y& Edit  [f]] Delete & Refresh

Profile Enable Protocol Source  Sourc

I
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3. Inthe following page, type a name for such profile; check Enable; choose Subnet as
Destination Type; type 203.65.1.35 as IP address; choose Load Balance Pool as
Out-going Rule; choose WANL1 as the Load Balance Rule; click Disable for Failover

to Next Rule.
Policy Rule =|[
—Profile-— Special_1
¥Enable
Priority : Mormal i 1
Protocol ALL Z
Source
Source Type : Aty et
Crestination N
Destination Type Subnet b
IP Address : 203.65.1.35
Subnet Mask : 265.255.2595.0/24 »
Route Rule g
Out-going Rule : Load Balance Pool |~ )
Load Balance Rule : Wwan e
Mode : MNAT W ’
Use IP Alias : () Enable (&) Disable
Failover to Next Rule : (") Enable| (&) Disable
(&) when interface down
( when targ ping for seconds

B apply & Cancel

4.  After finished the above settings, click Apply to save the configuration.

Routing >> Policy Rule

Falicy Rule

©3 add & Edit  [[]] Delete &5 Refresh 4 MoveUp ¥ Move Down  (f Rename  Autol

Profile Enable Protocol Source So... Destination De... Out-go... Mode
1 Rule_\WAM1 frue ALL [IP] IP_range - Ay - wan MNAT
2 Rule_\WANZ true ALL 192.1658.1.100524 - Ay - war| MAT w
3 Special_1 true ALL Ary - 203.65.1.35/24 - wean MAT

Now, any packets from LANL1 sent to the remote PC (IP address: 203.65.1.35) will be
forcefully to pass through WANL1.
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Example 3: How to Customize a Secure Route between Headquarter and
Branch by Using Policy Route
A LAN to LAN VPN tunnel is built between DrayTek VPN router (e.g., Vigor300B) and the

remote router. Enterprise firewall router (in Headquarter) can control the all of the traffic
coming from the remote PC (in Branch) which wants to access into Internet.

DrayTek Router -
NAT Gateway VPN Router IP:172.16.3.25 : PC3
IP: 192.168.1.2 IP:192.168.1.1 -
DHCP: Enabled DHCP: Disabled
Headquarter Branch

_e% Query from Branch to Headquarter
) ) ) Response from Headquarter to Branch

1. Access into web user interface of Vigor300B.
2. Open Routing>> Policy Route and click Add to create a new profile.

MUY = 7 UL A

Policy Rule

Y& Edit  [f]] Delete & Refresh

Profile Enable Protocol Source  Sourc

I
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3. Inthe following page, type a name for such profile (e.g., Secure_route); choose Subnet
as Source Type and type the source IP address with 172.16.3.25; choose User Defined
as Out-going Rule; choose lanl as the Out-going Interface; type 192.168.1.2 as the
Out-going (Gateway); and click Disable for Failover to Next Rule.

! policy Rule

Profile:
Enable

[l B LN LLT AN
Protocol :
Source
Source Type |
IP Address :
Subnet Mask :

Destination
Destination Type
Route Rule

Out-going Rule ;

Out-going Interface :
Out-going (Gateway)

Mode :

Failover to Next Rule :

(%) when interface down

(") when targe

Secure_route

Mormal
ALL

Subnet
172.16.3.25

255.255.255.0124

Ay

User Defined

lan
192.168.1.2

(Optignal)

Routing

ul

(_yEnable | (%) Disable

for

seconds

£ sonly

4.  After finished the above settings, click Apply to save the configuration.

Routing == Policy Rule

Paolicy Rule

©y Add 3£ Edit  [[] Delete

o MoveUp ¥ Move Down G Rename

Puto Refresh |1 pin

1 Secure... true ALL

192.168.1.0i24 -

Ay

lan1 GYW182.168.1.2 ROUTING Disahle
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4 3.4 Default Route

This page allows you to assign a WAN profile or a Load Balance profile as the default route.

Routing >> Default Route 2]

Auto Logout ;| off . Default Route
Quick Start Wizard

Online Status WAN Profile/Loadbalance Pool Name - gefaull_pool |~

Auto Failover to Active WANs : ® Enable Disable

Load Balance Pool
Static Route

Policy Route

RIP Configuration
OSPF Configuration
BGP Configuration

External Devices - E spply (D Cance
»

Available parameters are listed as follows:

Item Description

WAN Profile Display the WAN profiles for user to choose as a default
/Load Balance Pool route.

Name In which, wan1 to wan5 are factory default settings.

Auto Failover to Active | Enable — Check it to let the network connection being
WANSs established through any active WAN interface.

Disable — Check it to disable the function.

Apply Click it to save the configuration.

Cancel Discard current page modification.
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4.3.5 RIP Configuration

B(Support RIP)

The Routing Information Protocol (RIP) is a dynamic routing protocol used in local and
wide area networks. The routing information packet will be sent out by web server or router
periodically, and can be used to communicate with other routers. It will calculate the number
of network nodes on the route to ensure there is no obstruction on the network routine. In
addition, it will choose a correct route based on the method of Distance Vector Routing and
use the Bellman-Ford algorithm to calculate the routing table.

RIP can update the routing table automatically and find a route to send packet. See the
following figure as an example:

A (Support RIP)

DrayTek

aaﬂifi—i—ljlila

Draylik

DrayTek

ST [ETXT (I
C (SupportRIP)

Suppose A supports RIP on WAN1/WAN2/WAN3/WAN4, B supports RIP on WANL1 and
WANZ2, and C supports RIP on WAN1/WAN2/WAN3/WAN4.

B will tell A "if you want to send packets to C, please send it to me first", then A will create
a routing rule to forward packet that destination is C to B.

In another direction, C will do the same thing.

Routing >> RIP Configuration

Auto Logout © | Off b RIP Configuration

Quick Start Wizard

Online Status [CIEnable

Profile > | X

[Tiant
[C] want

Load Balance Pool [ wanz
[ wan3

Static Route ] wana

Paolicy Route

Defauit Route

RIP Configuration

OSPF Configuration E

BGP Configuration

External Devices - [ apply @ Cance

3
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Available parameters are listed as follows:

Item Description

Enable Check the box to enable the Mirror function for the switch.
Profile Choose the LAN/WAN profile(s).

Apply Click it to save the settings.

Cancel Click it to exit the dialog without saving anything.

After finished the settings, click Apply to save them.

4.3.6 OSPF Configuration

OSPF (Open Shortest Path First) uses the algorithm of SPF (Shortest Path First) to calculate
the route metric. It is suitable for large network and complicated data exchange. Vigor 2960
supports up to OSPF version 2(only for IPv4).

The Autonomous System (AS) used in OSPF indicates the largest entity and can be divided
into several areas. Usually, Area 0 will be used as OSPF backbone which distributing the
routing information among areas.

When you need faster convergence than distance vector, want to support much larger
networks or want to have less susceptible to bad routing information, you can enable OSPF
feature to fit your request. Note that both routers must support OSPF function at the same
time to build the OSPF connection.

Routing >> OSPF Configuration a
Auto Logaut . o s OSPF Configuration
Quick Start Wizard
Online Status Enable
s Add Profile Mumber Limit : 64
Profile Area
Load Balance Pool Profile - No iterns to show.
Static Route
Policy Route
Defautt Route
RIP Configuration
OSPF Configuration E
BGP Configuration
External Devices E [ apoly @ canee

b

Available parameters are listed as follows:

Item Description
Enable Check the box to enable the Mirror function for the switch.
Profile Add- Click it to create a new profile.
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Profile

lani

wand
WA
a3
wand

Profile - Choose a LAN/WAN profile from the drop down
list to apply for such configuration.

Area — An AS will be divided into several areas. Each area
must be assigned with a dedicated number.

Note: For the detailed information of OSPF application,
refer to section ““3.2 How to Configure OSPF?”".

Apply Click it to save the settings.

Cancel Click it to discard the settings configured in this page.

How to add a new profile

1.  Open Routing>>0OSPF Configuration.

2.  Check Enable.

3. Click the space of Profile. A pop-up dialog will appear. Click Add.

touting => OSPF Configuration

CEPF Configuration

| Enahle
:‘-_') Add Fro
Profile Area

Profile : o

lan1

wanl
Wanl
wand
LT

4.  Use the drop down list of LAN/WAN Profile to choose the one you need. And specify
the value of Area (either 0.0.0.0 ~ 255.255.255.255 or 0 ~ 4294967295) for that profile.

Z|Enable
o Add Profile Mumkber Limit: &
Profile Area
Profile : lantes ~ 30| m
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If you are not satisfied the settings, simply click W o remove the entry, and then
re-type the settings.

Click Apply to save the settings and exit the dialog. A new profile is created and
displayed on the screen.

“IEnable
s Add Profile Mumber Limit: 64
Profile Area

Profile : lantes 30 i
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4.3.7 BGP Configuration

BGP means Border Gateway Protocol. It is a standardized exterior gateway protocol which
can exchange routing and reachability information between autonomous systems (AS) on
Internet.

The protocol TCP is used by two routers supporting BGP for data transmission. They can
exchange the BGP routing information for each other. A BGP router is the “neighbor” of
other BGP routers. Define the IP address, AS number for the router is essential for TCP
connection of BGP routing information exchange.

AS, the abbreviation of Autonomous System, is a group interconnected with multiple IP
addresses. AS numbers indicate the full paths that the route information will be taken. It can
be operated by one or several ISPs and follows the routing policies made by ISP.

AS: 300
100.100.100.X 200.200.200.X
§ N N
;" 192.168.100.X .' 3
e E lii lﬂ li

.........

4.3.7.1 Neighbors Status
Such page displays current neighbors status in BGP routing environment.

Routing >> BGP Configuration > Neighhors Status

Auto Logout © o

Quick Start Wizard
Online Status

Meighbors Status | BGP Configuration Meighbor

Auto Refresh © 1 Minute

BGP Neighbor

v | N Refresh

Meighbor IP

Load Balance Pool
Static Route

Policy Route
Default Route

RIP Configuration
OSPF Configuration
BGP Configuration

| Diagnostics ]
External Devices &

Neighbor AS

Mo iterns to show.

State

Available parameters are listed as follows:
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Item Description

Refresh Renew current web page.

Auto Refresh Specify the interval of refresh time to obtain the latest status.
The information will update immediately when the Refresh
button is clicked.

10 Secaonds w

10 Seconds
30 Seconds
1 Minute
Disahle

BGP Neighbor Display the neighbor profile name configured successfully in
the Neighbor tab in Routing >>BGP configuration.

Neighbor IP Display the neighbor IP address configured successfully in
the Neighbor tab in Routing >>BGP configuration.

Neighbor AS Display the autonomous system number of the neighbor
configured successfully in the Neighbor tab in Routing
>>BGP configuration.

State Display the status of neighbor profile. If it is established
successfully, “Established (time)” will be shown in this field.
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4.3.7.2 BGP Configuration
This page is used to configure the general settings for the host which is ready for using BGP.

Routing >> BGP Configuration >> BGP Configuration =
P L s Meighkors Status | BGP Configuration Meighhor
Quick Start Wizard
Online Status
Enable
Autonomous System number :

Load Balance Pool €y Add [5] Save Profile Nurnber Limit: 16

Static Route P Subnet Mask

Policy Route Static Networks

Mo iterns to show.
Default Route

RIP Configuration
OSPF Configuration

BGP Configuration

Note :
Metworks: announce the specifisd network as belonging to our AS

[ Aopty @ cance
External Devices = N
n m
»

Available parameters are listed as follows:

Item Description

Enable Check the box to enable BGP function.

Autonomous System Type the autonomous system number for the host in BGP
number application.

Static Networks Define the IP addresses (forming network range) which

allow to be connected by other clients through static route.

Add - Click it to add a specified IP address and subnet
mask.

Save — Click it to save the settings.

Profile Number Limit - Display the total number of the
profiles to be created.

IP — Type the IP address.

Subnet Mask — Display subnet mask for the IP address
automatically.

After finished the settings, click Apply to save the configuration.
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4.3.7.3 Neighbor

This page is used to configure the IP address and AS number for the neighbor which will
exchange BGP routing information with your Vigor router.

Routing >> BGP Configuration >> Neighbor g
futo Logout - | ot X Melghhars Status | BGP Confguration | Neighoar
Quick Start Wizard - — o
©y add € Edt [ Delste G Renams % Refrash Profile Murnber Limit: 1
Online Status
Profile Enable Neighbor IP Address Autonomous System number
Mo iterns to show.
Load Balance Pool
Static Route
Policy Route
Default Route
RIP Configuration
'OSPF Configuration E
BGP Configuration

External Devices - -

Available parameters are listed as follows:

Item Description
Add Add a new port redirect profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a profile, simply select the one you want to delete
and click the Delete button.

Rename Allow to modify the selected profile name.
Profile - || 3%
Profile : Car_1

Rename as :

M apply 3 Cancel

Before using such function, there is one profile existed at

least.
Refresh Renew current web page.
Profile Display the name of the profile.
Enable Display the status of the profile. False means disabled; True

means enabled.
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Neighbor IP Address Display the IP address of the neighbor.

Autonomous System Display the autonomous system number of the neighbor in
Number BGP application.

How to add a new BGP profile
1.  Open Routing>> BGP Configuration and click the Neighbor tab.
2. Simply click the Add button.

FHeighbors Status | BGP Configuration MHeightor

Ty Add £ Edit  [J] Delete &5 Refresh ()
Profile Enable N

Rl id.

3. The following dialog will appear.

Meighbor - ||
Profile : Car_1
/| Enable
Neighbor IP Address : 1892168.1.93
Autonomous System number ;| 24
Enable MD5 Auth (i Enable (5 Disable

= Apply & cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the profile.

Enable Check the box to enable this profile.

Neighbor IP Type the private IP used for this profile.

Address

Autonomous Type the autonomous system number for the neighbor in
System number BGP application.

Enable MD5 Auth Enable - Click it to enable authentication mechanism. And,
type a string as the password for authentication.

Password Type a string as the password for MD5 authentication.
Apply Click it to save and exit the dialog.
Cancel Click it to exit the dialog without saving anything.

4.  Enter all of the settings and click Apply.
5. Anew profile has been added onto Neighbor table.
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4.4 NAT

NAT (Network Address Translation) is a method of mapping one or more IP addresses
and/or service ports into different specified services. It allows the internal IP addresses of
many computers on a LAN to be translated to one public address to save costs and resources
of multiple public IP addresses. It also plays a security role by obscuring the true IP
addresses of important machines from potential hackers on the Internet. The Vigor300B
Series is NAT-enabled by default and gets one globally routable IP addresses from the ISP
by Static, PPPoE, or DHCP mechanism. The Vigor300B Series assigns private network IP
addresses according to RFC-1918 protocol and translates the private network addresses to a
globally routable IP address so that local hosts can communicate with the router and access
the Internet.

NAT
Port Redirection
DMZ Host
ALG
Connection Timeout

4.4.1 Port Redirection

Port Redirection means port forwarding. It may be used to expose internal servers to the
public domain or open a specific port to internal hosts. Internet hosts can use the WAN IP
address to access internal network services, such as FTP, WWW and etc. The internal FTP
server is running on the local host addressed as 192.168.1.2. When other users send this type
of request to your network through the Internet, the router will direct these requests to an
appropriate host inside. A user can also translate the port to another port by configuration.
For example, port number with 1024 can be transferred into IP address of 192.168.1.100 of
LAN. The packet is forwarded to a specific local host if the port number matches that
defined in the table.

NAT >> Port Redirection G

Auto Logout . | off e Port Redirection

Quick Start Wizard
Online Status

3 Add % Edit [[]] Delete 4 MoveUp ¥ Move Down Gf Rename &% Refresh Profile Murnber Limit: 25

Profile  Enable  Port Redirection WAN UselP. . Alias Protocol Public... Public... Private IP Private.

Mo iterms to show.

Port Redirection

DMZ Host
ALG
Connection Timeout

External Devices
Product Registration

Each item will be explained as follows:

Item Description

Add Add a new port redirect profile.
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Edit

Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a profile, simply select the one you want to delete
and click the Delete button.
Move Up Change the order of selected profile by moving it up.
Move Down Change the order of selected profile by moving it down.
Rename Allow to modify the selected profile name.
ﬁloﬁle =|[%
Profile FRE_1
Rename as | PR_TEST
B Aoply @3 Cancel
Refresh Renew current web page.
Profile Display the name of the profile.
Enable Display the status of the profile. False means disabled; True

means enabled.

Port Redirection Mode

Display the direction for the port to be redirected.

WAN Profile Display the WAN interface of this profile.

Use IP Alias Display the type (no, Single_Alias, All) the IP Alias used.
Alias Display the selected WAN IP address.

Protocol Display the protocol used for the entry.

Public Port Start

Display the starting number of the public port.

Public Port End

Display the ending number of the public port.

Private IP

Display the private IP used for this entry.

Private Port

Display the number of the private port.

How to add a new Port Redirection profile

1.
2.
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3.

The following dialog will appear.

Port Redirection

Profile :

¥|Enable
Port Redirection Moie
WAN Profile :
Use IP Alias :
Protocol
Public Port Start :
Public Port End :
Private IP :
Private Port :

Mote :

FR_1

Range to One | ¥

wean 1 s
Mo X
TCRIUDP i
100

110
192.168.1.158
50

1. In 'Range-to-Range{lP)' Mode the Private IP End will he calculated automatically once the Public Port Start and Public Part

End have been entered.

B 2pply @ Cancel

Available parameters are listed as follows:

Item Description
Profile Type the name of the profile.
Enable Check the box to enable this profile.

Port Redirection
Mode

Specify the direction for the port to be redirected.

Qne to One

Fange to One
Fange to Ranoefp... |
Range to RangellP)

WAN Profile

Specify the WAN profile for such profile.

wan2 ¥
All

wian

Wign 2

Wian 3

wiand

ushi

ush2

Use IP Alias

When All is selected as WAN Profile, such feature is
unavailable.

Use the drop down list to select the type you want.

Mo
Sinogle Alias
All

Single Alias — You have to type one IP address used for IP
Alias.

All — All the IP address can be treated as IP Alias.
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Alias WAN [P alias that can be selected and used for port
redirection. Before using it, please go to WAN>>General
Setup and enable the wan1l profile. Add several IP addresses
under Static mode for wanl.

Protocol Choose the protocol used for the entry.

TCF o

TCP
UDP
TCRILUDP

Public Port Start/
Public Port End

It is available when Range to One or Range to Range
(port) or Range to Range (IP) is selected as Port
Redirection Mode.

Type the starting/ending number of the public port.

For Range-to-One, set both Start and End values with the
same value.

Private IP Start/
Private IP End

It is available when Range to Range (IP) is selected as Port
Redirection Mode.

Type the starting/ending IP address.

Private IP

Specify the private IP address of the internal host providing
the service. Simply type the private IP used for this entry.

Private Port

Type a port number for such profile.

Apply

Click it to save and exit the dialog.

Cancel

Click it to exit the dialog without saving anything.

4.  Enter all the settings and click Apply.

5. Anew profile has been added onto Port Redirection table.
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4.4.2 DMZ Host

In computer networks, a DMZ (De-Militarized Zone) is a computer host or small network
inserted as a neutral zone between a company’s private network and the outside public
network. It prevents outside users from getting direct access to company network. A DMZ is
an optional and more secure approach to a firewall and effectively acts as a proxy server as
well. In a typical DMZ configuration for a small company, a separate computer (or host in
network terms) receives requests from users within the private network for access to Web
sites or other companies accessible on the public network. The DMZ host then initializes
sessions for these requests on the public networks. However, the DMZ host is not able to
initiate a session back into the private network. It can only forward packets that have already
been requested. Users of the public network outside the company can access only the DMZ
host. The DMZ may typically also have the company’s Web pages so these could be
served to the outside world. If an outside user penetrated the DMZ host’s security, only the
Web pages will be corrupted but other company information would not be exposed.

NAT >> DMZ Host 2]

Auto Logout : off A DMZ Host

Quick Start Wizard
Online Status

3 Add 3 Edit [ Delete G Rename &% Refresh Profile Mumber Limit: 1

Profile Enable Outgoing VWAN Profile  IP Alias DMZ Host IP Allow DMZ Hostto A..

Mo iterns to show,

Port Redirection

DMZ Host

ALG
Connection Timeout

External Devices
Product Registration

Each item will be explained as follows:

Item Description
Add Add a new DMZ host profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a profile, simply select the one you want to delete
and click the Delete button.
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Rename Allow to modify the selected profile name.
IPllﬂﬁle =¥
Profile : PR_1
Rename as | PR_TEST
EY apply @3 Cancel

Refresh Renew current web page.
Profile Display the name of the profile.
Enable Display the status of the profile. False means disabled; True

means enabled.

Outgoing WAN Profile

Display the WAN profile that such DMZ host profile will be
applied to.

IP Alias Display the selected WAN IP address if Use IP Alias is
enabled.
DMZ Host IP Display the IP address of the DMZ host.

Allow DMZ Host to
Access Network

Display if such function is enabled or disabled.

How to add a new DMZ

Host profile

1. Open NAT>> DMZ Host.
2. Simply click the Add button.
3. The following dialog will appear.

DMZ Host -
Profile : OwZ_1_RD
¥|Enable
Outgoing YWaAN Profile : wan v
Use IP Alias () Enable (%) Disable
DMZ Host IP :

Allow DMZ Host to Access Hetwork © (&) Enable () Disable

Allowed IP Object :
Allowed IP Group :

IP_range w | x| (Dptional)

w | 2 (Optional

Allowed Service Type : BGP, FTP w | 2 (Optional

M apply & Cancel

Available parameters are listed as follows:

ltem

Description

Profile

Type the name of the profile.
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Enable

Check the box to enable the DMZ Host profile.

Outgoing WAN
Profile

Choose a WAN profile for such entry.

Use IP Alias Click Enable to invoke IP Alias function.

IP Alias IP alias that can be selected and used for port redirection.
Before using it, please go to WAN>>General Setup and
enable the wanl profile. Add several IP addresses under
Static mode for wanl.

DMZ Host IP Type the IP address of the DMZ host.

Allow DMZ Host to
Access Network

Click Enable to make DMS host accessing network.

Allowed IP Object

This is an optional setting.

Use the drop down list to choose the IP object profile(s) to
apply to such profile.

Allowed IP Group

This is an optional setting.

Use the drop down list to choose the IP group profile(s) to
apply to such profile.

Allowed Service
Type

This is an optional setting.

Use the drop down list to choose the type(s) to apply to such
profile.

Apply

Click it to save and exit the dialog.

Cancel

Click it to exit the dialog without saving anything.

Enter all the settings and click Apply.
A new profile has been added onto DMZ Host table.

NAT >= DMZ Host 2)

DMZ Host

/& Edit [ Delete &5 Refresh G} Rename Prafile Murmk

Profile Enable Outgoing WAN Pro IP Alias
DMZ_1_RD true wanz

©y Add
DMZ Host IP
1921681111

Allow DMZ Host to Access Networ
Enable
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443ALG

44.3.1 SIP ALG

SIP ALG means Session Initiation Protocol, Application Layer Gateway. This page
allows you to choose LAN and WAN profiles for Vigor router to make SIP message and
RTP packets of voice being transmitting and receiving correctly via NAT.

NAT >> ALG >> SIP ALG =
Auto Logout : | Off h SIP ALG H323ALG
Quick Start VWizard
Online Status Enable SIP ALG

Port Redirection
DMZ Host

Connection Timeout

External Devices
Product Registration

Available parameters are listed as follows:

Item Description

Enable SIP ALG Check the box to enable the Mirror function for the switch.
Refresh Renew current web page.

Apply Click it to save the settings.

Click Apply to save the settings.

4.4.3.2H323 ALG

The H.323 ALG allows incoming and outgoing VolP calls passing through NAT. If required,
check the box and click Apply to save the settings.

NAT >> ALG »> H.323 ALG a
AutoLogout: |of v SIPALG | H3234L6
Quick Start Wizard

Online Status Enable H.323 ALG

Port Redirection
DMZ Host

Connection Timeout

External Devices
Product Registration
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4.4 .4 Connection Timeout

This feature is used to configure timeout setting for sessions established by TCP/UDP. When
a session is idle for a period of time, the connection will be terminated after reaching the
time limit configured in such page.

NAT >> Connection Timeout &

Auto Logout © Off a Connection Timeaut

Quick Start Wizard
Online Status
TCP Timeout : 3600 (default:3600)

UDP Timeout : 180 idefault:180)
TCP WWW Timeout : 60 {dlefault60)
Part Redirection TCP SYN Timeout: B0 (defaultan)

DMZ Host
ALG

Connection Timeout

External Devices
Product Registration Note:
1. Itis generally a bad idea to lower UDP Timeout and TCP YN timeout values,

[ Apoly €3 Cance ™
»

Available parameters are listed as follows:

Item Description

TCP Timeout Set a time limit for sessions established by TCP (except Port
80 and Port 443).

UDP Timeout Set a time limit for sessions established by UDP.

TCP WWW Timeout Set a time limit for sessions established by TCP Port 80 and
Port 443.

TCP SYN Timeout Set a time limit for sessions established by TCP SYN.

Apply Click it to save the settings.

Cancel Click it to discard the settings configured in this page.

Click Apply to save the settings.
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4.5 Firewall

The firewall controls the allowance and denial of packets through the router. The
Firewall Setup in the Vigor300B Series mainly consists of packet filtering, Denial of
Service (DoS) and URL (Universal Resource Locator) content filtering facilities. These
firewall filters help to protect your local network against attack from outsiders. A firewall
also provides a way of restricting users on the local network from accessing inappropriate
Internet content and can filter out specific packets, which may trigger unexpected outgoing
connection such as a Trojan.

The following sections will explain how to configure the Firewall. Users can select IP Filter,
DoS Defense, MAC Block and Port Block options from Firewall menu. The DoS Defense
facility can detect and mitigate the DoS attacks.

Firewall

Filter Setup
DoS Defense
MAC Block
Filter Counter

4.5.1 Filter Setup

Vigor firewall will filter the packets based on the settings, including IP Filter, Application
Filter, URL/Web Filter and QQ Filter configured under Firewall>>Filter Setup. These
filters will group certain objects (e.g., IP Object, Service Object, Keyword Object, File
Extension Object, IM Object, P2P Object, P2P Object, Protocol Object, Web Category

Object, QQ Object, QQ Group, Time Object, and etc.) and form a powerful firewall to
protect your computer.

4.5.1.1 IP Filter
This page allows you to create new filter, group, and profile for your request.

Firewall > Filter Setup == IP Filter &)
Auto Logout | off \PFilter | IPv6 Filter | Application Filter | URLWWeb Category Filter | GQ Filter | Default Policy
Quick Start Wizard y = = -
p Add % Edit Delete 45 Refresh Move Up ¥ Move Down Frofile Mumber Limit - 12
Online Status =4 *x W > L) G
Group Enable Comment

Mo items to show.

DoS Defense
MAC Block
Fitter Counter

External Devices
Product Registration

<

Each item will be explained as follows:

Item Description
Add Add a new group profile for IP filter.
Edit Modify the selected profile.
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To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Move Up Change the order of selected profile by moving it up.

Move Down Change the order of selected profile by moving it down.

Profile Number Limit

Display the total number of the profiles to be created.

Group Display the name of the IP filter group profile.

Enable Display the status of the profile. False means disabled; True
means enabled.

Comment

Display the description for such profile.

How to create an IP Filter group

To build an IP group containing IP filter rules, please follow the steps:

1.
2.
3.

Open Firewall>>Filter Setup and click the IP Filter tab.
Simply click the Add button.
The following dialog will appear.
IP Filter = |3
Group:  IPF_Markating|
J|Enable
Comment : used far MKT Dept (Cptionaly

M 2pply 3 Cancel

Available parameters are listed as follows:

Item Description

Group Type the name of the IP filter group.
Enable Check the box to enable this profile.
Comment Give a brief description for the profile.

Enter all the settings and click Apply.

A new filter group has been added.
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Firewall == Filter Setup >= IP Filter

IP Filter IPvE Filter | Application Filter | URLMWeb Categaory Filter | Q@ Filter | Default Policy
@ Add 2% Edit [ Delete &% Refresh 4 MoveUp ¥ Move Down Prafile Murnber Lirit: 12
Group Enable Comment
¥ IPF_Marketing true used for MKT Dept

6. You can create filter rule by clicking ¥ on the left side of the selected IP filter group
profile. A setting page will appear for you to add new IP filter rule profile.

Firewall == Filter Setup == IP Filter

IP Filter IPvE Filter | Application Filter | URLMWYeb Category Filter | QQ Filter | Default Palicy
Ty add € Edit [ Delete &% Refresh @ MoveUp % Move Down Profile Murnber Limit: 12
roup Enable Comment
.4 IPF_Marketing true used far MkT Dept
Gaadd o Edit _YDelete &% Refresh  Gf Rename & MoveUp ¥ Move Down Frofile Mumber Limit |
Rule Enable Action Next Grou... Syslog Source LD... General Fir... Source Fir... Destination ...

7. Move your mouse to click Add.

Group

A IPF_Market
€3 Ada| DK Ear

Rule Enable
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8.  The following page for configuration will appear.

Rule

Profile :

Enable

Action : | Cannection Limit -

Limit Packets : 10000

packetsizec, anly for new connection

Lirit Mode © () Share (&) Each

SysLog . () Enable (3) Disable

Input Interface | Any
Output Interface © | any

w

w

If no ohjectis selected in a category, the case of ‘Any'is applied

Firewall Ohjects
=l Time Schedule
¥ Time Object
¥ Time Group
=| Service Protocol
¥ Service Type Object
¥ Service Type Group
=) Incoming Country Filter

¥ Source Country Object (At most accept 15 countries)

= Out-going Country Filter

¥ Destination Country Ohject (&t most accept 15 countries)

=l Source IP
¥ Source IP Ohject
¥ Source IP Group

Bl apply @ Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the IP filter rule.

Enable Check the box to enable this profile.

Block Action The action to be taken when packets match the rule.

Block - Packets matching the rule will be dropped
immediately

Accept- Packets matching the rule will be passed
immediately.

Block If No Further Match - A packet matching the rule,
and that does not match further rules, will be dropped.
Accept If No Further Match - A packet matching the rule,
and that does not match further rules, will be passed through.

Connection Limit —Limiting the number of packets for new
connection can avoid attack driven by unknown person. For
each connection session, packets number smaller than the
Limit Packets setting can be passed immediately; however,
packets number greater that the Limit Packets setting will be
dropped. That is, packets to be passed or dropped are
determined by connection rate (new session) at that time.
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Accept ~
Block

Accept

Black If Mo Further Match
Accept f Mo Further Ma. ..
Connection Lirmit

Limit Packets

When you choose Connection Limit as Action, you have to
configure limit packets number to determine how many
packets per second will be passed through.

Limit Mode

When you choose Connection Limit as Action, you have to
choose Share or Each in addition to the number of packets
limits.

Share — It means the total IP addresses in a segment will be
limited with certain packets number per second.

Each —It means each IP will be limited with certain packets
number per second.

Next Group

When you choose Block If No Further Match or Accept If
No Further Match as Action, you have to specify next IP
filter group for further matching.

Syslog

Click Enable to make the history of firewall actions
appearing on the System Maintenance >> Syslog/Mail
Alert >> Syslog File.

System Maintenance == Syslog / Mail Alert == Syslog File

Syslog Access Setup Syslog File Mail Alert

Input Interface

Choose one of the LAN or WAN profiles as data receiving
interface.

Output Interface

Choose one of the LAN or WAN profiles as data
transmitting interface.

Time Schedule

Time Object - Click the triangle icon ¥ to display the
profile selection box. Choose a schedule object profile to be

applied on such rule. You can click I':, to create another
new time object profile.

Time Group - Click the triangle icon P to display the
profile selection box. Choose a schedule group profile to be

applied on such rule. You can click “w# to create another
new time group profile.

Service Protocol

Service Type Object —Click the triangle icon P to display
the profile selection box. Choose one or more service type
object profiles from the drop down list. The selected profile

will be treated as service type. You can click I:, to create
another new service type object profile.

Service Type Group —Click the triangle icon ¥ to display
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the profile selection box. Choose one or more service type
group profiles from the drop down list. The selected profile

will be treated as service type. You can click [:, to create
another new service type group profile.

Incoming Country | Source Country Object (At most accept 15 countries) -
Filter Click the triangle icon  to display the profile selection
box. Choose one or more country object profiles from the
drop down list. The selected profile will be treated as an

incoming country filter. You can click I':, to create another
new filter profile.

Outgoing Country Destination Country Object (At most accept 15

Filter countries) - Click the triangle icon ¥ to display the profile
selection box. Choose one or more country object profiles
from the drop down list. The selected profile will be treated

as an outgoing country filter. You can click [:.r to create
another new filter profile.

Source IP Source IP Object - Click the triangle icon ¥ to display the
profile selection box. Choose one or more IP object profiles
from the drop down list. The selected profile will be treated

as source target. You can click I':, to create another new IP
object profile.

Source IP Group - Click the triangle icon ¥ to display the
profile selection box. Choose one or more IP group profiles
from the drop down list. The selected profile will be treated

as source target. You can click ﬁ:_.. to create another new IP
group profile.

Source User Profile —Click the triangle icon P to display
the profile selection box. Choose one or more user profiles
from the drop down list. The selected profile will be treated

as source target. You can click I':, to create another new
user object profile.

Source User Group —Click the triangle icon ¥ to display
the profile selection box. Choose one or more user group
profiles from the drop down list. The selected profile will be

treated as source target. You can click r:.- to create another
new user group profile.

Source LDAP Group - Click the triangle icon # to display
the profile selection box. Choose one or more user LDAP
profiles from the drop down list. The selected profile will be

treated as source target. You can click I:, to create another
new LDAP group profile.

Destination IP Destination IP Object- Click the triangle icon ¥ to display
the profile selection box. Choose one or more IP object
profiles from the drop down list. The selected profile will be

treated as destination target. You can click I:, to create
another new IP object profile.

Destination IP Group - Click the triangle icon ¥ to
display the profile selection box. Choose one or more IP
group profiles from the drop down list. The selected profile
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will be treated as destination target. You can click I':, to
create another new IP group profile.

Destination DNS Object- Click the triangle icon ¥ to
display the profile selection box. Choose one or more DNS
object profiles from the drop down list. The selectedrprofile

will be treated as destination target. You can click 5w to
create another new DNS object profile.

Destination User Profile —Click the triangle icon ¥ to
display the profile selection box. Choose one or more user
profiles from the drop down list. The selected profile will be

treated as destination target. You can click I':, to create
another new user object profile.

Destination User Group —Click the triangle icon ¥ to
display the profile selection box. Choose one or more user
group profiles from the drop down list. The selectedrprofile

will be treated as destination target. You can click 5w to
create another new user group profile.

Destination LDAP Group —Click the triangle icon ¥ to
display the profile selection box. Choose one or more LDAP
group profiles from the drop down list. The selected profile
will be treated as destination target. You can click I':; to
create another new LDAP group profile.

Apply

Click it to save and exit the dialog.

Cancel

Click it to exit the dialog without saving anything.

9.  Enter all the settings and click Apply.

10. A new IP filter rule has been added under the IP Filter Group (named IPF_Market in

this case).

\ Note: You can create multiple IP filter rules under a certain IP Filter group.
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4.5.1.2 IPv6 Filter
This page allows you to create new IPv6 filter group for your request.

Firewall >> Filter Setup >> [Pv Filter
Auto Logout - | off i IF Filter

2

Quick Start Wizard
Online Status

DoS Defense
MAC Block
Filter Counter

External Devices
Product Registration

{

TpAdd £ Edit [ Delete &% Refresh 4 Move Up % bove Down

IPv6 Filter | Application Filter | URLAMeb Category Filter | Q@ Filter | Default Palicy
Prafile Mumber Limit: 12
Enable Comment

Mo iterns to show.

Each item will be explained as follows:

Item Description

Add Add a new group profile for IPv6 filter.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Move Up Change the order of selected profile by moving it up.

Move Down Change the order of selected profile by moving it down.

Profile Number Limit Display the total number of the profiles to be created.

Group Display the name of the IP filter group profile.

Enable Display the status of the profile. False means disabled; True
means enabled.

Comment Display the description for such profile.

How to create an IPv6 Filter group

To build an IP group containing IP filter rules, please follow the steps:

1. Open Firewall>>Filter Setup and click the IPv6 Filter tab.
2. Simply click the Add button.
3. The following dialog will appear.
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IPvG Filter = |3

Group : [PyvE_1
¥ |Enable
Comment : (Dptional)

M apply 9 Cancel

Available parameters are listed as follows:

Item Description

Group Type the name of the IP filter group.

Enable Check the box to enable this profile.

Comment Give a brief description for the profile.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

4.  Enter all of the settings and click Apply.
A new filter group has been added.

rewall == Filter Setup == IFvo Filter

IP Filter IPvE Filter Application Filter | URLM/eh Category Filter GG Filter Default Palicy

@y Add & Edit [ Delete &5 Refresh <4 MoveUp ¥ Move Down Fraofile Mumber Limit: 12

Group Enable Comment

boIPwE_1 true

6. You can create filter rule by clicking ¥ on the left side of the selected IP filter group
profile. A setting page will appear for you to add new IP filter rule profile.

IP Filter IPw6 Filter | Application Filter | URLMeb Category Filter QQ Filter Default Policy
@y Add £ Edit [ Delete &5 Refresh 4 MoveUp ¥ Move Down Frafile Mumber Li
Group Enable Comment
4 IPvE_1 true
Lo Add 3£ Edit  [[]] Delete &% Refresh (R Rename 4 MoveUp ¥ Move Down Fro
Rule Enable Block Action  Next Group  Syslog General Fir... Source Fire... Destii

Maitems ta shaow.

7. Move your mouse to click Add.
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IF Filter IPvE Filter Application Filter | LIRLAYeh Catege
Ty add 5§ Edit [ Delete &5 Refresh & Mavel
Group Enable
A PR 1 frue
| Add | | 25 Edit [ Delete &5 Refresh (R R
Rule Enable Elock Action MNext Group
Mo iterm

The following page for configuration will appear.

Rule
Profile :

Enable

Action : Accept

w

SysLog : (O Enable () Disable

Input Interface | aL L LANS

Output Interface :|jgny

w

w

If no obhject is selected in a categary, the case of Any' is applied

Firewall Objects
= Time Schedule
P Time Chject
P Time Group
=l Service Protocol
P Service Type Ohject
F Service Type Group
= Source IP
F Source IPvE Ohject
= Destination IP
F Destination IPvE Object

B apply @ Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the IP filter rule.

Enable Check the box to enable this profile.

Action The action to be taken when packets match the rule.

Block - Packets matching the rule will be dropped
immediately

Accept- Packets matching the rule will be passed
immediately.

Block If No Further Match - A packet matching the rule,
and that does not match further rules, will be dropped.
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Accept If No Further Match - A packet matching the rule,
and that does not match further rules, will be passed through.

W

Accent
Block
Accept
Block If Mo Further Match
Accept IfHo Further Ma. ..

Next Group When you choose Block If No Further Match or Accept If
No Further Match as Block Action, you have to specify
next IP filter group for further matching.

Syslog Click Enable to make the history of firewall actions

appearing on the System Maintenance >> Syslog/Mail
Alert >> Syslog File.

System Maintenance == Syslog / Mail Alert == Syslog File

Syslog Access Setup Syslog File Mail Alert

Input Interface

Choose one of the LAN or WAN profiles as data receiving
interface.

Output Interface

Choose one of the LAN or WAN profiles as data
transmitting interface.

Time Schedule

Time Object - Click the triangle icon ¥ to display the
profile selection box. Choose a schedule object profile to be

applied on such rule. You can click I':, to create another
new time object profile.

Time Group - Click the triangle icon ¥ to display the
profile selection box. Choose a schedule group profile to be
applied on such rule. You can click I':; to create another
new time group profile.

Service Protocol

Service Type Object —Click the triangle icon P to display
the profile selection box. Choose one or more service type
object profiles from the drop down list. The selected profile

will be treated as service type. You can click I':,: to create
another new service type object profile.

Service Type Group —Click the triangle icon ¥ to display
the profile selection box. Choose one or more service type
group profiles from the drop down list. The selected profile

will be treated as service type. You can click I':, to create
another new service type group profile.

Source IP

Source IPv6 Object - Click the triangle icon ¥ to display
the profile selection box. Choose one or more IP object
profiles from the drop down list. The selected profile will be

treated as source target. You can click r:.-’ to create another
new IP object profile.
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10.

Destination IP

Destination IPv6 Object- Click the triangle icon ¥ to
display the profile selection box. Choose one or more IP
object profiles from the drop down list. The selectedrprofile

will be treated as destination target. You can click 5w to
create another new IP object profile.

Apply

Click it to save and exit the dialog.

Cancel

Click it to exit the dialog without saving anything.

Enter all of the settings and click Apply.

A new IPv6 filter rule has been added under the IPv6 Filter Group (named For_IPv61

in this case).

IP Filter IPvE Filter

Ty add % Edit

Group
A |PvE_1

| G5 Add | & Edit

Rule
For_IPwG1

Enable
frue

M Delete

[l Delete

" Refresh

& Refresh G Rename

o hlove Lp

Enable
true

Block Acti... Next Group Syslog

pass

Dizahle

Application Filter URLMWYeb Categaory Filte QQ Filter | Default Policy

#. Move Down

W Move Up ¥ Move Down

GeneralFi... SourceFi... Des

Note: You can create multiple IPv6 filter rules under a certain IP Filter group. |
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4.5.1.3 Application Filter

Application Filter can integrate several application objects within one profile for restricting
the usage of application. For example, it can block people defined in IP object profile not
using IM application, not using P2P for file sharing, and not downloading files via certain

protocol.

Auto Logout . ofF

Quick Start Wizard
Online Status

Filter Setup

DoS Defense
MAC Block
Filter Counter

External Devices
Product Registration

4

Firewall >> Fiter Setup >> Application Filter

L7}

IPvE Filter | Application Filter | URLAYeh Category Filter | QQ Filter | Default Policy

%y Add £ Edit [ Delete & Move Up . Move Down (f Rename 5 Refresh Profile Murnber Limit: 32

Enable Time Schedule Firewall Target APP Block Counter Clear Counter

Mo iterns to show.

Each item will be explained as follows:

Item Description

Add Add a new group profile for Application filter.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Move Up Change the order of selected profile by moving it up.

Move Down Change the order of selected profile by moving it down.

Rename Allow to modify the selected profile name.

Profile Display the name of the application filter profile.

Enable Display the status of the profile. False means disabled; True
means enabled.

Time Object If no time schedule is set, None will be shown in this field.

Time Group Display the Time group profile selected for such application
profile.

IP Object Display the IP object profile selected for such application
profile.
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IP Group Display the IP group profile selected for such application
profile.

User Profile Display the user object profile selected for such application
profile.

User Group Display the user group profile selected for such application
profile.

APP Block Display the APP object profile selected for such application

profile.

How to create an Application Filter profile

Open Firewall>>Filter Setup and click the Application Filter tab.

The following dialog will appear. Click the triangle icon ¥ to display the profile

1.
2. Simply click the Add button.
3.
selection box (red rectangle).
Profile
Profile : APP_1

J|Enable

- SysLog: (@ Enable () Disable

Ifno objectis selected in a category, the case of any' is applied

= Time Schedule

P Time Ohject

P Time Group

= Source IP
Source IP Ohject
Source IP Group
Source User Profile
Source User Group
Source LDAP Group
= Action Policy

»  APP Block

-

Vv VvvYw

J

= apply @ cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the application filter profile.
Enable Check the box to enable this profile.

Syslog Click Enable to make the history of firewall actions

appearing on the System Maintenance >> Syslog/Mail
Alert >> Syslog File.
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System Maintenance == Syslog / Mail Alert == Syslog File

Syslog Access Setup Syslog File Mail Alert

Time Schedule

Time Object - Click the triangle icon ¥ to display the

profile selection box. Choose a schedule profile to be applied
on such application filter profile. The router will perform the
filtering job based on the time object selected. You can click

“w# to create another new time object profile, or you can
click the edit icon | /& to modify the existed object profile.
Time Group - Click the triangle icon ¥ to display the
profile selection box. Choose a schedule group profile to be
applied on such rule. You can click %# to create another

new time group profile, or you can click the edit icon A
to modify the existed group profile.

Source IP

Source IP Object - Click the triangle icon ¥ to display the
profile selection box. Choose one or more IP object profiles
from the drop down list. The selected IP will be filtered by
the router when such application filter profile is applied. You

can click I'.:, to create another new IP object profile.

Source IP Group - Click the triangle icon » to display the
profile selection box. Choose one or more IP group profiles
from the drop down list. The selected profile will be filtered
by the router when such application filter profile is applied.

You can click %# to create another new IP group profile, or

you can click the edit icon A to modify the existed group
profile.

Source User Profile - Click the triangle icon ¥ to display
the profile selection box. Choose one or more user profiles
from the drop down list. The user specified in the selected
profile will be filtered by the router when such application

filter profile is applied. You can click I':, to create another
new user profile, or you can click the edit icon A to
modify the existed user profile.

Source User Group - Click the triangle icon ¥ to display
the profile selection box. Choose one or more user group
profiles from the drop down list. The users within the
selected profile will be filtered by the router when such

application filter profile is applied. You can click I':, to
create another new user group profile, or you can click the

editicon | & to modify the existed group profile.
Source LDAP Group - Click the triangle icon ¥ to display

the profile selection box. Choose one or more user LDAP
profiles from the drop down list. The selected profile will be

treated as source target. You can click I':, to create another
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new LDAP group profile.

Action Policy

APP Block - Click the triangle icon F to display the profile
selection box. Choose one or more APP object profiles from
the drop down list which will be allowed / not be allowed to

pass through the router. You can click I':, to create another

new APP object profile, or you can click the edit icon A
to modify the existed object profile.

Apply

Click it to save and exit the dialog.

Cancel

Click it to exit the dialog without saving anything.

Enter all the settings and click Apply.
A new Application filter profile has been added.

Firewall == Filter Setup >=> Application Filter

IP Filter
3 Add
Profile
1 ]

IPv6 Filter | Application Filter | URLANeh Category Filter | QG Filter | Default Paolicy

M Delete & Refresh 4w Move Up ¥ Move Down  Gf Rename

Enable Time Object Time Group IP Object IP Group User
true
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4.5.1.4 URL/Web Category Filter

URL Filter can integrate URL, Keyword, File extension and WCF object profiles within one
profile for restricting certain people accessing into Internet.

"
o M -~
Commtouch
~ - [\ [3 AICE
GlobalView WCF
_— - o | = o
== = = =  Categories:
._#_- = g Shopping, Gambling, Job search...
Firewall >> Filter Setup >> URL Weh Category Filter =)
Auto Logout | of d IP Filler || IPvE Filter | Application Filter | URLMeb Category Filter | Q@ Filter || Default Policy
Quick Start Wizard - - P
Add Edit Delste Move Up ¥ Move Down  (f Rename 5 Refresh Frofile Murnber Lirnit: 32
Online Status © Aad S Edt [ = P o =
Profile Enahle Filter Hitps Time Sc... Firewall ... Accept Block Weh Cat... Counter Clear Co..
i I
Use Default Message : (%) Enable () Disable
Filter Setup <html=<head==tille=URL Content Filter=fitle=<rhaad=<body &
TS bgcolor=lightblue==center=<h3=URL Content Filter=br=ty <a
. href=httpiiwne. draytek.comr STYLE=text-decoration:none=<font §
MAC Block Default Weh Category Administration Message color=red==i=DrayTek=(i>=ffont==/a==br=<br=The requested Web
Filter Counter page=hr=<br=from <font color=hlue= %SIP% <ifont=<br=to <font
crln=hlne=%1R| S=fnt=<hr=<hr=that is matchar with [ <fnt A
Use HTTPs Filter Default Message (=)Enable () Disable
=html==head==tille=HTTPs YWeh Site Filter=ftite==/head==hody o]
style="background-colorlightblue;* onload="parseArgs(;"= <script
type="textjavascript'=var host_name="none"var ip_addr="nons" function §

Defauit HTTPs WebSite Fifter Message : searchArgs(search){var idw=0,var tups=search substring{1).split{&Jvar

args=new Arrayforivar 1= 0; 1 < tups.length; i++) {var tup =
tupslilsnlitt="if (tun lenoth==2 {aroslids=tunM1idx++return
External Devices
Product Registration
B apply &3 cancel
~ |
< >

Each item will be explained as follows:

Item Description
Add Add a new group profile for URL filter.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Move Up Change the order of selected profile by moving it up.
Move Down Change the order of selected profile by moving it down.
Rename Allow to modify the selected profile name.
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ltem

Description

Profile Number Limit

Display the total number of the object profiles to be created.

Profile Display the name of the application filter profile.

Enable Display the status of the profile. False means disabled; True
means enabled.

Filter Https Display if the HTTPs filter is enabled or not.

Time Object If no time schedule is set, None will be shown in this field.

Time Group Display the Time group profile selected for such application
profile.

IP Object Display the IP object profile selected for each rule.

IP Group Display the IP group profile selected for each rule.

User Profile Display the user object profile selected for each rule.

User Group Display the user group profile selected for each rule.

File Extension Pass

Display the file extension object profile selected for each
rule which is allowed to pass through the router.

File Extension Block

Display the file extension object profile selected for each
rule which is not allowed to pass through the router.

Keyword Pass

Display the keyword object profile selected for each rule
which is allowed to pass through the router.

Keyword Block

Display the keyword object profile selected for each rule
which is not allowed to pass through the router.

Web Category Block

Display the web category object profile selected for each
rule which is not allowed to pass through the router.

China Web Category

Display the China web category object profile selected for
each rule which is not allowed to pass through the router.

Use Default Message

Enable — Use the default message to display on the page that
the user tries to access into the blocked web page..

Disable — Type the message manually to display on the page
that the user tries to access into the blocked web page.

Default Web Category
Administration Message

Such field is available when you disable the function of Use
Default Message.

The message will display on the user's browser when he/she
tries to access the blocked web page.

Use HTTPs Filter
Default Message

Enable — Use the default message to display on the page that
the user tries to access into the blocked web page through
HTTPs.

Disable — Type the message manually to display on the page
that the user tries to access into the blocked web page
through HTTPs.

Default HTTPS WebSite
Filter Message

The message will display on the user's browser when he/she
tries to access the blocked web page through HTTPs.

Apply

Click it to save and exit the dialog.
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ltem

Description

Cancel

Click it to discard the settings configured in this page.

How to create a URL Filter profile

1. Open Firewall>>Filter Setup and click the URL/Web Category Filter tab.
2. Simply click the Add button.

3. The following dialog will appear.

Profile

Profile : URL_test
v/Enable

Filter Hitps © (") Enable (%) Disable (For Keyword and Web Category)
Syslog: (3 Enable () Disable

Ifno ohjectis selected in a category, the case of Any' is applied

Firewall Ohjects
=l Time Schedule
p Time Ohject
» Time Group
=l Source IP
Source IP Object
Source IP Group
Source User Profile
Source User Group
Source LDAP Group
=l Action Policy
File Extension Accept
Fila Extansion Black
Kewword Accept
Kewword Block
Wireh Category Policy

vV v ewyw

vV v vy

B apply @ cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the URL filter profile.

Enable Check the box to enable this profile.

Filter https Enable — Click it to enable the HTTPS filtering job.
Disable — When only keyword and web category are
selected for such rule, choose Disable.

Syslog Click Enable to make the history of firewall actions

appearing on the System Maintenance >> Syslog/Mail
Alert >> Syslog File.

System Maintenance == Syslog / Mail Alert == Syslog File

Syslog Access Setup Syslog File Mail Alert
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Description

Time Schedule

Time Object - Click the triangle icon ¥ to display the

profile selection box. Choose a schedule profile to be applied
on such application filter profile. The router will perform the
filtering job based on the time object selected. You can click

s to create another new time object profile, or you can
click the edit icon R to modify the existed object profile.
Time Group - Click the triangle icon P to display the
profile selection box. Choose a schedule group profile to be
applied on such rule. You can click “# to create another

new time group profile, or you can click the edit icon A
to modify the existed group profile.

Source IP

Source IP Object - Click the triangle icon ¥ to display the
profile selection box. Choose one or more IP object profiles
from the drop down list. The selected IP will be filtered by
the router when such URL filter profile is applied. You can

click I'.:, to create another new IP object profile.

Source IP Group - Click the triangle icon » to display the
profile selection box. Choose one or more IP group profiles
from the drop down list. The selected profile will be filtered
by the router when such URL filter profile is applied. You

can click I'.:, to create another new IP group profile, or you

can click the edit icon A to modify the existed group
profile.

Source User Profile - Click the triangle icon F to display
the profile selection box. Choose one or more user profiles
from the drop down list. The user specified in the selected
profile will be filtered by the router when such URL filter

profile is applied. You can click I':, to create another new

user profile, or you can click the edit icon A to modify
the existed user profile.

Source User Group - Click the triangle icon ¥ to display
the profile selection box. Choose one or more user group
profiles from the drop down list. The users within the
selected profile will be filtered by the router when such URL

filter profile is applied. You can click I':, to create another
new user group profile, or you can click the edit icon A
to modify the existed group profile.

Source LDAP Group - Click the triangle icon ¥ to display
the profile selection box. Choose one or more user LDAP
profiles from the drop down list. The selected profile will be

treated as source target. You can click I':, to create another
new LDAP group profile.

Action Policy

File Extension Accept / File Extension Block - Click the
triangle icon F to display the profile selection box. Choose
one or more File Extension object profiles from the drop
down list which will be allowed / not be allowed to pass
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ltem

Description

through the router. You can click I':, to create another new
File Extension object profile, or you can click the edit icon

Al to modify the existed object profile.

Keyword Accept / Keyword Block - Click the triangle icon
I to display the profile selection box. Choose e one or more
keyword object profiles from the drop down list which will
be allowed / not be allowed to pass through the router. You

can click [',:,: to create another new keyword object profile,

or you can click the edit icon A to modify the existed
object profile.

Web Category Policy - Click the triangle icon P to display
the profile selection box. Choose one or more web category
object profiles from the drop down list which will not be

allowed to pass through the router. You can click I:, to
create another new web category object profile, or you can

click the edit icon | /& to modify the existed object profile.

China Web Category Block - Click the triangle icon # to
display the profile selection box. Choose one or more web
category object profiles from the drop down list which will

not be allowed to pass through the router. You can click If:;
to create another new web category object profile, or you can

click the edit icon A to modify the existed object profile.

Apply

Click it to save and exit the dialog.

Cancel

Click it to exit the dialog without saving anything.

4.  Enter all the settings and click Apply.
5. A new URL filter profile has been added.

Firewall >> Filter Setup >> URL Weh Category Filter

IP Filter IPvG Filter | Application Filter | LIRLAeh Category Filter | Q@ Filter | Default Policy

03 Add % Edit Delete &% Refrash 4 Move Up % Move Down  Gf Rename Frofile Mumber Limit : 32

Profile  Enable FilterH... Time.. TimeG... IP Object IP Group UserP... User G... File Extensio... File Exte... Heywo... Keywo... ... ChinaWel

1 URL_test true enable
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4.5.1.5 QQ Filter

This page is designed for the user in China only. For people outside China, skip this

section.

Firewall >> Filter Setup >> QQ Filter 2

Auto Logout - | off x I Filter

Quick Start Wizard
Online Status

Profile

DoS Defense
MAC Block
Filter Counter

External Devices
Product Registration

<

Ty Add £ Edit [[] Delete & Move Up % nove Down (f Rename &5 Refresh

IPvE Filter | Application Filter | URLWeb Category Filter | QQ Filter | Default Policy
Profile Murnber Lirnit: 32
Enable Time Profile Source IP QQ Account Pass  QQ Account Block

Moitems to show.

Each item will be explained as follows:

Item Description

Add Add a new group profile for QQ filter.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Move Up Change the order of selected profile by moving it up.

Move Down Change the order of selected profile by moving it down.

Rename Allow to modify the selected profile name.

Profile Number Limit

Display the total number of the object profiles to be created.

Profile Display the name of the application filter profile.

Enable Display the status of the profile. False means disabled; True
means enabled.

Time Profile If no time schedule is set, None will be shown in this field.

Source IP Display the IP object profile selected for each rule.

QQ Account Pass Display the account name which is allowed to pass if the

selected QQ profile is enabled.

QQ Account Block

Display the account name which will be blocked if the
selected QQ profile is enabled.
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Apply

Click it to save and exit the dialog.

Cancel

Click it to discard the settings configured in this page.

How to create a QQ Filter profile
1.  Open Firewall>>Filter Setup and click the QQ Filter tab.

2. Simply click the Add bu

tton.

3. The following dialog will appear.

Praofile

Profile :
Y Enable
Time Profile :

Source IP

GG Account Pass :
G0 Account Elock

DrayTek

Mone e r.:._p"
Ay I
Test I
LA User_Gr... |

I

I

&

Lar_Llser_Gr...
Grp_marketing

& gjﬁ

4

S Mone

M apply Q3 Cancel

Available parameters are listed as follows:

ltem

Description

Profile

Type the name of the QQ filter profile.

Enable This Profile

Check the box to enable this profile.

Time Profile Use the drop down list to specify a time profile for such
profile.
You can click I':, to create another new time object profile.
Source IP Specify user profiles for such profile. Users within the

source IP will be filtered by Vigor router when such profile
is applied.

QQ Account Pass

Use the drop down list to specify a QQ account profile for
such profile. The select account will not be blocked by Vigor
router.

You can click I':, to create another new QQ account.

QQ Account Block

Use the drop down list to specify a QQ account profile for
such profile. The select account will be blocked by Vigor
router.
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Item Description

You can click I':, to create another new QQ account.

Apply Click it to save and exit the dialog.

Cancel Click it to discard the settings configured in this page.

4.  Enter all the settings and click Apply.
A new QQ filter profile has been added.

rirewall == rier >etup == uu riiter e )

IF Filter IPvE Filter | Application Filter | URLAWeb Categary Filter | QQ Filter | Default Paolicy

3 Add 2% Edit [ Delete &% Refresh @ MoveUp % Move Down  Gf Renarme Profile |
Profile Enable Time Profile Source IP Q0 Account Pass QO Account Block
DrayTek true MNone ANy MNone MNone

4.5.1.6 Default Policy

Default policy will be applied to all of the incoming packets, if IP Filter, Application Filter,
URL/Web Category Filter and QQ Filter are not suitable for the incoming packets.

Firewall > Filter Setup >> Default Policy >)
CODIGTI - | fod v IP Filter | IPv& Filter | Application Filter | URLWak Category Filter | Q@ Fiter | Default Policy
Quick Start Wizard
Online Status
Default Policy * |accapt "
Packet Inspection . () Disable (5)Enable
Packets Number = |3 v
Filter Setup
DoS Defense
MAC Block
Filter Counter
External Devices Note :
Product Registration 1. Default Palicy is applied to the path LAN-=WWAN direction only,
2 Micnahln Backat Incnnetinn can rdien csctom Inadine bt came filfore mas nad aors
B Apply @3 Cancel =
< b

Available parameters are listed as follows:

Item Description

Default Policy Pass — All of the incoming packets can pass through Vigor

router without any filtering.

Block — All of the incoming packets will be blocked except

the following rules.

® Pass DNS Query — Check the box to make the DNS
query passing through Vigor router’s firewall.

®  Pass Reply of Port Redirection /DMZ — Check the
box to make the outgoing packets processed by Port
Redirection/DMZ passing through Vigor router’s
firewall.

® Enable Syslog — Check the box to make related
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information for the blocked packets being recorded in
Syslog.

The above three policies also can be configured in
Firewall>>Filter Setup>>IP Filter/Application Filter.

Packet Inspection

Disable — No inspection will be performed.
Enable — Packet inspection will be performed.

Packets Number

If Packet Inspection is enabled, choose a packet number for
filtering. Available settings are from 4 to 16. For example,
“8” is selected as packet number setting. It means only the
former 8 packets will be filtered and inspected by Firewall
rule. Others are allowed to pass through without any
inspection.

Apply

Click it to save the configuration.

Cancel

Click it to discard the settings configured in this page.

After finished the above settings, click Apply to save the configuration.

45.2 DoS Defense

The DoS function helps to detect and mitigates DoS attacks. These include flooding-type
attacks and vulnerability attacks. Flooding-type attacks attempt to use up all your system's
resources while vulnerability attacks try to paralyze the system by offending the
vulnerabilities of the protocol or operation system.

4.5.2.1 Switch Rate Limit

Default interface profiles will be shown on the page.

Auto Logout | | Off

Quick Start Wizard
Online Status

Filter Setup

DoS Defense

MAC Block

External Devices
Product Registration

Firewall >> DoS Defense »> Switch Rate Limit

Switch Rate Limit System

Y& Edit
Interface
LAN_Part_1
LAN_Port_2
AN
WANZ
WANI
AN

Enable Ingre...  Rate Lirnit Broaticast Multicast Unicast Unknow Unic... Unknow Mult...  Filtering Rate
false
false

false

1

q

false -1
q

false 1
q

false

3

Choose one of the profiles and click Edit. You can modify the rate limit manually for each

interface profile.
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Switch Rate Limit =[x

Interface : LAM_Paort_1
w Port Rate Limit
Enable Ingress Rate Limit{All Packets)

Mhbps
v Storrn Filter

Broadcast (+) Enable (") Disable
Multicast : (*) Enahle (") Disable
Unicast : *) Enable () Disable
Unknow Unicast : (+) Enable () Disable
Unknow Multicast : (+) Enable (") Disable
Filtering Rate : -1 Mhps

=1 Apply & Cancel

Available parameters are listed as follows:

Item Description
Interface Display the interface selected.
Port Rate Limit Enable Ingress Rate Limit (All Packets) — Check the box

to make all packets will be limited by the rate limit.
Rate Limit — The default setting is “-1”. It means no limit.

Storm Filter Broadcast - Click Enable to block the packets attacks
coming from broadcast storm.

Multicast - Click Enable to block the packets attacks
coming from multicast storm.

Unicast - Click Enable to block the packets attacks coming
from unicast storm.

Unknown Unicast —Click Enable to block the packets
attacks coming from unknown unicast storm.

Unknown Multicast - Click Enable to block the packets
attacks coming from unknown multicast storm.

Filtering Rate — Type a number (1~4096, unit is 64Kpbs)
required for filtering.

Apply Click it to save the configuration.

After finished the above settings, click Apply to save the configuration.

4.5.2.2 System

In the Firewall group, click the DOS Defense and click the tab of System. You will see the
following page. The DoS Defense Engine inspects each incoming packet against the attack
signature database. Any packet that may paralyze the host in the security zone is blocked.
The DoS Defense Engine also monitors traffic behavior. Any anomalous situation violating
the DoS configuration is reported and the attack is mitigated.
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Firewall >> DoS Defense >> System =

Auto Logout | | Off v

Quick Start Wizard
Online Status

Switch Rate Limit

Enable

System

Block SYN Flood Enable ‘e Disable

SYN Flood Threshold : 2000

PacketsiSecond

SYN Flood Timeout : 10

Block ICMP Flood : Enable ‘e Disable

Filter Setup

DoS Defense

MAC Block

ICMP Flood Threshold : 250

PacketsiSecond

ICMP Flood Timeout : 10

Block UDP Flood : Enable ‘e Disable

UDP Flood Threshold : 2000

PacketsiSecond

UDP Flood Timeout : 10

Block Port Scan Enable ‘e Disable

Port Scan Threshold : 2000

PacketsiSecond

Block IP Options Enable ‘® Disahle

External Devices
Product Registration

Block Land

Block SMURF

Enable ‘e Disable

Enable ' Disable

Block Trace Route Enable '@ Disable

Block SYN Fragment © Enahle '® Disahle

Available parameters are listed as follows:

ltem

Description

Enable

Check the box to enable this profile.

Block SYN Flood

Click Enable to activate the SYN flood defense function.

If the amount of TCP SYN packets from the Internet exceeds
the user-defined threshold value, the router will be forced to
randomly discard the subsequent TCP SYN packets within
the user-defined timeout period.

SYN Flood Threshold

The default setting for threshold is 2000 packets per second.

SYN Flood Timeout

The default setting for timeout is 10 seconds.

Block ICMP Flood

Click Enable to activate the ICMP flood defense function.

If the amount of ICMP echo requests from the Internet
exceeds the user-defined threshold value, the router will
discard the subsequent echo requests within the user-defined
timeout period.

ICMP Flood Threshold

The default setting for threshold is 250 packets per second.

ICMP Flood Timeout

The default setting for timeout is 10 seconds.

Block UDP Flood

Click Enable to activate the UDP flood defense function.

If the amount of UDP packets from the Internet exceeds the
user-defined threshold value, the router will be forced to
randomly discard the subsequent UDP packets within the
user-defined timeout period.

UDP Flood Threshold

The default setting for threshold is 2000 packets per second.

UDP Flood Timeout

The default setting for timeout is 10 seconds.

Block Port Scan

Click Enable to activate the Port Scan detection function.

Port scan sends packets with different port numbers to find
available services, which respond. The router will identify it
and report a warning message if the port scanning rate in
packets per second exceeds the user-defined threshold value.
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ltem

Description

Port Scan Threshold

The default threshold is 2000 pps (packets per second).

Block IP Options

Click Enable to activate the Block IP options function. The
router will ignore any IP packets with IP option field
appearing in the datagram header.

Block Land Click Enable to activate the Block Land function. A Land
attack occurs when an attacker sends spoofed SYN packets
with identical source address, destination addresses and port
number as those of the victim.

Block SMURF Click Enable to activate the Block Smurf function. The

router will reject any ICMP echo request destined for the
broadcast address.

Block Trace Route

Click Enable to activate the Block Trace Route function.

Block SYN Fragment

Click Enable to activate the Block SYN fragment function.
Any packets having the SYN flag and fragmented bit sets
will be dropped.

Block Fraggle

Click Enable to activate the Block fraggle Attack function.
Any broadcast UDP packets received from the Internet are
blocked.

Block Tear Drop

Click Enable to activate the Block Tear Drop function. This
attack involves the perpetrator sending overlapping packets
to the target hosts so that target host will hang once they
re-construct the packets. The routers will block any packets
resembling this attacking activity.

Block Ping of Death

Click Enable to activate the Block Ping of Death function.
Many machines may crash when receiving an ICMP
datagram that exceeds the maximum length. The router will
block any fragmented ICMP packets with a length greater
than 1024 octets.

Block ICMP Fragment

Click Enable to activate the Block ICMP fragment function.
Any ICMP packets with fragmented bit sets are dropped.

Block Unknown

Click Enable to activate the Block Unknown Protocol

Protocol function. The router will block any packets with unknown
protocol types.

Apply Click it to save the configuration.

Cancel Click it to discard the settings configured in this page.

After finished the above settings, click Apply to save the configuration.
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4.5.3 MAC Block

MAC Block allows you to set lots of proprietary MAC Address. Packets will be dropped if
the source or destination MAC Address of packets is matched with these assigned MAC
Addresses. The advantage of MAC Block is that it can filter some unnecessary packets or
attacking packets on LAN network.

Firewall >> MAC Block 2]
Auto Logout - | aif ” MAG Black
Quick Start Wizard P - —
Add Edit Delete (f Rename 5 Refresh Profile Mumber Limit: 100
Online Status =4 A o tb i
Profile Enahle MAC Address
Mo iterns to show

Filter Setup

DoS Defense

MAC Block

Filter Counter

External Devices
Product Registration

< >

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Rename Allow to modify the selected profile name.

Refresh Renew current web page.

Profile Number Limit Display the total number of the object profiles to be created.

Profile Display the name of the profile.

Enable Display the status of the profile. False means disabled; True
means enabled.

MAC Address Display the MAC address for such profile.

How to create a new MAC Block profile
1. Open Firewall>>MAC Block.

2. Simply click the Add button.

3. The following dialog will appear.

Vigor300B Series User’s Guide 161



MAC Block -2

Profile : mB_1
< Enable
MAC Address : 00:50:7F:CABE:9D|

=1 apply & Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name which can briefly describe the reason of the
MAC block of such profile.

Enable Check the box to enable this profile.

MAC Address Type the MAC address which will be blocked by the system
for such profile.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

Enter all the settings and click Apply.
A new MAC Block profile has been created.
Firewall >> MAC Block
MAC Block

Ty add & Edit  [[]] Delete 5 Refresh G Rename

Profile Enable
MBE_1 true
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4 5.4 Filter Counter

Such page will display log or status for firewall group, rule information for IP Filter, IPv6
Filter, Application Filter and URL/Web Category Filter.

Simply click the tab of IP Filter, IPv6 Filter, Application Filter or URL/Web Category Filter
to get the status for each filter.

Firewall => Filter Counter >> IP Filter )
Auto Logout - | off 4 IF Filter || IPv& Filter | Application Filter | URLMeh Category Filter
Qul_ck Start Wizard & Refresh
Online Status
Search S Search S Search S| Search =
Group Rule Counter Clear
Mo iterns to show.
Filter Setup
DoS Defense
MAC Block
Filter Counter
External Devices
Product Registration
v
< b4

If there is no data (counter number is “0”) for certain rule displayed on such page, that means
such rule might be configured wrong or blocked by other rules. Then the administrator or the
user can adjust the filter to meet his request.
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4.6 Objects Setting

Vigor300B allows users to set different filter profiles based on IP, service type, keyword, file
extension, instant message application, P2P application, protocol application, web category,
QQ application, time setting, SMS service, mail service and notification. These objects
setting profiles can be applied in Firewall.

Objects Setting

IP Object

IP Group

IPvis Object

MAC /Vendor Ohject
Country Object
Service Type Object
Service Type Group
Keyword ! DNS Object
File Extension Object
APP Object

Weh Category Ohject
QQ Object

Q0 Group

Time Ohject

Time Group

SMS Service Ohject
Mail Service Ohject
Hotification Object
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4.6.1 IP Object

For IPs in a limited range usually will be applied in configuring router’s settings, we can
define them with objects and bind them with groups for using conveniently. Later, we can
select that object/group that can apply it. For example, all the IPs in the same department can
be defined with an IP object (a range of IP address).

This page allows you to specify certain IP address, range of IP addresses or subnet mask as
an object which will be applied in Firewall.

Objects Setting >> IP Ohject @
farto Logout | off b IP Object

Ty Add £ Edit [j Delete 5 Refresh Profile Murnber Lirnit © 500

| PObject | el

Address Type Start IP Address End IP Address Subnet Mask

IP Group

IPv6 Object

MAC ! Vendor Object
Country Object
Service Type Object
Senvice Type Group
Keyword ! DNS Object
File Extension Ohject
APP Object

‘Weh Category Object
QG Object

QO Group

Time Object

Time Group

SMS Service Object
Mail Service Object
Haotification Object

Mo items to show.

Each item will be explained as follows:

Item Description

Add Add a new profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit

Display the total number (256) of the object profiles to be
created.

Profile

Display the name of the profile.

Address Type

Display the address type (single, range or subnet) for such
profile.

Start IP Address

Display the IP address of the starting point for such profile.

End IP Address

Display the IP address of the ending point for such profile.

It will be joined with Start IP Address only when you
choose Range as the Address Type.

Subnet Mask

Display the subnet mask for such profile.
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How to create a new IP object profile
1.  Open Objects Setting>>IP Object.

2. Simply click the Add button.

3. The following dialog will appear.

IP Ohject —|[3¢
Profile : |IP_ohbject_1
Address Type : Suhnet e

Start IP Address @ 192.163.1.73
Subnet Mask : 2552552550124 -

= apply @ Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of such profile.

Address Type Choose the address type (Single / Range /Subnet) for such
profile.

Range w

Single
Fange
Subnet

Start IP Address Type the IP address of the starting point for such profile.

End IP Address Type the IP address of the ending point for such profile if
you choose Range as Address Type.

Subnet Mask Use the drop down list to choose the subnet mask for such
profile if you choose Subnet as Address Type.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

4.  Enter all the settings and click Apply.
A new IP object profile has been created.
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4.6.2 IP Group

To manage conveniently, several IP object profiles can be grouped under a group. Different
IP group can contain different IP object profiles.

Objects Setting == IP Group @
Auto Logout © | Off P Group
@y Add £ Edit ] Delete 5 Refresh Prafile Mumber Limit: 32
1P Object Group Name Description Objects
IPvis Object
MAC f\Wendor Object
Country Object
Service Type Object

Service Type Group
Keyword | DNS Object
File Extension Object
APP Object

Weh Category Object
Q0 Object

Q0 Group

Time Object

Time Group

SMS Service Object
Mail Service Object
Notification Object

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit Display the total number (32) of the object profiles to be
created.

Group Name Display the name of the object group.

Description Display the description for such profile.

Objects Display the object profiles grouped under such group.
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How to create a new IP group profile
1.  Open Objects Setting>>IP Group.

2. Simply click the Add button.

3. The following dialog will appear.

IP Group -3¢

Group Name : |P_Group_1

Description ©  Group for sales (Cptionaly

Ohjects : IF_ohbject_1 w |

M apply 9 Cancel

Available parameters are listed as follows:

Item Description

Group Name Type the name of the object group. The number of the
characters allowed to be typed here is 10.

Description Make a brief explanation for such profile if the group name
is set not clearly.

Objects Use the drop down list to check the IP object profiles under
such group.

All the available IP objects that you have added on Objects
Setting>>1P Object will be seen here.

. W .
To clear the selected one, click to remove current object

selections.
Apply Click it to save the configuration.
Cancel Click it to exit the dialog without saving anything.

4.  Enter all the settings and click Apply.

5. Anew IP Group profile has been created.
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4.6.3 IPv6 Object

You can set up to 200 sets of IPv6 Objects with different conditions.

Objects Setting >> IPv6 Object a

Auto Logout © | off

IPvE Ohject

©y Add £ Edit [j] Delete 5 Refresh Frofile Mumber Limit: 200

IP Object

IP Group

MAC /Vendor Object
Country Object
Service Type Object
Service Type Group
Keyword | DNS Ohject
File Extension Object
APP Ohject

Weh Category Object
QQ Object

QQ Group

Time Object

Time Group

SMS Service Object
Mail Service Object
Notification Object

Address Type Address Pool

Mo iterms to show.

Each item will be explained as follows:

Item Description

Add Add a new profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh

Renew current web page.

Profile Number Limit

Display the total number (200) of the object profiles to be
created.

Profile

Display the name of the object.

Address Type

Display the address type of the object.

Address Pool

Display the IP address/ IP range /subnet of the object.

How to create a new IPv6 Object profile
1.  Open Objects Setting>>IPv6 Object.
2. Simply click the Add button.
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3.

The following dialog will appear.
IPvi Object —|[x

Profile : Cloud
Address Type : | List v
T3 add [B) save Profile Mumber Limit : 32

Tag T IP

Address Pool : Mo items to show,

El apply @ Cancel

Available parameters are listed as follows:

Item Description
Profile Type the name of the object.
Address Type There are three types:

List — Allow to specify IP address.
Range — Allow to specify a range of IP addresses.
Subnet — Allow to specify subnet mask.

Address Pool This field allows you to type IP address, specify Tag number
and type subnet mask based on IPv6 protocol.

Tag is an optional field only used for user to distinguish the
name/usage of the defined address.

Apply Click it to save the configuration.

Cancel Click it to exit the dialog without saving anything.

Enter all of the settings and click Apply.
A new IPv6 Object profile has been created.
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4.6.4 MAC/Vendor Object

MAC/Vendor object profile can determine which MAC address of vendor shall be blocked
by the Vigor router’s Firewall.

Auto Logout | | oOf

IP Object
IP Group
IPv6 Ohject
Country Ohject
Service Type Object
Service Type Group
Keyword / DNS Object
File Extension Object
APP Object
Weh Category Object
QQ Object
QQ Group
Time Object
Time Group
SMS Service Object
Mail Service Object
Motification Object

Ohjects Setting >> MAC ! Vendor Object &

MAC fWendor Object

£y Add 3£ Edit [fjj Delete ¢ Refresh Prafile Murnber Limit: 32

Profile

MAC Address \fendor

Mo items to show.

Each item will be explained as follows:

Item Description

Add Add a new profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

How to create a new MAC / Vendor profile
1.  Open Objects Setting>> MAC / Vendor Object.
2. Simply click the Add button.

3. The following dialog will appear.
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MAC /Vendor Object -

Profile : test111
T add [B] save Frofile Mumber Limit: 16
Mac Address Mask

MAC Address :| gabhiceiddienag FF:FF:FF:FF:FF:FF/43 v |

& Edit

Yendor :

1
1 apply @ Cancel

Available parameters are listed as follows:

Item Description
Profile Type a name for such profile.
MAC Address Click Add to have the fields of MAC Address and Mask.

Type the address with the correct format (will be shown
automatically when the mouse cursor is on it). Choose a
suitable mask selection.

Apply Click it to save the configuration.

Vendor Edit — Click it to open a table of vendor list. Check the
one(s) you want. The names for selected vendors will be
shown later.

Cancel Click it to exit the dialog without saving anything.

4.  Enter all of the settings and click Apply.
5. A new MAC/Vendor Obiject profile has been created.
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4.6.5 Country Object

To country object profile can determine which country/countries shall be blocked by the
Vigor router’s Firewall.

Objects Setting >> Country Object @
Auto Logout : | off ks Country Object
Ty Add € Edit [[] Delete p Help 5 Refresh Prafile Murnber Lirnit: 32
1P Object Profile Courtries
IP Group Mo iterns to show
IPv6 Ohject
MAC /Vendor Object
Country Object
Service Type Ohject

Service Type Group
Keyword / DNS Object
File Extension Object
APP Object

Web Category Object
QQ Object

QQ Group

Time Ohject

Time Group

SMS Service Object
Mail Service Object
Notification Object

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

How to create a new Country Object profile
6.  Open Obijects Setting>>Country Object.

7. Simply click the Add button.

8.  The following dialog will appear.
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Country Ohject

Profile :

Countries :

Mote :

Code Country

Al

A2
AP
AF
And
AL
BH
BD
BT

Anonymous Proxy
Satellite Provider
AsialPacific Region
Afghanistan
Armenia
Azerbaijan

Bahrain
Bangladesh
Bhutan

A profile at most containg 15 countries.

Available parameters are listed as follows:

Continent
[TE

Tl

Asia

ml

Asia
Azia
Aszia
Asia
Asia
Asia

BN apply @ Cancel

Item Description

Profile Type a name for such profile.

Countries Check the box(es) for the country/countries to be blocked by
Firewall.

Apply Click it to save the configuration.

Cancel Click it to exit the dialog without saving anything.

9.  Enter all of the settings and click Apply.

10. A new Country Object profile has been created.
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4.6.6 Service Type Object

TCP and UDP service with specified port range can be saved with different service type
object profiles. Later, it can be applied to Firewall as a filter rule.

In default, common used service type object profiles have been created in this page.

Ohjects Setting == Service Type Object 2]

Auto Logout - | off hd Sewice Type Ohject

Ty Add € Edit [ Delete % Refresh Profile Murnber Lirnit : 96
P Object Profile Protocol Source Port Start  Source Port End  Destination Port... Destination Port ...
1P Group 1 AUTH TCP 1 B5535 113 113
1Pv6 Object 2 BGP TCP 1 65535 1749 179
MAC J Vendor Object 3 BOOTPCLIENT UDP 1 65535 68 B8
Country Object 4 BOOTPSERVER Uop 1 65535 67 67
5 CU_SEEME_HI TCPUDP 1 65535 24032 24032
Senvice Type Group B CU_SEEME_LO TCRUDP 1 65535 THAS 7648
Keyword / DNS Object 7 DMNS TCPUDP 1 65535 53 53
File Extension Object 8 FINGER TCP 1 65535 79 79
APP Object 9 FTFP TCP 1 65535 20 21
Web Category Object 10 H_323 TCP 1 BE535 1720 1720
Q0 Ohject 11 HTTP TCP 1 65535 an a0
Q0 Group 12 HTTPS TCP 1 BE535 443 443
Time Ohject 13 IKE UDP 1 B5535 500 500
Time Group 14 |RC TCRUDP 1 B5535 BEET BBET
SMS Service Object 15 LITP Upp 1 65535 17m 170
Mail Service Object 16 MEWS TCP 1 BE535 144 144
Notification Object 17 MNFS Upp 1 65535 2049 2049
18 NMNTP TCP 1 BE535 114 114
19 PING ICMP 1 B5535 1 65535
Each item will be explained as follows:
Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit Display the total number (96) of the object profiles to be
created.

Profile Display the name of the service type object profile.

Protocol Display the protocol selected for such profile.

Source Port Start Display the starting source port for such profile.

Source Port End Display the ending source port for such profile.

Destination Port Start Display the starting destination port for such profile.

Destination Port End Display the ending destination port for such profile.

How to create a new service type object profile
1.  Open Objects Setting>> Service Type Object.
2. Simply click the Add button.
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3. The following dialog will appear.

CLHrOTile OOl Chollice Foll STall o Soliice Fold Fndad dallbic
Service Type Object = |3 |
Profile : Cithers
Protocol : TCP w
Source Port Start : 1 I
Source Port End : G3035

Destination Port Start @ 1

Destination Port End ;53335

ﬂ Ay 1.3 Cancel

Available parameters are listed as follows:

Item Description

Profile Type a name for such profile. The number of the characters
allowed to be typed here is 10.

Protocol Specify one of the protocols for such profile.

Source Port Start It is available for TCP/UDP protocol. It can be ignored for
ICMP.
Type a port number (0 — 65535) as the starting source port.

Source Port End It is available for TCP/UDP protocol. It can be ignored for
ICMP. Type a port number (0 — 65535) as the ending source
port.

Destination Port It is available for TCP/UDP protocol. It can be ignored for

Start ICMP.
Type a port number (0 — 65535) as the starting destination
port.

Destination Port It is available for TCP/UDP protocol. It can be ignored for

End ICMP. Type a port number (0 — 65535) as the ending
destination port.

Apply Click it to save the configuration.

Cancel Click it to exit the dialog without saving anything.

4.  Enter all the settings and click Apply.
A new Service Type Object profile has been created.
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4.6.7 Service Type Group
This page allows you to bind several service types into one group.

To manage conveniently, several service type profiles can be grouped under a service type
group. Different service type group can contain different service type profiles.

Objects Setting >> Service Type Group &)

Auto Logout © | off o Service Type Group

@y Add £ Edit [fj] Delete 5 Refresh Frofile Mumber Limit: 32

1P Olject Group Name Description Objects

IP Group Mo iterns to show.
IPvG Object

MAC / Vendor Object
Country Ohject
Sernvice Type Object
Keyword / DNS Object
File Extension Object
APP Object

Weh Category Ohject
00 Object

QQ Group

Time Object

Time Group

SMS Service Object
Mail Service Object
Notification Object

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit Display the total number (32) of the object profiles to be
created.

Group Name Display the name of the service type group.

Description Display the description for such profile.

Objects Display the service type object profiles grouped under such
group.
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How to create a new service type group profile
1. Open Objects Setting>> Service Type Group.

2. Simply click the Add button.

3. The following dialog will appear.

Service Type Group =

Group Hame : Cross_Dept

Description :  Used for departments Cptional

Ohjects : ALUTH w

E Apply 1.3 Cancel

Available parameters are listed as follows:

Item Description

Group Name Type the name of the service type object group. The number
of the characters allowed to be typed here is 10.

Description Type some words to describe such group.

Objects Use the drop down list to check the service type object

profiles under such group.

All the available service type objects that you have added on
Objects Setting>>Service Type Object will be seen here.

. W .
To clear the selected one, click to remove current object

selections.
Apply Click it to save the configuration.
Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.

5. A new Service Type Group profile has been created.
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4.6.8 Keyword /DNS Object

4.6.8.1 Keyword Object

Keyword can be set as a filter rule to be applied in Firewall. Vigor300B allows users to set
keyword profile with several keywords. Even, it allows users to group several keyword
profiles within a keyword group.

Objects Setting »> Keyword / DNS Object »> Keyword Object 2)

Auto Logout . off 2

Keyword Ohject | DRS Object

Dy Add )& Edit [fj] Delete 5 Refresh Profile Mumber Limit: 100

IP Object

1P Group

IPv6 Object

MAC / Vendor Object
Country Object
Senvice Type Object
Senvice Type Group
File Extension Object £
APP Ohject

Weh Category Object
QQ Object

Q0 Group

Time Object

Time Group

SMS Service Object
Mail Service Object
Notification Object

Member

Mo items o shove.

Each item will be explained as follows:

Item Description

Add Add a new profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh

Renew current web page.

Profile Number Limit

Display the total number (100) of the object profiles to be
created.

Profile

Display the name of the keyword object profile.

Member

Display the words specified in such profile.
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How to create a new keyword object profile
1.  Open Objects Setting>> Keyword /DNS Object.
2. Simply click the Add button.

3. The following dialog will appear.

Keyword Object -|%

Profile : KO_1|
@ add 5] save Prafile Murmber Limnit: 64

Member Table

Member Table : Mo iterms to show.

Note :
1. The maximum length allowed in a keyword member is 60.
2. %ou may use 'hlank' character to separate each keyword in a keyword member.

B Apply & Cancel

Available parameters are listed as follows:

Item Description
Profile Type the name of the Keyword Object.
Member Type the content for such profile. For example, type

gambling as Contents. When you browse the webpage, the
page with gambling information will be watched out and be
passed/blocked based on the configuration on Firewall
settings.

Add - Type the word in the box of Member and click this
button to add the new word as keyword object.

Save — Click it to save the setting.

W _ click the icon to remove the selected entry.

Apply Click it to save the configuration.

Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.

5. A new Keyword Object profile has been created.
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4.6.8.2 DNS Object

DNS can be set as a filter rule to be applied in Firewall.

Ohjects Setting >> Keyword / DNS Object >> DNS Object @
Auto Logout - |off -/ Keyword Object | DNS Object
T Add Y€ Edit (] Delete % Refresh Prafile Murnber Lirit: 100

IP Object
IP Group
IPvG Object
MAC /Vendor Object
Country Object
Service Type Object
Service Type Group
File Extension Object =
APP Object
Weh Category Ohject
Q0 Object
QQ Group
Time Object
Time Group
SMS Service Object
Mail Service Object
Naotification Object

Member Table

Mo items to show.

Each item will be explained as follows:

Item Description

Add Add a new profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit

Display the total number (100) of the object profiles to be
created.

Profile

Display the name of the DNS object profile.

Member Table

Display the words specified in such profile.

How to create a new DNS Object profile
1.  Open Obijects Setting>> DNS Object.

2. Simply click the Add button.

3. The following dialog will appear.
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DNS Object =%

Profile : DMS_Obj
 add B save Profile Mumber Limit: 16
Member Table

Member Table : [wwiyw.0oogle.com iii

B spply & cancel

Available parameters are listed as follows:

Item Description
Profile Type the name of the DNS object profile.
Member Table Type the domain name of the DNS that you want to filter.

Add - Type the word in the box of Member and click this
button to add the new word as DNS object.

Save — Click it to save the setting.

W _ click the icon to remove the selected entry.

Apply Click it to save the configuration.

Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all of the settings and click Apply.

5. A new DNS Object profile has been created.
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4.6.9 File Extension Object

This page allows you to set file extension profiles which will be applied in Firewall. All the
files with the extension names specified in these profiles will be processed according to the

chosen action.

Ohjects Setting >> File Extension Object @
Auto Logout - |off File Extension Object
O3 Add & Edit [fj] Delete 4% Refresh Frofile Murnber Limit: 8
Profile Image Video Audio Java ActiveX Compression Execution

IP Ohject
IP Group
1Pvii Object
MAC Vfendor Object
Country Object
Service Type Object
Service Type Group
Keyword / DNS Object
APP Object
Weh Category Object
QQ Object
0QQ Group
Time Object
Time Group
SMS Service Object
Mail Service Object
Naotification Object

Mo iterns to show.

Each item will be explained as follows:

Item Description

Add Add a new profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit

Display the total number (8) of the object profiles to be
created.

Profile Display the name of the profile.

Image Display the selected file extension of image.
Video Display the selected file extension of video.
Audio Display the selected file extension of audio.
Java Display the selected file extension of java.
ActiveX Display the selected file extension of activeX.

Compression

Display the selected file extension of compression.

Execution

Display the selected file extension of execution.
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How to create a new file extension object profile
1. Open Objects Setting>>File Extension Object.
2. Simply click the Add button.

3. The following dialog will appear.

ik FEE YN 1§ e ML GBI it R E ST
File Extension Object = |
Profile : File_Ext_1
Image : bmp, dih w
Video : oy, mMpe, mped, mp s
Audio au,.mp3, .mia w
Java tlass, jad w
ActiveX Aalx aph, axs w
Compression ;| .ace "
Execition : .exe, .inf, .pif w

M apply &3 Cancel

Available parameters are listed as follows:

Item Description
Profile Type the name of the File Extension Object group..
Image Several file extensions for Image offered for you to choose.

Use the drop down list to check the box (es) to select the file
extension you need.

Video Several file extensions for Video offered for you to choose.
Use the drop down list to check the box (es) to select the file
extension you need.

Audio Several file extensions for Audio offered for you to choose.
Use the drop down list to check the box (es) to select the file
extension you need.

Java Several file extensions for Java offered for you to choose.
Use the drop down list to check the box (es) to select the file
extension you need.

ActiveX Several file extensions for ActiveX offered for you to
choose. Use the drop down list to check the box (es) to select
the file extension you need.

Compression Several file extensions for compression offered for you to
choose. Use the drop down list to check the box (es) to select
the file extension you need.

Execution Several file extensions for execution offered for you to
choose. Use the drop down list to check the box (es) to select
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the file extension you need.

Apply

Click it to save the configuration.

Cancel

Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.

5. A new File Extension Object profile has been created.

4.6.10 APP Object

The IM, P2P, Protocol and Others types can be integrated as an APP object which can be
used in Firewall to block certain applications.

Ohjects Setting >» APP Object )
Auto Logout - | off AP Ohject APP Signature Uparae APP Support List
T Add Y Edit [i] Delete 5 Refresh Profile Mumber Limit - 32
Profile m p2p Protocol Others

1P Object
IP Group
1Pvs Object
MAC /Vendor Ohject
Country Ohject
Service Type Ohject
service Type Group
Keyword / DNS Object
File Extension Object
Weh Category Object
Q0 Ohject
Q0 Group
Time Object
Time Group
SMS Service Object
Mail Service Object
Motification Object

Mo items to show

Each item will be explained as follows:

Iltem

Description

APP Signature Upgrade

Click it to open System Maintenance>>APP Signature
Upgrade configuration page.

APP Support List

APP Support List will display all of the applications with
versions supported by Vigor router. They are separated with
types of IM, P2P, Protocol and Others. Each tab will bring
out different items with supported versions.

Below shows the items with versions which are categorized
under IM.

Add

Add a new profile.

Edit

Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete

Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh

Renew current web page.
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Profile Number Limit Display the total number (32) of the object profiles to be
created.

Profile Display the name of the IM object profile.

IM Display the IM application specified in such profile.

P2P Display the P2P specified in such profile.

Protocol Display the protocol specified in such profile.

Others Display other types specified in such profile.

How to create a new APP Object Profile

1.
2.
3.

The following dialog wi

Open Objects Setting>>APP Object.
Simply click the Add button.

Il appear.

Click IM to get the following page. People like to use Instant Message to
communication with friends on line just for fun or just because it is easy and

convenient. However, it
Therefore, a tool to bloc
company. IM object sett

might reduce the productivity of employees to a company.
k or limit the usage of IM application is important to a
ing lists all of the popular instant message application for you

to choose to block. Choose the one(s) you want to block and save as an IM Object
profile. Later, it can be applied to Firewall as a filter rule and reach the purpose of

block.
APFP Object =|[%
Profile :
1M F2PF Frotacol COthers === NONE ---- w0
v I Application - NONE - ¥
MEM MohileMSM Yahoo!M Al AIMBIT QCUTM
iMessage JabhernGoogleTalk GoogleChat Fire GaduGadu Paltalk
Gnext POCOPP36S AresChat Al Lava-Lava 1cuz
i5pa uc 1Ca BaiduHi Fetion LIME
v VoI - NONE ---- ¥
Skype Kubao Gizmo SIFIRTR TelTel TeamSpeak
RaidCall
~ Web IM (*=more than one address ) YWehiM URLs
edessenger  WehhSN meeho® eBuddy ILovalh* ICQ Java*®
G2 Flash® Qo 0wWY* Ihaha* gethessender  IWUnitive® Wablet*®
mahber* MEM2E0* Koollm MessagerF*  MessengerAdictigeb'’ahoolid

B Apply @ Cancel

Available parameters are listed as follows:

ltem

Description

Profile

Type the name of the IM object group. The number of the
characters allowed to be typed here is 10.
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IM Application Several IM applications offered for you to choose. Check the
one(s) you want to add for such profile.

WebIM It lists a package of IM application based on web page. You
may check the box to include all of them.

Apply Click it to save the configuration.

Cancel Click it to exit the dialog without saving the configuration.

Click P2P to get the following page. Vigor300B can block P2P application for users,
especially for the ones who always upload or download improper files to Internet.

P2P object setting lists all of the point to point application for you to choose to block.
Choose the one(s) you want to block and save as a P2P Object profile. Later, it can be
applied to Firewall as a filter rule and reach the purpose of block.

APP Object =z
Profile :

Ind P2P Frotacal Others - none ---- ¥

v (Other P2P Applications

SoulSeek eDonkey FastTrack QpenfFT Ghutella Qpentap

BitTorrent Hunlei Yagaa PP365 FOCO Clubbox

Ares erPeear Panda Huntmine Kuwa
Item Description
Other P2P Several P2P applications offered for you to choose. Check
Applications the one(s) you want to add for such profile.

Click Protocol to get the following page. Network services, e.g., DNS, FTP, HTTP,
POP3, for LAN users can be blocked by Vigor300B. Common services will be listed in
this function and can be selected to be blocked by the router.

APP Object | e

|
Profile : Signature Date ; 20150317

wersion ; 3.4.47861

I PP Frotocol Others ---- Nange —-- ")
v Protocol
DHE FTF HTTF IhdAFR IRC MMTP
POP3 ShiB SMTP SHMP 55H S55LTLS
TELMET MSSaL MySQL Oracle FostgreSaL Sybase
DBz Infarmix POFP3 STARTTLS SMTP STARTTLS IMAF STARTTLS
Item Description
Protocol Several protocols offered for you to choose. Check the one
(s) you want to add for such profile.
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Click Others to get the following page.

APP Object =
Profile :
1 P2P Protocol Others - FORE --—- v
v Tunneling - NONE - s
Socks4ra PGPMet HTTF Prosxy Tar WM SoftEther
M3 TEREDD Wjie/UraSurf Hamachi HTTP Tunnel Ping Tunnel Thin¥PH
RealTunnel DynaPass Lltray P Freell Shkyfire Hotspot Shield
v Streaming [T T — e
bt S RTSP TAnts PPStream PPTV FeiDian
UlSes MNEPlayer PCAST Tvkoo SopCast UDLivex
TWUPlayer htySee Joost FlashWideo SilverLight Slinghox
avaD
v Remaote Control e NORE - v
WIS Radmin SpyAnmawhere ShowhiyP C Loghieln Team'ie
Gogrok FemateControlPro Crossloop WindowsRDP poAmywhere Timbuktu
WindowsLiveSync Sharedview
v ifeh HD .
HTTP Upload Hiket SafeBox MS SkyDrive GDoc Uploader ADrive MyOtherDrive
Moz Boxhet Officelive DropBox Google Service iCloud
Item Description
Tunneling/ Several protocols offered for you to choose. Check the one

Streaming/Remote
Control/Web HD

(s) you want to add for such profile.

4.  Enter all of the settings and click Apply.

5. A new APP Obiject profile has been created.

4.6.11 Web Category Object

We all know that the content on the Internet just like other types of media may be
inappropriate sometimes. As a responsible parent or employer, you should protect those in
your trust against the hazards. With web category filtering service of the Vigor router, you
can protect your business from common primary threats, such as productivity, legal liability,
network and security threats. For parents, you can protect your children from viewing adult

websites or chat rooms.

WCF adopts the mechanism developed and offered by certain service provider. No matter
activating WCF feature or getting a new license for web content filter, you have to click
Activate URL to satisfy your request. Note that service provider matching with Vigor router
currently offers a period of time for trial version for users to experiment. If you want to
purchase a formal edition, simply contact with your DrayTek dealer.

Note 1: Web Content Filter (WCF) is not a built-in service of Vigor router but a service
powered by Commtouch. If you want to use such service (trial or formal edition), you
have to perform the procedure of activation first. For the service of formal edition,
please contact with your dealer/distributor for detailed information.

Note 2: Commtouch is merged by Cyren and GlobalView services will be continued to
deliver powerful cloud-based information security solutions! Refer to:
http://www.prnewswire.com/news-releases/commtouch-is-now-cyren-239025151.htmi
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\ Note 3: fragFINN service will be terminated from 2015.

4.6.11.1 Web Category Object

Ohjects Setting >> Weh Category Object >> Weh Category Object 2]

Auto Logout - | off Web Category Ohject | Content Filter License

£y Add 3£ Edit [f] Delete ¢ Refresh Prafile Mumnber Limit : 16

Profile Child Protection Leisure Business Chatting Computer Other
DrayTek_WCF Social Netwark:

IP Ohject

IP Group

1P Object

MAC Vfendor Object
Country Object
Service Type Object
Senvice Type Group
Keyword / DNS Object
File Extension Object
APP Object

QQ Object

QQ Group

Time Object

Time Group

SMS Service Object
Mail Service Object
Hotification Object

Each item will be explained as follows:

Item Description

Add Add a new profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit

Display the total number (16) of the object profiles to be
created.

Profile

Display the name of the object profile.

Child Protection

Display the items under certain category that you choose to
block for protecting the children.

Leisure Display the items under certain category that you choose to
block.

Business Display the items under certain category that you choose to
block.

Chatting Display the items under certain category that you choose to
block.

Computer Display the items under certain category that you choose to
block.

Other Display the items under certain category that you choose to
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Item Description
block.

How to create a new web category object profile

1.  Open Objects Setting>> Web Category Object and click the Web Category Object
tab.

2. Simply click the Add button.

3. The following dialog will appear.

Weh Category Object =
Profile : WCO_1 Test a site to verify whether it is categor
Category = MO8 - v
~ Child Protection - NONE - v
JIAleohal And Tobacco Criminal And Activity Garmbling Hate And Intolerance
lllegal Drug Mudity FPornography And Sexually explicit Yinlence
Weapons School Cheating Sex Education Tasteless

S Child Abuse Images
v Leisure s NONE v
Entertainment Games JISpots Travel Leisure And Recreation
Fashion And Beauty

v Business - NONE - v
Business Job Search  Yiweb Based Email

~ Chatting - NONE - v
Chat Instant Messaging

v Computer [ - — v
Anonymizers Forums And MNewsgroups Computers And Technology Diown sif
CHeamraine bodia fnd Diawenloacd s Dhirkinmo fAad Ceaad Dokl amcinae Ancd Dadale Cacial bl X

B apply &3 Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the web category object profile. The
number of the characters allowed to be typed here is 10.

Child Protection The web pages which are not suitable for children will be
classified into different categories. Simply check the one(s)
that you don’t want the children to visit.

Child Protection : |Alcohol-And-Tobaceo, € w
¥ Alcohal-And-Tohacco

Leisure : = i
| Criminal-And-Activity
Business . | Gambling
) o Hate-And-Intolerance
Chatting - llleal-Drug
Leisure Simply check the one(s) that you don’t want the user to visit.
Business Simply check the one(s) that you don’t want the user to visit.
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Chatting

Simply check the one(s) that you don’t want the user to use
for gossip with remote people.

Computer

Simply check the one(s) that you don’t want the user to visit.

Other

Simply check the one(s) that you don’t want the user to visit.

Apply

Click it to save the configuration.

Cancel

Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.

5. A new Web Category Object profile has been created.

4.6.11.2 Content Filter License

Move your mouse to the link of Activate URL and click it. The system will guide you to
access into MyVigor website.

Auto Logout © | Off v

IP Object

IP Group

Service Type Object
Service Type Group
Keyword Object

File Extension Object
IM Object

P2P Object
Protocol Object

QQ Object

Q0 Group

Time Object

Time Group

SMS Service Object
Mail Service Object
Notification Object

Objects Setting => Web Category Object >> Content Filter License

Web Category Object | Content Filter License

License :
Enable : dissbls

Info :

Serial Number :

Start Date :
Expire Date :

= Apply @ Cancel

After finishing the activation for the trial version of WCF, remember to purchase “Silver
Card” for WCF service from your DrayTek dealer or distributor.
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4.6.12 QQ Object

Note: This page is designed for Chinese IM "Tencent QQ" users (especially for China)
only. For people who do not use QQ, skip this section.

Objects Setting >> QO Object =)
Auto Lagout - |off X Q0 Objest
Dy Add & Edit [ Delete &5 Refresh Profile Mumber Limit: 100

1P Olbject Prafile id Description

1P Group 1 al all

IPvE Object

MAC / Vendor Object

Country Object

Senvice Type Object

Service Type Group
Keyword f DNS Object
File Extension Object
APP Object

Weh Category Ohject
Q0 Group

Time Object

Time Group

SMS Service Object
Mail Service Object
Hotification Object

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit Display the total number (16) of the object profiles to be
created.

Profile Display the name of the QQ object profile.

id Display the account name of the QQ object profile.

Description Display a brief explanation of the QQ object profile.

How to create a new QQ object profile
1.  Open Objects Setting>> QQ Object.
2. Simply click the Add button.
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3. The following dialog will appear.

| Q0 Object

Profile :

Description :

£
!
i
I

Shan_T

€ add [ save Profile Number Limit : 64
id
12345678 II‘[I
Office (Optional

H Apply Q Cancsl

Available parameters are listed as follows:

ltem

Description

Profile

Type the name of the QQ object profile. The number of the
characters allowed to be typed here is 10.

id

Create the account name for such QQ object profile.
Add — Click this button to add a new account.
Save — Click this button o save the new account.

m Click this button to remove the selected account.

Description

Type a brief explanation for the QQ object profile.

Apply

Click it to save the configuration.

Cancel

Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.

5. A new QQ Obiject profile has been created.
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4.6.13 QQ Group

This page allows you to group several QQ object profiles.

Objects Setting => QQ Group &
Auto Logout © |off Q0 Graup
@y Add £ Edit [f] Delete <5 Refresh Profile Mumber Limit © 18
P Object Group Name Description Objects
1P Group Mo iterns to shaw,

1Pv6 Object
MAC /Vendor Object
Country Object
Service Type Object
Service Type Group
Keyword / DNS Ohject
File Extension Ohject
APP Object
Weh Category Object
QQ Object
Time Object
Time Group
SMS Service Object
Mail Service Object
Matification Object

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit Display the total number (16) of the object profiles to be
created.

Group Name Display the name of the group.

Description Display the brief explanation for such group.

Objects Display the objects selected by such group.

How to create a new QQ group profile
1.  Open Objects Setting>> QQ Group.

2. Simply click the Add button.

3. The following dialog will appear.
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Q0 Group =X

Group Name : QQaccount_grp_1

Description :  For Marketing Onhy (Optional

Objects Shan_T v | X

H Apphy -:3 Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the time group. The number of the
characters allowed to be typed here is 10.

Description Make a brief explanation for such profile if the group name
is set not clearly.

Objects Use the drop down list to select the object profiles under
such group.

All the available objects that you have added on Objects
Setting>>QQ Object will be seen here.

. b4 .
To clear the selected one, click to remove current object

selections.
Apply Click it to save the configuration.
Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.
5. A new QQ group profile has been created.
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4.6.14 Time Object

You restrict Internet access to certain hours so that users can connect to the Internet only
during certain hours, say, business hours. The schedule is also applicable to other functions,

e.g., Firewall.
Ohjects Setting >> Time Object @
Auta Logout - | o Time Object
Ty Add & Edit [f) Delete 5 Refresh Profile Mumber Limit : 16
IP Object Profile Frequency Start Date  Start Time EndDate End Time \Weekdays
IP Group Moiterns to show.
IPv6 Object
MAC fVendor Object
Country Ohject
Service Type Object

Service Type Group
Keyword / DNS Object
File Extension Object
APP Object

Weh Category Object
GQ Object

Q0 Group

Titme Group

SMS Service Object
Mail Service Ohject
Haotification Object

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit Display the total number (16) of the object profiles to be
created.

Profile Display the name of the time object profile.

Frequency Display the duration (or period) of the time object profile.

Start Date Display the starting date of the time object profile.

Start Time Display the starting time of the time object profile.

End Date Display the ending date of the time object profile.

End Time Display the ending time of the time object profile.

Weekdays Display the frequency of such time object profile.

196 Vigor300B Series User's Guide



How to create a new time object profile

1.  Open Objects Setting>> Time Object.
2. Simply click the Add button.
3. The following dialog will appear.

Time Ohject

Profile :
Frequency

Start Time

End Time :

Weekdays :

Timeo_1

Weekdays b

Hour  Min Ser
0g | ¥ |03 b

Hour  Min Sec
23 ¥ |02 | w

Man, Tue, Wed b

M apply (3 Cancel

Available parameters are listed as follows:

ltem

Description

Profile

Type the name of the time object profile. The number of the
characters allowed to be typed here is 10.

Frequency

Specify how often (Weekdays or Once) the schedule will be
applied.

Start Date

Specify the starting date of the time object profile.

Start Time

Specify the starting time of the time object profile.

End Date

Specify the ending date of the time object profile.

End Time

Specify the ending time of the time object profile.

Weekdays

Specify which days in one week should perform the
schedule.

Chi e . (LRI EEN]

Weekdays : Tue, Wed w

Mon
Tue
Wied
Thu
Fri
Sat
Sun

1I0O0RFEO
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Apply Click it to save the configuration.

Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.
5. A new Time Object profile has been created.

4.6.15 Time Group

This page allows you to group several time object profiles.

Objects Setting >> Time Group )
Auto Logout © |off Time Group
3 Add ) Edit ([ Delete &% Refresh Profile Mumber Limit: 8
Group Name Description Objects

IP Object Mo iterns to show.

IP Group

IPv Object

Country Object

Service Type Object

Senvice Type Group
Keyword / DNS Object
File Extension Object
APP Object

Weh Category Object
QQ Object

Q0 Group

Time Object

SMS Service Object
Mail Service Object
Notification Object

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit Display the total number (8) of the object profiles to be
created.

Group Name Display the name of the group.

Description Display the brief explanation for such group.

Objects Display the time objects selected by such group.
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How to create a new time group profile
1.  Open Obijects Setting>> Time Group.

2. Simply click the Add button.

3. The following dialog will appear.

Time Group - ||

Group Name : TimeGrp_1

Description :  For Markst anly (Optional

Objects : iNight v [ X

E Apphy -.3 Cancel

T

Available parameters are listed as follows:

Item Description

Profile Type the name of the time group. The number of the
characters allowed to be typed here is 10.

Description Make a brief explanation for such profile if the group name
is set not clearly.

Objects Use the drop down list to check the time object profiles
under such group.

All the available time objects that you have added on
Objects Setting>>Time Object will be seen here.

Apply Click it to save the configuration.

Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.
A new time group profile has been created.
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4.6.16 SMS Service Object

This page allows you to set ten profiles which will be applied in Application>>SMS/Mail

Alert Service.

Objects Setting >> SMS Service Object @

Auto Logout : | Gff

D3 Add & Edit [ Delete 5 Refresh
Profile

IP Ohject

IP Group

1Py Object

MAC /Vendor Object
Country Object
Service Type Object
Service Type Group
Keyword / DNS Object
File Extension Object
APP Object

‘Web Category Object
QQ Object

QQ Group

Time Object

Time Group

Mail Service Object
Maotification Object

SMS Service Object

Prafile Murmber Limit: 10
Enable SMS Service Pro... Username Quota Interval(s)

Mo items to shove.

Each item will be explained as follows:

Item Description

Add Add a new profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
profile.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit

Display the total number (8) of the object profiles to be
created.

Profile

Display the name of the profile.

Enable

Display the status of the profile. False means disabled; True
means enabled.

SMS Service Provider

Display the service provider which offers SMS service.

Username Display the user name that the sender can use to register to
selected SMS provider.

Quota Display the number of the credit that you purchase from the
service provider

Interval(s) Display the time interval for sending the SMS.
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How to create a new SMS service profile
1. Open Obijects Setting>> SMS Service Object.
2. Simply click the Add button.

3. The following dialog will appear.

! SMS Service Object

Profile :

+ | Enable

-){.

Line_down

SIS Service Provider : | kotems.com.tw ¥

Username :
Password ;
Quota :

Interval(s) :

line1

10

2

ﬂ Apphy {3 Cancel

Available parameters are listed as follows:

Item Description

Profile Type a name for such SMS profile. The maximum length of
the name you can set is 20 characters.

Enable Check this box to enable such profile.

SMS Service Use the drop down list to specify the service provider which

Provider offers SMS service.

Username Type a user name that the sender can use to register to
selected SMS provider.
The maximum length of the name you can set is 31
characters.

Password Type a password that the sender can use to register to
selected SMS provider.
The maximum length of the password you can set is 31
characters.

Quota Type the number of the credit that you purchase from the
service provider chosen above.
Note that one credit equals to one SMS text message on the
standard route.

Interval(s) To avoid quota being exhausted soon, type time interval for
sending the SMS.

Apply Click it to save the configuration.
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Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.
5. Anew SMS object profile has been created.

4.6.17 Mail Service Object

This page allows you to set ten profiles which will be applied in Application>>SMS/Mail
Alert Service.

Ohjects Setting >> Mail Service Object 2]
Auto Logout © | off Wail Service Ohject
Ty Add € Edit [] Delete &b Refrash Profile Murnber Lirnit: 10
P Object Profile Enable Mail From SMTP Port SMTP Server SSLITLS Authenticati... User Name
IP Group Moitems to show.
IPvi Object
MAC ! Vendor Object
Country Object
Service Type Object

Service Type Group
Keyword / DNS Object
File Extension Object
APP Object

Weh Category Object
Q0 Object

Q0 Group

Time Object

Time Group

SMS Service Object

Mail Service Object

Hotification Object

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
profile.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit Display the total number (8) of the object profiles to be
created.

Profile Display the name of the profile.

Enable Display the status of the profile. False means disabled; True
means enabled.

Mail From Display the mail address of the sender.

SMTP Port Display the port number used for the SMTP service.

SMTP Server Display the IP address of the SMTP Server
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ltem

Description

SSL/TLS

Display the status of SSL/TLS service.

Authentication

Enable means such profile must be authenticated by the
server.

Disable means such profile will not be authenticated by the
server.

User Name

Display the name used for authentication.

How to create a new mail service profile

1.  Open Objects Setting>> Mail Service Object.
2. Simply click the Add button.
3. The following dialog will appear.

Mail Service Object

Profile :
¥/Enable
Mail From:
SMTP Port :
SMTP Server :
SSLTLS :
Athentication
User Name :
User Password :

Mail_Rotify

carrie@draytek.com

25

192.1658.1.98
{+iEnable () Disable
(=)Enable () Disable

john

M Apply 3 Cancel

Available parameters are listed as follows:

Item Description

Profile Type a name for such SMS profile. The maximum length of
the name you can set is 20 characters.

Enable Check this box to enable such profile.

Mail From Type the e-mail address of the sender.

SMTP Port Type the port number for SMTP server.

SMTP Server Type the IP address of the mail server.

SSL/TLS Click the Enable button to enable service.

Authentication

The mail server must be authenticated with the correct
username and password to have the right of sending message
out. Click the Enable button to enable the function.

User Name — Type a name for authentication. The
maximum length of the name you can set is 31 characters.
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User Password — Type a password for authentication. The
maximum length of the password you can set is 31

characters.
Apply Click it to save the configuration.
Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.

5. A new mail service object profile has been created.

4.6.18 Notification Object

This page allows you to set ten profiles which will be applied in Application>>SMS/Mail
Alert Service.

4.6.18.1 Notification Object

Ohbjects Setting >> Natification Object >> Notification Object @
Auto Logout - | o & Notification Obiect | Advanced Sefting
©y Add £ Edit [fj Delete &% Refresh Profile Mumber Limit: 10

1P Object Profile WAN Dis... WAN Re Temper Router R... CPUUsage Memory... TX Usage RXUsage Syslog

1P Group Mo items to show,
IPvG Object

MAC /Vendor Object
Country Object
Service Type Object
Service Type Group
Keyword / DNS Object
File Extension Object
APP Object

Web Category Object
QQ Object

QQ Group

Time Ohject

Time Group

SMS Service Object
Mail Service Object

Naotification Object

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
profile.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit Display the total number (8) of the object profiles to be
created.

Profile Display the name of the profile.

WAN Disconnection Display if such function is enabled or disabled.
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Item Description

WAN Reconnection Display if such function is enabled or disabled.
VPN Disconnection Display if such function is enabled or disabled.
VPN Reconnection Display if such function is enabled or disabled.
Temperature Display if such function is enabled or disabled.
Router Reboot Display if such function is enabled or disabled.
Syslog Display if such function is enabled or disabled.

How to create a new notification profile
1.  Open Objects Setting>> Mail Service Object.
2. Simply click the Add button.

3. The following dialog will appear.

Hotification Object =[x

Profile :
WAN Disconnection : () Enable (&) Disable
WAN Reconnection : () Enable (&) Disable

Temperature (" Enahle (%) Disable
Router Reboot "y Enable (%) Disable
CPU Usage : (") Enable (3) Disable
Memory Usage : () Enable (&) Disable
TX Usage (" Enahle (%) Disable
RX Usage : "y Enable (%) Disable
Syslog : (") Enable (3) Disable

= Applv &3 Cancel

Available parameters are listed as follows:

Item Description

Profile Type a name for such SMS profile. The maximum length of
the name you can set is 20 characters.

There are several situations to be monitored by such profile.

WAN Enable — When disconnection happened to WAN interface,
Disconnection the router system will send the alert message to the recipient.

WAN Reconnection | Enable - When reconnection happened to WAN interface,
the router system will send the alert message to the recipient.

Temperature Enable - When the temperature is out of range, the router
system will send the alert message to the recipient.
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Router Reboot

Enable - When the router reboots, the router system will
send the alert message to the recipient.

CPU Usage

Enable — When the CPU usage reaches a certain value, the
router system will send the alert message to the recipient.

Memory Usage

Enable — When the memory usage reaches a certain value,
the router system will send the alert message to the recipient.

TX Usage/RX

Enable — When TX/RX usage reaches a certain value, the

Usage router system will send the alert message to the recipient.
Syslog Enable — Such notification will be recorded in Syslog.
Apply Click it to save the configuration.

Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.

5. A new notification object profile has been created.

4.6.18.2 Advanced Setting

Such page is used to set the limit value for CPU, Memory, TX / RX. When CPU, Memory,
TX / RX usage reaches the threshold, the router system will send the alert message to the

recipient.

Objects Setting >> Notification Object >> Advanced Setting &

Auto Logout * | o =

IP Object
1P Group

1P Object

MAC /Vendor Object
Country Object
Service Type Object
Service Type Group
Keyword | DNS Object
File Extension Object
APP Object

Weh Category Object
QQ Object

Q0 Group

Time Object

Time Group

SMS Service Object
Mail Service Object

Hotification Object

Notification Object | Advanced Setting

CPU Upper Limit : 90 %

CPU Alert Time Interval ; 1 hinutes
Memory Upper Limit : an k)
Memory Alert Time Interval : 1 Minutes
Hotification Interface : =

TX Upper Limit : 100000 Khps
T¥ Alert Time Interval : 1 Minutes
RX Upper Limit : 100000 Kbps
RX Alert Time Interval : 1 htinutes

B apply @ Cancal

206 Vigor300B Series User's Guide



4.7 User Management

User Management can manage all the accounts (user profiles) to connect to Internet via
different protocols.

Below shows the menu items for User Management:

User Management

Web Portal

User Profile

User Group

Guest Profile

RADIUS

LDAP / Active Directory
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4.7.1 Web Portal

Web Portal is a gateway which organizes the network access of LAN hosts. The identity of
LAN host can be recognized by web portal mechanism and then be managed for functions
like firewall or load balance.

This page can determine the general rule for the users controlled by User Management. The
mode selected in this page will influence the contents of the filter rule(s) applied to every
user.

4.7.1.1 Online User Status

The Online User Status is a monitoring tool which only works after you choose HTTP or
HTTPS as the Mode setting on General Setup page of User Management>>Web Portal.

Refer to section 4.7.1.2 General Setup to get more detailed information of setting web portal.

User Management >> Weh Portal >> Online User Status @
RO O s Online User Status | General Setup | Portal Page Setup
Quick Start Wizard
- Auto Refresh |1 Minute v | & Refresh
Online Status
User Name P Allow Time Login Time End Time Rest Time Auth Type LDAP Group Logout/Clear

Mo iterns to show.

Weh Portal

User Profile

User Group

Guest Profile

RADIUS

LDAP | Active Directory

External Devices
Product Registration

Available parameters will be explained as follows:

Item Description

Refresh Renew current web page.

Auto Refresh Specify the interval of refresh time to obtain the latest status.
The information will update immediately when the Refresh
button is clicked.

10 Seconds v

10 Seconds
30 Seconds
1 Minute
Disahle

User Name Display the name information for the user who logs into the
WUI of Vigor300B.

IP Display the IP address of the user who logs into the WUI of
Vigor300B.

Allow Time Display the total network connection time allowed for the
log-in user.

208 Vigor300B Series User's Guide



Item Description

Login Time Display the starting time of the network connection.

End Time Display the ending time of the network connection.

Rest Time Display the rest time of the network connection.

Auth Type Display the authentication type (local, RADIUS, LDAP,
Login Disable, Guest) used by such user.

LDAP Group Display the LDAP group used by such user.

Logout/Clear

It is a button which is used to disconnect the connection
manually.

4.7.1.2 General Setup

This page configures the main settings of web portal function.

Weh Portal

User Profile

User Group

Guest Profile

RADIUS

LDAP | Active Directory

External Devices
Produrt Renistratinn

User Management >> Web Portal >> General Setup

CALOUGEENE . (o 2 Online User Status | General Getup | Portal Page Setup
Quick Start Wizard
Online Status
Weh Portal () Enable (% Disable
Login Mode : Mah Auth
Bulletin Board : () Enable (<) Disable
Block Mobile Device : () Enable (% Disable

URL Redirection After Login | |User Requested
~ Timeout Setting
v Whitelist Setting
Firewall Objects

P IP Ohbject
¥ IP Group

White List :

Available parameters will be explained as follows:

Item Description

Web Portal Click Enable to enable such function.

Login Mode There are several login modes offered here for you to choose.
Non Auth — Authentication is not required.
HTTP/HTTPS- If you choose such mode, the user can
access into Vigor router by HTTP or HTTPS.

Authentication Type This option is available when the Login Mode is set as HTTP

or HTTPS. Note that the authentication sequence adopted by
the system will be Local first, Guest second, RADIUS third
and LDAP the last.
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Local ~

7| Local
Guest
RADILIS
LOAP

LDAP Profiles - It is available when LDAP is selected as
Authentication Type. You have to specify one profile
(defined in User Management>>LDAP/Active Directory)
from the drop down list for LDAP authentication.

Bulletin Board Disable — The function of Bulletin Board is disabled.

Enable — The function of Bulleting Board is enabled. The
message on the Bulleting Board will be displayed on the
screen when the user logs into the web user interface of Vigor
router.

Show Bulletin in Captive Portal Page — It is available when
Bulletin Board is enabled and HTTP/HTTPS is selected as
Login Mode. It is used to determine showing bulletin in web
portal login page or not.

Weh Portal . {Enable (&) Disable
Login Mode : HTTP v
Authentication Type : Local v [ Check
Bulletin Board (+iEnable () Disahle

¥| Show Bulletin in Captive Portal Page
Block Mobhile Device {Enable (&) Disable

URL Redirection After Login : |Lser Requested !

Allow non-HTTP traffic before Portal Page shows — It is
available when Bulletin Board is enabled and Non Auth is
selected as Login Mode. When it is enabled, non-HTTP
traffic is allowed before the portal page appears.

Weh Portal () Enable (&) Disable
Login Mode : Man Auth v
Bulletin Board (#)Enable () Disable
Allow non-HTTP traffic before Portal Page shows © () Enable () Disable
Block Mobile Device : (%)Enable () Disable
Alert Message : Mohile Device Detected
URL Redirection After Login : Lser Requested ~
Block Mobile Device Enable — Vigor router will detect and block if there is any

mobile device trying to access into Internet via Vigor router.

Alert Message — If a mobile device is detected, a warning
message (typed in this field) will be displayed on the screen
of mobile device. The default content is “Mobile Device
Detected”.
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URL Redirection After
Login

- |User Reguested i
Civmis Al Tikimnte
Llzer Requested
Bulletin
Custom LURL

User Requested — After passed the authentication made by
Vigor router, the user will be redirected to original requested
web page.

Bulletin — If it is selected, users will be forced to see the
information displayed on bulletin after passing through web
portal.

Custom URL - Any user who wants to access into Internet
through this router will be forcefully redirected to the URL
specified here first no matter what URL he types. Itis a
useful method for the purpose of advertisement. For example,
force the wireless user(s) in hotel to access into the web page
that the hotel wants the user(s) to visit.

® Custom URL - Type the URL of specified web page
for redirection if Custom URL is selected as URL
Redirection After Login.

Timeout Setting

Daily Logout

Enable - Force the online user logging out the web user
interface of Vigor router everyday.

® Daily Time to Logout - It is available when Daily
Logout is enabled. Type that time setting (HH:MM) for
the router to force online user leaving Vigor router.

® Fully Recharge Time Quota After.... - It is available
when Daily Logout is enabled. The time quota of all local
users will be recharged whenever Daily Logout is
executed.

Period Logout

Enable - Force the online user logging out the web user
interface of Vigor router after passing a period of time.

® Period Time to Logout - It is available when Period
Logout is enabled.

Idle Logout

Enable - Force the online user logging out the web user
interface of Vigor router when the router is idle. Enable such
feature if time quota is used.

e Idle Time(min) — Set a time period. When the time is
up, Vigor router will terminate the network connection
for the online user.

Whitelist Setting

White List

Select the source IP objects/groups that are ignored by web
portal function.

White List IPv6

Select the source IP objects/groups that are ignored by web
portal function.

Apply

Click it to save the configuration.
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Cancel

Click it to exit the dialog without saving the configuration.

same time.

Note: To turn off the web portal function, disable Login Mode and Bulletin Board at the

4.7.1.3 Portal Page Setup

This page allows you to configure specified messages (HTML-supported) in web portal
pages, and shows them to users accessing into Internet via web portal.

No matter what the purpose of the wireless/LAN client is, he/she will be forced into the URL
configured here while trying to access into the Internet or the desired web page through this
router. That is, a company which wants to have an advertisement for its products to users can
specify the URL in this page to reach its goal

User Management >> Web Portal >> Portal Page Setup @
Auto Logout | o e Online User Status | General Setup | Portal Page Setup
Quick Start Wizard
Online Status
<center=<h1=<b=<fant calor=red=\Welcame</font=</h==h1=</center-
Welcome Message B | axgize:1024
Upload Bulletin Message : Enable '® Disable
Web Portal =h1 align=center=<h==font color=blue=Yigora0B=/font==/b==/h1==siyla
u Profil type="texticss"= .centered { tex-align: lef; list-style-position:inside; }</style==h2
AL - N . align=center style="horder1px solid blue"=<h==ul class="centered type=disc" = = .
User Group Bulletin Message <li=Manage Ultra Fast Hioh-speed Intemnet=ili=<li-Business Continuity by Multiple R | Max Sizer1024
Guest Profil YWAN Load-balancingFailower</li=<li=Advanced Firewall for The Netwark Security=/li=
uest Pronie <lol=<ib=<ih2>
RADIUS
LDAP / Active Directory =centers<b=<font color=hlue=Authorization Success<font=</b=</center=<hr=
=center=Hello <h==font color=hlue=%USER% «ifont=</b= your IP i =h=%IP%<ih=
L =hr=<hr==hr=%0PENWEB % =/center= = B
Authorization Message : 23 | Max Size:1024
=center==b==font color=hlue=Guest Authorization Success<ifont=«ib==/center==br=
External Devices =center=Hello <h==font color=hlue=%USER% =ffant=</h> your P is <b=%IP%<ih>
o A <hr=<hr>=hr=%0FENWEB%</center~ =)
Product Registration - Guest Message B4 | Max Size:1024

Available parameters will be explained as follows:

ltem

Description

Welcome Message

Type words or sentences here. The message will be
displayed on the top of the login page.

Upload Bulletin Message

Upload Selected File - It is available when Enable is
selected in Upload Bulletin Message. Choose a file to
upload to Vigor300B.

Bulletin Message

It is available when Disable is selected in Upload Bulletin
Message.

The bulletin message is shown on login page or
authorization page. In login page, it can be disabled by Show
Bulletin In Login Page.

Authorization Message

The welcome message is shown in authorization page which
is the page after a user passing the authentication
successfully.

Guest Message

A welcome message is shown on the screen after the guest
passing the authentication successfully.

Customized Login
Image

Specify an image file which will be displayed on the login
page when a user or guest tries to access into Internet.
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Item Description

Upload Login Image — Choose a file to upload to
Vigor300B. It is useful for advertisement.

Customized Background | Specify an image file which will be display on the login page

Image as a background. It is useful for advertisement.
Upload Background Image — Choose a file to upload to
Vigor300B.

Login Page Preview Click it to have a preview of login page (including welcome
message, and bulletin message).

Reset All to Default Reset the above message fields to default settings. Check the
box and then press Apply.

Apply Click it to save the configuration.

Cancel Click it to discard the settings configured in this page.

After finished the above settings, click Apply to save the configuration.

4.7.2 User Profile
This function allows to configure all accounts (user profiles) in Vigor300B, including
PPTP/L2TP/SSL/PPPOE, System user, and so on.
4.7.2.1 User Profile

User profile is used to configure different authorities, including web portal, PPTP/L2TP/
PPPOE server, system administration, etc., for different users.

User Management >> User Profile >> User Profile 2]
Auto Lagout - |of hd User Profile Apply Al
Quick Start Wizard — —
- @y Add 3% Edit [[) Delete &5 Refresh Profile Mumnber Limit: 500
Online Status
Username  Enable System ... AllowWe... Time Quota Remainin... Allow PP... PPPoE Ti PPPoETr... Allow FT. Allow Radi.

Mo items to show,

Weh Portal

:
User Group I
Guest Profile
RADIUS
LDAP / Active Directory

External Devices
Product Registration

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
profile.
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Item Description

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit

Display the total number of the user profiles to be created.

Username

Display the name of the user.

Enable

Display the status of the profile. False means disabled; True
means enabled.

System User

Display the status of the System User. False means disabled;

True means enabled.

Allow Web Portal Login

Display the status (Enable/Disable) of the account usage for

web portal login.

Time Quota

Display the status (Enable/Disable) of time quota mechanism
for web portal use.

Remaining Time

Display the remaining time for the user profile.

Recharge — It can recharge the remaining time quota of the
user on-the-fly (will not log out online users).

PPPoE Time Display the current PPPoE time quota usage portion for such
Quota(min) user.

PPPoE Traffic Display the current PPPoOE traffic quota usage portion for
Quota(MB) such user.

Allow FTP Server Login

Display if FTP Server Login is activated (enable or disable)
or not.

How to create a new User Profile

1.  Open User Management>>User Profile.
2. Simply click the Add button.
3. The following dialog will appear.
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User Profile

Username :
Enable

Password

System User : falze
~ UserManagement

~ PPPoE Server

- FTRISAMBA User Setting

~ Radius User Setting

Available parameters are listed as follows:

M Apply &3 Cancel

Item Description

Username Type a name for such user profile (e.g.,

LAN_User_Group_1, WLAN_User_Group_A,
WLAN_User_Group_B, etc). When a user tries to access
Internet through this router, an authentication step must be
performed first. The user has to type the Username specified
here to pass the authentication. When the user passes the
authentication, he/she can access Internet via this router.
However the accessing operation will be restricted with the
conditions configured in this user profile.

Enable Check this box to enable such profile.

Password Type a password for such profile (e.g., lugl23,

wug123,wug456, etc). When a user tries to access Internet
through this router, an authentication step must be performed
first. The user has to type the password specified here to pass
the authentication. When the user passes the authentication,
he/she can access Internet via this router with the limitation
configured in this user profile.

System User Only the user profile with privilege level has the right to

router.

router’s function.

for such profile.

operate the function of the router as the administrator of the

False — Choose it to disable the function of System User.
Such user profile does not have the right to operate the

True — Choose it to enable the function of System User.

Privilege Level — If true is selected for System User, you
have to specify the privilege level (User/Operator/Admin)
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Qperator ¥
lzer

Dperatar

Adrmin

Admin has the greatest authority for router operation; User
has the smallest authority for router operation.

User Management

Allow Web Portal
Login

Enable — Click it to enable web portal login with such
profile.

Disable — Click it to disable the option.

Time Quota

Enable - Click it to enable time quota function.
® Set Time Quota (min) — Type the time value.

® Remaining Time — Display the remaining time for the
user profile.

Disable — Click it to disable the function.
Note: The range of Time Quota is 1~14400 minutes.

Max Simultaneous
Login

It means the maximum online number of clients logging with
this profile.

The range is from 1 to 255. -1 means not limit; 0 means No
access.

PPPoOE Server

Allow PPPoE
Server Login

Click Enable to activate related PPPoE configuration.

Quota Reset
Frequency

It is used to configure the cycle time for PPPoE quota. Note
that each time when the quota is reset, the value of Current
Time Used/Current Traffic Quota will be reset to initial
situation (0).

Everyday — The quota for PPPoE will be reset every day.

Everymonth — The quota for PPPoE will be reset every
month.

Mone W
Mone

Everyday

Everymonth

Time Quota (min)

Type a time quota for PPPoE connection.
Note: The range of Time Quota is 1~14400 minutes.

Current Time Used
(min)

Display the cumulative amount of time that the user used.
Reset - Click it to reset the setting to default value (0).

Traffic Quota(MB)

It is used to set the maximum traffic (MB) for such user
profile.

Current Traffic
Quota (MB)

Display the cumulative amount of data traffic that the user
used.

Reset - Click it to reset the setting to default value (0).
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MAC Binding

Specify a MAC address which is limited and used for such
PPPoE account.

Enable — Click it to enable the function.

MAC Address — If MAC Binding is enabled, simply type
the MAC address of the router in this field.

Idle Timeout (sec)

If the user is idle over the limitation of the timer, the
network connection will be stopped for such user. By
default, the Idle Timeout is set to 300 seconds.

DHCP from

Choose a LAN profile for DHCP server IP dispatching.

Remote clients using this profile to do PPTP/L2TP dial-in
will be assigned IP addresses according to this DHCP pool.

Static IP Address

Type an IP address for such user profile which accesses
Internet with PPTP/L2TP connection.

FTP/SAMBA User Setting

Allow FTP/SAMBA
Server Login

Click Enable to allow the remote user accessing into
Internet via FTP/SAMBA server.

Radius User Setting

Allow Radius
Server Login

Click Enable to allow the remote user accessing into
Internet via Radius server.

Apply

Click it to save the configuration.

Cancel

Click it to exit the dialog without saving the configuration.

Enter all the settings and click Apply.

A new User Profile has been created.
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4.7.2.2 Apply All

This page allows you to modify many options for ALL user profiles in one apply operation.
It is useful for administrator to edit the options of all users without opening profile one by

You can click Apply to save the settings and apply all of the modifications to all user

one.
profiles.
User Management >> User Profile >> Apphy All
Auto Logout : | Off b UserProfile | Apply All
Quick Start Wizard
Eolinelans Modify Weh Portal Login Status
Modify Time Quota Status
Modify Time Quota Value
Modify Max User Login
Modify Idle Timeout
Modify PPPOE Server Login Status
Modify FTP Server Login Status
R e Madity Radius Server Login Status
T T ) Modify SAMBA Server Login Status
User Group
Guest Profile Appiyto - @Al O Partial

RADIUS
LDAP | Acthse Directory

External Devices
DProdurct Renictratinon

) apply (@ Cancel

Available parameters are listed as follows:

ltem

Description

Modify Web Portal
Login Status

Check the box to configure detailed setting.
Enable — Click it to enable the web portal login function for

remote client.

Modify Time Quota
Status

Check the box to configure detailed setting.
Enable — Click it to enable the time gquota function for all

user profiles.

Modify Time Quota
Value

Check the box to configure detailed setting. You have to
check this box and type the time quota value in Time Quota

Value(min).

Modify Max User Login

-1 means not limit; 0 means No access.

Modify Idle Timeout

If the user is idle over the limitation of the timer, the
network connection will be stopped for such user. By
default, the Idle Timeout is set to 300 seconds.

Modify
PPPoE/FTP/Radius
ISAMBA Server Login

Check the box to configure detailed setting.

Enable — Click it to enable the PPPoE/FTP/Radius/SAMBA
authentication function all user profiles.

Apply to

All — Apply all of the modifications to all user profiles.
Partial — Apply all of the modifications to specified user

profile.

After finished the above settings, click Apply to save the configuration.
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Example: How to Generate Mass LAN Clients with User Management on

Vigor300B

The following table shows the function differences between User Profile and Guest Profile
(created by using Mass Guest Generator):

User Profile Mass User Generator
Number of Create at most 500 user accounts | Create at most 255 user accounts
Account atatime atatime
Account Manually Auto-generated with regularity
Password Distinct password created by Randomly generated, and the

Administrator

length is defined by
Administrator

Max Simultaneous
users per account

1~255 or unlimited (-1)

Not support

Privilege

Internet Access, VPN, PPPOE
client...

Internet Access only

Usage Restriction
/Expired Time

Time Quota (1~14400 minutes)

Time Quota (1~14400 minutes)
Validity Period (days)

Authentication YES YES
Max Simultaneous | YES NO
user
Bind IP YES NO
- Vigor router
Port1 Port2

LAN1:192.168.1.1/24

LANZ2:192.168.2.1/24

Executive

| |

Employees

Guest Room

1. Open User Management >> User Profile, and click Add.

2. Set up user profile as shown below. Type Username; check Enable and
type Password. Then, type Max User Login. Click Apply to save the settings.
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user.p.l.r.ﬁme —

Username : Employees
¥|Enable
Password :
Systemn User : false b

A Lgermanagement

+~ PPPOE Sermer

~ FTRPISAMBA User Setting
~ Radius Lser Setting

M spply &3 Cancel

Open Objects Setting >> IP Object, and click Add.

Set up IP Object for Executive. Type the name of the Profile (e.g., boss in this case);
choose Single as the Address Type; and type 192.168.1.11 as Start IP Address.
Click Apply to save the settings.

IP Object = e
Profile : hoss
Address Type : Single i

Start IP Address @ 192 168.1.11

= apply & Cancel

Open User Management >> Guest Profile and click the Mass Guest Generator tab
to open the following page. Type the Group Name (in this case, Room); Guest Name
Prefix, and Number of Generate (in this case, 100); click Enable for Validity Period
to type the Start Time and End time, and click Apply to save the settings.
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User Management > Guest Profile > Mass Guest Generator

®

Guest Group | Mass Guest Generator Export

Mame Setlings

Group Name : Room Do append ifthe group exists
Guest Name Prefix:  Room

Start Index : 1

Number to Generate : 100

Random Password Seffings

Length : B

Usage Settings

Usage Period : Enahle #® Disahle

Validity Period # Enable Disable

Start Time : 301 5-05-05-10-10 - DO-HH-MM (e 201 3-01-01-08-30) Use - for unlirmits

End Time : 2015-05-06-10-10| - MM- D O-HH-MM e 201 3-01-01-08-30) {Use - for unlimity
Note :

1.Usage Period: A countdown usage time starts after the first-time login.
2.Malidity Period: A tire betiod when the accountis valid

B 2oply (3 Cance -
»

6. Open User Management >> Guest Profile and click Guest Group to check the mass
user account group.

User Management >> Guest Profile >> Guest Group

Guest Group | Mass Guest Generator Export
@y Aadd € Edit [ Delete &5 Refresh Prafile Murber Limit: 30

Group Enable Commernt Usage Pe... Usage Ti... \alidityP... StartTime End Time

4 Room true Enahle 180 Enahle 2014-05-0... 2014-05-02...

Ty Add | x» Edit| M Delete &5 Refresh Profile Mumber Limit: 255

Guest Name Comment Apply to Web Portal  First Login Time Usage Time Deadline
Room1 Enahle E
Roam2 Enahle 3
Room3 Enahle
Roomé Enahle
Rooms Enahle
Raoomb Enahle
EnonmT Enahla b

By clicking each account (e.g., choose Room1 and click Edit), we can check the
information for this account, and we may also modify the account name and password
manually.

Username -3¢

Guest Name . Room?1
Comment : (Dptional)
Password : Audyzi
Apply to Web Portal . (& Enable () Disable

Clean Deadline

M apply 3 Cancel
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Note that Administrator is able to Export the information for the whole group to a .csv
file, which is useful to redistribute the account and password combinations to guests.

Usel Widiageinein == uoluest FIollie == CApoil

Guest Group | Mass Guest Generator Export
Guest Group : Room w
Export File Name © 43900 2014-08-26 LSV
&l - & Mame
A B C B

1 |Name Fagsword | Comiment
2 |Rooml Audyzi

3 |RoomzZ  HYLFGw
4 |Room3  2ASAWq
5 |Roomd  FlptaZ

6 |RoomS  mcFdeb
7 |Roomb  iIvI8V

8 |Room7  ulSagu

9 |Room&  w9UDK
10 |[Room9  zEINXg
11 |Rooml( IftiB

12 |[Eoomll jiblGe
13 |[Rooml2  |v1NheU

Open User Management >> Web Portal and click the General Setup tab to open the
following page. Check Local and Guest as Authentication Type. Check IP object
named of Boss to put it into the white list, and this will allow this IP address to access
to the Internet without authentication.

User Management >>Web Portal >> General Setup

(1)

Online User Statug General Setup Portal Page Setup

Web Portal : (O Enable (%) Disable
Login Mode : HTTP "
Authentication Type : Local, Guest v |Check Sequence: Local-=Guest-=Radius-=LDAP
Daily Auto Logout (O Enable (%) Disable
Bulletin Board : (O Enable (%) Disable

¥ Show Bulletin in Captive Portal Page E
URL Redirection After Login : |ser Requested "

Firewall Ohjects

4 P Ohject
Profile Address Type Start IP Address End IP Addres
7| hoss Single 1821681 .11
White List :
A P Group 3

1.Modify any of Status, Login Mode, Authentication Type, or Bulletin Board will logout all anline users.

B apply @ cancel
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8.  After finishing configuration, Vigor300B will redirect users to the authentication page
when they try accessing to the Internet.

For Employees to access into Internet:

Welcome &« C | [4 192.168.1.1/portal/authorize_infohtml?tmp=13958230.Q, ¥%| =

fa Logout

Authorization Success

Username Employees Hello Employees vour IP is 192.168.1.21

Password

@  Click Here

[Powerad by DrayTek Corp. Copyright € 2014 Al rights resarved.

You can also logout manually by this link: htep/192.168.1.1/portallogout.htm!

For Room guest to access into Internet:

Welcome
&« C # [ 192.168.2.1/portal/guest_authorize_info.ntmI(k 72| =

Guest Authorization Success

Username

Hello Room] your IP is 192.168.2.11

Password

[Povrer=d by DrayTek Corp. Copyright © 2014 All rights reserved.

‘0 Click Here

You can also logout manually by this link: hi
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4.7.3 User Group

The User Group can consist of several us er profiles, which help the administrator to
manage a large number of users conveniently.

User Management >> User Group @
ey L User Broup
Quick Start Wizard

- € add & Edit [] Delete &5 Refrash Prafile Mumber Limit: 50
Online Status

Usergroup Enable Member

Mo iterns to show.

Weh Portal
User Profile

Guest Profile

RADIUS
LDAP | Active Directory

External Devices
Product Registration -

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit Display the total number (30) of the object profiles to be
created.

Usergroup Display the name of the user group.

Enable Display the status of the profile. False means disabled; True

means enabled.

Member Display the user profiles under such group.
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How to create a new User Group Profile
1. Open User Management>>User Group.

2. Simply click the Add button.

3. The following dialog will appear.

User Group =[5

Usergroup @ Grp_marketing

¥ |Enable

Member : E| b4
M apply @3 Cancel

Available parameters are listed as follows:

Item Description

Usergroup Type the name of such profile.

Enable Check this box to enable such profile.

Member Use the drop down list to check the user profile(s) under
such group.

. W .
To clear the selected one, click to remove current object

selections.
Apply Click it to save the configuration.
Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.
A new User Group Profile has been created.
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4.7.4 Guest Profile

Guest Profile allows the users to access Internet within validity period and limit the user
accessing into the specified URL configured by web portal.

4.7.4.1 Guest Group

User Management >> Guest Profile >» Guest Group ]

©y add & Edit [ Delete &5 Refresh
Group
P Room

Auto Logout - | off v
Quick Start Wizard
Online Status
Web Portal
User Profile |
User Group
Guest Profile

RADIUS
LDAP i Active Directory

External Devices
Product Registration

GuestGroup | Mass Guest Generator Export

Profile MNumberLimit: 3
Enable Comment Usage Period Usage Time{min) Validity Period Start Time End Time

true Disahle 180 Enable 2015-05-05-10-10 2015-05-06-10-10

Available parameters are listed as follows:

Item Description

Add Add a new profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh

Renew current web page.

Profile Number Limit

Display the total number (30) of the profiles to be created.

Group Display the name of the guest group.

Enable Display the status of the profile. False means disabled; True
means enabled.

Comment Display the description for the profile.

Usage Period

Display the status (Enable/Disable) for the function of usage
time.

Usage Time(min)

Display the usage time for the guest accessing into Internet
each time.

Validity Period

Display the valid period for the guest accessing into Internet.

Start Time/ End Time

Display the detailed time setting (starting and ending).
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How to create a new Guest Group Profile

1.  Open User Management>>Guest Group. Click the Guest Group tab.
2. Simply click the Add button.
3. The following dialog will appear.

Guest Group

Group :

J|Enable
Comment :
Usage Period ;
Usage Time(min) :
Validity Period :
Start Time :
End Time :

Carrie

test anly (Optional)

(=)Enable (" Disable

180

(=) Enable (")Disable

2014-01-01 - bhA-D0-HH-thd{ese 201 3-01-01-08-30) (Use — far unlimit)
2014-01-31 Y- M- D0-HH- e 201 3-01-01-02-30) (Use - for unlimit)

B spply @3 Cancel

Available parameters are listed as follows:

Item Description

Group Type the name of such profile.

Enable Check this box to enable such profile.
Comment Give a brief description for the profile.

Usage Period

It determines the usage time for the guest accessing into
Internet each time. Click Enable to enable such option.

Usage Time(min)- Determines the connection time allowed
for accessing Internet every time. The default setting is 180
minutes. When the time is up, the user will be forced to exit
Internet.

Validity Period

Validity Period determines the effective time for the user
account/guest. Within the period of the validity, the
user/guest can access into Internet whenever he wants.

Start Time/End Time — Specify the valid period by typing
the time with the format of YYYY-MM-DD-HH-MM.

When it is set with “--*, that means such time setting is no
limit.

Apply

Click it to save the configuration.

Cancel

Click it to exit the dialog without saving the configuration.

4.  Enter all of the settings and click Apply.
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A new guest group profile has been created.

User Management >> Guest Profile >> Guest Group g
Guest Group | Mass Guest Generator Export

@y Add € Edit [ Delete &5 Refresh Profile Murnber Limit: 30

Group Enable Comment UsagePe... UsageTi... ValidityP... Start Time End Time
P carrie true test only Enahle 180 Enahle 2014-01-01 2014-01-3

You can create several guest names by clicking ¥ on the left side of the selected guest
group profile. A setting page will appear for you to add new guest list.

User Managemennt >=> Guest Profile >> Guest Group
Guest Group | Mass Guest Generator Export

Ty Add  JF Edit [l Delete &% Refresh

Group Enable Comment Usage Pe
P carrie trua test anly Enahle

Move your mouse to click Add.
Guest Group | Mass Guest Generator Export

Ty add ¥ Edit [ Delete &M Refrech

Group Enable Comment Usage Pe... Usa

A carrie true test anly Enable 180
| % Add || %€ Edit [l Delste & Refresh

Guest Name Comment Apply to Web Po

Mo items to =

The following page for configuration will appear.

Username -

Guest Name @ Mark
Comment : Practice (Dptionaly
Password : 12345678
Apply to Web Portal . &) Enable () Disable
+Clean Deadline

B apply @ Cancel

Available parameters are listed as follows:

Item Description

Guest Name Type the name of the guest under the guest group.
Comment Give a brief description for the guest.

Apply to Web Enable — Click it to make such profile being applied to web
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Portal portal.
Disable — Click it to disable the option.

Clean Deadline The guest profile can be unlocked to be used by other users.

9.  Enter all of the settings and click Apply.

10. A new guest has been added under the Guest Group (named Carrie in this case).

Guest Group | Mass Guest Generator Export

©Cyadd Y% Edit [ Delete & Refresh Prafile Mumber Limit : 3i
Group Enable Comment Usage Pe... Usage Ti... ValidityP... Start Time End Time
A tarrie true test only Enable 180 Enahle 2014-01-01  2014-01-31
@ Add £ Edit [ Delete & Refresh Profile Mumber Limit © 255
Guest Name Comment Apply to Web Portal First Login Time Usage Time Deadl...
Mark Practice Enahble
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4.7.4.2 Mass Guest Generator
This option is useful to create a lot of guest profiles with the most expeditious manner.

User Management >> Guest Profile >> Mass Guest Generator @
Auto Logout © | off X, GuestGroup | Mass GuestGenerator | Export
Quick Start Wizard
Online Status
Name Settings
Group Name : Do append ifthe group exists
Guest Hame Prefix :
Start Index : 1
Number to Generate : 100 haw 265
Web Portal Random Password Settings
User Profile £ Length : B
User Group Usage Settings
Guest Profile
Usage Period : Enahle Disable
RADIUS _g_ ) o © :
LDAP / Acthve Directory Validity Period (<) Enable () Disable
Start Time : - - - CD-HH- M (201 3-01-01-08-30) (Use - for unlimif)
End Time : - =hi-D0-HH- MM (2201 3-01-01-08-30) (Use - far unlimity

Mote :
1.Usage Period: A countdown usage time starts after the first-time login

L T T R T

External Devices
3 B Apply @ Cancel

DProdurt Renietration

Available parameters are listed as follows:

Item Description

Name Settings Group Name — Type the name of the guest group.

Guest Name Prefix — The guest names created with such
manner requires a prefix as the basis of name input.

Note: Guest Name Prefix disallows these 6 characters
"N$%.&".

Start Index — Type a number which will be treated as the
starting number for generating mass guest profiles.

[Note: The range of Start index is 1~10000. |

Number to Generate — Type the total number of guests to
be generated at one time.

The guest name will be named by combining “Guest Name
Prefix” + “Start Index”, for example:

Guest Name Prefix => teashop_

Start Index => 100

Number to Generate => 50

Then, the guests names generated will be:

teashop_100 (starting)

teashop_101

teashop_102

teashop_150 (ending)

Random Password Length — Type a number to determine the length of the

Settings random passwords which will be assigned to the mass guest
profiles by the system. The range of Password Length is
6~12.
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Item Description

Usage Settings Usage Period —It determines the usage time for the guest
accessing into Internet each time. Click Enable to enable
such option.

® Usage Time(min)-The default setting is 180 minutes.

Validity Period —It determines the valid period for the guest
accessing into Internet. That is, the guest cannot access into
the Internet anytime outside the valid period. Click Enable
to enable such option.

® Start Time/End Time — Specify the valid period by
typing the time with the format of HH-MM-SS.

Apply Click it to save the configuration.

Cancel Click it to discard the settings configured in this page.

4.7.4.3 Export
This function is used to export the guest profile names and random passwords.

User Management > Guest Profile >> Export (7]

Auta Lagout : | Off s Guest Group | Magse Guest Generator Export

Quick Start Wizard
Online Status Guest Group © 2

Export File Name : v300B_2015-09-15 CsY

Weh Portal

User Profile L
User Group I
RADIUS

LDAP | Active Directory

External Devices

Product Registration - = Bapor .
,

Available parameters are listed as follows:

Item Description

Guest Group Choose a group that you want to export the settings,
including guest profile names and random passwords as a
file for reference.
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4.7.5 RADIUS

Remote Authentication Dial-In User Service (RADIUS) is a security authentication
client/server protocol that supports authentication, authorization and accounting, which is
widely used by Internet service providers. It is the most common method of authenticating
and authorizing dial-up and tunneled network users.

The built-in RADIUS client feature enables the router to assist the remote dial-in user or a
wireless station and the RADIUS server in performing mutual authentication. It enables
centralized remote access authentication for network management.

4.7.5.1 External Radius Server
Vigor router can specify external RADIUS server for performing security authentication.

User Management >> RADIUS >> External Radius Server 2|

Auto Logout : |off h External Radius Server | Internal Radius Server

Quick Start Wizard
Online Status Enahle
Server P Address :
Destination Port: 1912
Shared Secret:
Logout Afterimin) : -1 {User Management)

Web Portal
User Profile
User Group
Guest Profile

LDAP | Active Directory

External Devices
Product Registration E B Apply @ canee
3

Available parameters are listed as follows:

Item Description

Enable Check this box to enable such profile.

Server IP Address Enter the IP address of RADIUS server.

Destination Port The UDP port number that the RADIUS server is using. The
default value is 1812, based on RFC 2138.

Shared Secret The RADIUS server and client share a secret that is used to

authenticate the messages sent between them. Both sides
must be configured to use the same shared secret.

Logout After(min) It means the maximum usage duration for RADIUS
authentication.

Apply Click it to save the configuration.

Cancel Click it to discard the settings configured in this page.

After finished the above settings, click Apply to save the configuration.
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4.7.5.2 Internal Radius Server

In addition to specifying an external RADIUS server for security authentication, Vigor router
also can be treated as a RADIUS server for performing security authentication and offer the
RADIUS service for wireless clients.

User Management >> RADIUS > Internal Radius Server =]

Auto Logout : |off e External Radius Server | Internal Radius Serer

Quick Start Wizard
Online Status Enahle RADIUS Server
Interface: v [X

Port: 1812 default port:1812

3 Add Profile Mumber Limit: 32
Prafile IF Suhbnet Mask Shared Secret
Ma iterns to show.

‘Weh Portal
User Profile

Authentication Client

User Group
Guest Profile

LDAP | Active Directory

External Devices [ apply @3 cance
Product Registration
»

Available parameters are listed as follows:

Item Description
Enable RADIUS Server | Check this box to make Vigor router as a RADIUS server.

Interface Only the clients from the selected interface can be
authenticated by Vigor RADIUS server.

Port Clients can use the specified port number to exchange
RADIUS information.

Authentication Client Only the clients specified in this field can be authenticated
by Vigor RADIUS server.

Apply Click it to save the configuration.

Cancel Click it to discard the settings configured in this page.

After finished the above settings, click Apply to save the configuration.

Note: “Allow Radius Server Login” can be enabled from the configuration page in User
Management>>User Profile. It allows the clients to be authenticated by internal
RADIUS server of Vigor router.
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4.7.6 LDAP/Active Directory

Lightweight Directory Access Protocol (LDAP) is a communication protocol for using in
TCP/IP network. It defines the methods to access distributing directory server by clients,
work on directory and share the information in the directory by clients. The LDAP standard
is established by the work team of Internet Engineering Task Force (IETF).

As the name described, LDAP is designed as an effect way to access directory service
without the complexity of other directory service protocols. For LDAP is defined to perform ,
inquire and modify the information within the directory, and acquire the data in the directory
securely, therefore users can apply LDAP to search or list the directory object, inquire or

manage the active directory.

User Management >> LDAP | Active Directory

Auto Logout * | o v

Quick Start Wizard
Online Status

€y add £ Edit [ff] Delete % Refresh

Profile

profile

Weh Portal
User Profile
User Group
Guest Profile
RADIUS

LDAP i Active Directory

External Devices
Product Registration

LDAP i Active Directary

Enable Bind Type  Server IP Address Port

.7

Profile Mumber Limit: 3

Common... BaseDN Group DN Regular DN Regular P.
380

Available parameters are listed as follows:

Item Description

Add Add a new profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit

Display the total number (32) of the profiles to be created.

Profile Display the name of the profile.

Enable Display the status of the profile. False means disabled; True
means enabled.

Bind Type Display the type setting selected for such profile.

Server IP Address

Display the IP address of the LDAP server.

Port

Display the port number set for such profile.
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Item Description

Common Name Display the name for identification.

Identifier

Base DN Display the configured Base DN if Bind Type is set with
Simple Mode.

Group DN Display the configured Group DN if Bind Type is set with
Simple Mode.

Regular DN Display the configured regular DN if Bind Type is set with

Regular Mode.

Logout After(min)

Display the maximum usage duration for RADIUS
authentication.

How to create a new LDAP/Active Directory Profile

1. Open User Management>>LDAP/Active Directory.
2. Simply click the Add button.
3. The following dialog will appear.

LDAP | Active Directorny = |3
Profile : ri1
¥|Enable
Bind Type : Simple Mode ¥

Server IP Address

: 192 168.1.220]

Port : aaq

Common Hame ldentifier ;. cn (Optional)

Base DN :

Group DH : [(Dptional)
(Optional)
(Optional)

Logout After{min) : -1 (LUser Management)

M apply 3 Cancel

Available parameters are listed as follows:

ltem

Description

Profile

Type a name for such profile.

Enable This Profile

Check this box to enable such profile.

Vigor300B Series User’s Guide

235



Bind Type

There are three types of bind type supported.

Regular Mode W
Simple Mode

Anonymous

Regular Mode

Simple Mode - Just simply do the bind authentication
without any search action.

Anonymous — Perform a search action first with
Anonymous account then do the bind authentication.

Regular Mode- Mostly it is the same with anonymous
mode. The different is that, the server will firstly check if
you have the search authority.

For the regular mode, you’ll need to type in the Regular DN
and Regular Password.

Server IP Address

Enter the IP address of LDAP server.

Port

Type a port number as the destination port for LDAP server.

Common Name
Identifier

Type or edit the common name identifier for the LDAP
server. The common name identifier for most LDAP server
is ch”

Base DN

It means “Base Distinguished Name”. Type the
distinguished name used to look up entries on the LDAP
server.

Group DN

It means “Group Distinguished Name”. Type the
distinguished name used to look up entries on the LDAP
server.

Regular DN

Type this setting if Regular Mode is selected as Bind Type.

Regular Password

Specify a password if Regular Mode is selected as Bind
Type.

Logout After(min)

It means the maximum usage duration for RADIUS
authentication.

Apply

Click it to save the configuration.

Cancel

Click it to exit the dialog without saving the configuration.

Enter all the settings and click Apply.

A new LADP/Active Directory Profile has been created.
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4.8 Application

Below shows the menu items for Applications.

Applications

Dymamic DNS

GVRP

IGMP Proxy

uPnP

Wake on LAN

SMS [ Mail Alert Service

4.8.1 Dynamic DNS

The ISP often provides you with a dynamic IP address when you connect to the Internet via
your ISP. It means that the public IP address assigned to your router changes each time you
access the Internet. The Dynamic DNS feature lets you assign a domain name to a dynamic
WAN IP address. It allows the router to update its online WAN IP address mappings on the
specified Dynamic DNS server. Once the router is online, you will be able to use the
registered domain name to access the router or internal virtual servers from the Internet. It is
particularly helpful if you host a web server, FTP server, or other server behind the router.

Before you use the Dynamic DNS feature, you have to apply for free DDNS service to the
DDNS service providers. The router provides up to ten accounts from eight different DDNS
service providers. Basically, Vigor routers are compatible with the DDNS services supplied
by most popular DDNS service providers such as www.dyndns.org, www.no-ip.com,
www.dtdns.com, www.changeip.com, www.dynamic- nameserver.com. You should visit
their websites to register your own domain name for the router.
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4.8.1.1 Status
This page displays the status for all the available DDNS profiles.

Applications >> Dynamic DNS >> Status 2]
Aurta Logout - |sin e Status Setting DONE log
Quick Start Wizard 5
T aTTE Auto Refresh | |1 Minute v | 4% Refresh
Profile Status Domain Name
ddns1 Mot Connected
ddns2 Mot Connected
ddns3 Mot Connected
ddns4 Mot Connected
ddnss Mot Connected
ddnsh Mot Connected
ddns? Mot Connected
m | ddnsé Mot Connected
GVRP ] ddnsd Mot Cannected
IGMP Proxy ddng10 Mot Connected

uPnp
Wake on LAN
SMS / Mail Alert Service

External Devices
Product Registration b

Each item will be explained as follows:

Item Description
Refresh Renew current web page.
Auto Refresh Specify the interval of refresh time to obtain the latest status.

The information will update immediately when the Refresh
button is clicked.

10 Seconds )

10 Seconds !

30 Seconds

1 Minute

Disahle
Profile Display the name of the DDNS.
Status Display the connection status for the DDNS sever.
Domain Name Display the domain name for the DDNS server.
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4.8.1.2 Setting

This page allows you to configure DDNS profiles for your request.

Auto Logout . | ofF v

Quick Start Wizard
Online Status

Dvnamic DHNS =

GVYRP

IGMP Proxy

uPnP

Wake on LAN

SMS / Mail Alert Service

External Devices
Produrt Readictratinn

Applications == Dynamic DNS >> Setting =)

Status

Setting DONS log

& Edit [£) Force Update

Profile
ddns1
ddns2
ddns3
ddnsd
ddnsh
ddnsé
ddns?
ddns8
ddns9
ddns10

Enable WAN Profile Routing P... Service P... Service T.. DomainN.. IPSource Force upd
false wani dyndns Dynamic 14400
false want dyndns Dynamic 14400
false wani dyndns Dynamic 14400
false want dyndns Dynamic 14400
false wani dyndns Dynamic 14400
false want dyndns Dynamic 14400
false wani dyndns Dynamic 14400
false want dyndns Dynamic 14400
false Wan dyndns Dynamic 14400
false wani dyndns Dynamic 14400

Each item will be explained as follows:

ltem

Description

Edit

Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Force Update

Force the router updates its information to DDNS server
immediately.

Profile Display the name of the profile.

Enable Display the status of the profile. False means disabled; True
means enabled.

WAN Profile Display current WAN profile used by such DDNS profile.

Routing Policy

Display the routing policy used by such DDNS profile.

Service Provider

Display the name of service provider used by such profile.

Service Type

Display the type for such profile.

Domain Name

Display the domain name of such profile.

IP Source

Display the interface (My WAN IP or My Internet IP)
selected by such DDNS profile.

Force update interval

Display the interval setting to refresh the data for such
profile.

How to edit a DDNS Profile

There are 10 sets of DDNS server offered for you to modify and configure. Please choose
any one of them and click Edit to open the following page for modification.

1. Open Applications>>Dynamic DNS and click the Setting tab.

Vigor300B Series User’s Guide

239



2. Choose one of the DDNS profiles and click the Edit button.

Setting =[x
Profile : ddns1
Enable
WARN Profile WA il
Routing Policy : selected wan first |
Semnvice Provider : dyndns b
Service Type © Cyvnamic b
Domain Name :
User Login Name :
Password
IP Source : Ry WAL |P b
Wild Card () Enable () Disable
Backup MX : () Enable (%) Disable
Mail Extender : (Dptional)
Force update interval : 14400 Minutes (1-~43200)

22 clear B Force Lpdate = Apphy & Cancel

Available parameters are listed as follows:

Item Description

Profile Display the name of the profile.

Enable Check this box to enable such profile.

WAN Profile Choose a WAN interface that such profile will apply to.

Routing Policy

Choose a routing policy applied to the DDNS profile.

selected wwan first s

selected wan first
selected wan anly

selected wan first — The DDNS profile will be applied to the
traffic via WAN interface first, then applied to other
interface.

selected wan only — The DDNS profile will be applied to
the traffic via WAN interface only. No other interface will
be used.

Service Provider

Select the service provider for the DDNS account.
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Service Type Select a service type (Dynamic, Custom or Static). If you
choose Custom, you can modify the domain that is chosen in
the Domain Name field.

Cwnamic w
Cynamic
Static
Zustom
Domain Name Type in one domain name that you applied previously. Use

the drop down list to choose the desired domain.

User Login Name Type in the login name that you set for applying domain.

Password Type in the password that you set for applying domain.
IP Source Choose My WAN IP or My Internet IP as the source for the
DDNS profile.
iy WAN IP w
My WAN IP
Iy Internet IP
Wildcard and The Wildcard and Backup MX features are not supported for
Backup MX all Dynamic DNS providers. You could get more detailed
information from their websites.
Mail Extender Type the IP/Domain name of the mail server.
Force update Set the time for the router to perform auto update for DDNS
interval service.
Clear Click it to restore the default settings for such profile.
Force Update Click it to force update the profile.
Apply Click it to save the configuration.
Cancel Click it to exit the dialog without saving the configuration.

Enter all the settings and click Apply.
4.  The DDNS Profile has been modified.

Applications == Dynamic DNS == Setting 2]
Status Setting DOME log

& Edit  [E] Force Update
Profile Enable WAN Profile Routing Poli Service Pro Service Typ Domain Nar Force update interval

ddnsi true wani selected_widyndns Dynamic draytek 14400
ddnsz false wWanl dyndns Dynarmie
ddns3 false wani dyndns Dynamic
ddnsd falze wWan1 dyndns Dynarmie
ddnss false wani dvndns Dynamic
ddnsb falze wani dyndns Dynamic
ddns7 false wani dyndns Dynamic
ddnsg false wan] dyndns Crynarmic
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4.8.1.3 DDNS Log

This page displays the information related to all DDNS.

Applications >> Dynamic DNS >> DDNS log (2]
Auta Logout - | tiin e Status Setiing | DDNS log
Quick Start Wizard - =
& Refresh [ Clear All
Online Status
Search L
Log

2011001402 12:51:32 gethostayname) failed: members.dyndns.org
2011401402 12:51:22 Connecting to DDNS server.

2011/01#02 12:51:21 gethostiyname( failed: members.dyndns.org

201101i02 12:51:11 Connecting to DDNE server...

2011401402 12:51:10 gethosthyname() failed: members.dyndns.org

2011401402 12:51.00 Connecting to DDMNS server...

2011401402 12:51:00 User-Agent Vigor3s00 series, Host members.dyndns.org

| 2010101102 125100 >55>> DONE1 s updateing <<=
GVRP I 2011/01102 12:40°68 gethostiymarmeq failed: mambers dyndns org
1GMP Prosy 2011J01/02 12:40/45 Connecting to DDNS server
UPnP 2011401402 12:40:48 gethostiyname( failed: members.dyndns.org
T 2011/0110212:40,38 Conneeting lo DDNG server..

SMS / Mail Alert Service

External Devices
Product Registration -

4.8.2 GVRP

2011401402 12:40:37 gethosthyname() failed: members.dyndns.org

This function can define the method for the changing the VLAN information among devices.
With supporting GVRP, the device can receive the VLAN information coming from other

devices.
Applications >> GVRP
Auto Logout : |5pin b GVRP
Quick Start Wizard k-
Online Status Enable
Interface
Join Time :
Dynamic DNS
GVRP
IGMP Proxy
UPnP
Wake on LAN

SMS / Mail Alert Service

External Devices
Product Registration -

v | X

20 Seconds

[ ety &3 Cancel

Available parameters are listed as follows:

ltem

Description

Enable

Check this box to enable GVVRP function.

Interface

Choose LAN and/or WAN profiles.

To clear the selected one, click to remove current object

selections.

Join Time

Define the time for the system to send GVRP packet to other
device. The unit is second.

Apply

Click it to save the configuration.
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Item Description

Cancel Click it to discard the settings configured in this page.

4.8.3 IGMP Proxy

IGMP is the abbreviation of Internet Group Management Protocol. It is a communication
protocol which is mainly used for managing the membership of Internet Protocol multicast

Applications >> IGMP Proxy
WO 5 Min e 1GNP Proxy
Quick Start Wizard
Online Status Enable
IGMP Proxy Channel : |yani o
Downstream lant s
IGMP via PPPoE ® Enable Disable
Dynamic DNS L
GVRP |
IGMP Proxy

uPnp
Wake on LAN
SMS [ Mail Alert Service

Available parameters are listed as follows:

Item Description

Enable Check this box to enable IGMP proxy function.

IGMP Proxy Channel The application of multicast will be executed through WAN
port. In addition, such function is available in NAT mode.

Downstream Use the drop down list to specify the LAN profile as the
destination of data coming from WAN interface (defined in
IGMP Proxy Channel).

IGMP via PPPoE Enable — In LAN, the PC which uses PPPoE connection to

communicate with Vigor router can accept the packets
transmitted from IGMP proxy.

Disable —In LAN, the PC which uses PPPoE connection to
communicate with Vigor router can NOT accept the packets
transmitted from IGMP proxy.

® |GMP Interface IP — Type the IP address of IGMP

server.
Apply Click it to save the configuration.
Cancel Click it to discard the settings configured in this page.
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4.8.4 UPnP

The UPnP (Universal Plug and Play) protocol is supported to bring to network connected
devices the ease of installation and configuration which is already available for directly
connected PC peripherals with the existing Windows 'Plug and Play' system. For NAT
routers, the major feature of UPnP on the router is “NAT Traversal”. This enables
applications inside the firewall to automatically open the ports that they need to pass through
a router. It is more reliable than requiring a router to work out by itself which ports need to
be opened. Further, the user does not have to manually set up port mappings or a DMZ.
UPnNP is available on Windows XP and the router provide the associated support for MSN
Messenger to allow full use of the voice, video and messaging features.

Applications >> UPnP @)

Auto Logout | 5pin - e
Quick Start Wizard
Online Status Enable

Download 1 Kbps ' Mbps

Upload a12 = Kbps Mbps

External Interface : wan1 v

Internal Interface = ||an1 v

Max Session : 500
Dynamic DNS
GVRP

IGMP Proxy

WWake on LAN
SMS / Mail Alert Service

External Devices
Product Registration - [ apply @3 Ccancel

Available parameters are listed as follows:

Item Description

Enable Check this box to enable UPnP function.

Download Enter the maximum sustained WAN download speed in
kilobits/second. Such information can be requested by UPnP
clients.

Upload Enter the maximum sustained WAN upload speed in
kilobits/second. Such information can be requested by UPnP
clients.

External Interface Select a WAN profile for UPnP protocol.

Internal Interface Select a LAN profile for UPnP protocol.

Max Session Determine the maximum session number for UPnP function.

Apply Click it to save the configuration.

Cancel Click it to discard the settings configured in this page.

The reminder as regards concern about Firewall and UPnP

Can't work with Firewall Software
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Enabling firewall applications on your PC may cause the UPnP function not working
properly. This is because these applications will block the accessing ability of some
network ports.

Security Considerations

Activating the UPnP function on your network may incur some security threats. You
should consider carefully these risks before activating the UPnP function.

»  Some Microsoft operating systems have found out the UPnP weaknesses and hence
you need to ensure that you have applied the latest service packs and patches.

» Non-privileged users can control some router functions, including removing and
adding port mappings.

The UPnP function dynamically adds port mappings on behalf of some UPnP-aware
applications. When the applications terminate abnormally, these mappings may not be
removed.

4.8.5 Wake on LAN

A PC client on LAN can be woken up by the router it connects. When a user wants to wake
up a specified PC through the router, he/she must type correct MAC address of the specified
PC on this web page of Wake on LAN of this router.

In addition, such PC must have installed a network card supporting WOL function. By the
way, WOL function must be set as “Enable” on the BIOS setting.

4.8.5.1 Wake on LAN

Applications >> \Wake on LAN >>\Wake on LAN 2]

Auto Logout © | 5pin e wyake an LAN | Schedule Wake on LAN

Quick Start Wizard
Online Status

Configure Bind IF to MAC

Dynamic DNS
GVRP

IGMP Proxy
UPnP

Vvake on LAN

SMS /Mail Alert Service

© Profile Name b
Wiake By IP Address LAN Profile : ||an1 v Wake Up  [[] Delete

Mac Address
External Devices

Product Registration Note :

\Wake an LAN intearates with Bind IP to MAC function, only hinded PCs can wake up through IP

Available parameters are listed as follows:

Item Description

Configure Bind IP to Click it to open the setting page of Bind IP to MAC.

MAC

Wake by Three types provide for you to wake up the bound IP. If you

choose Wake by MAC Address, you have to type the correct
MAC address of the host in MAC Address boxes. If you
choose Wake by IP Address, you have to choose the correct
IP address.

Profile Name — Choose a profile (created by LAN>>Bind

Vigor300B Series User’s Guide 245



Item Description

IP to MAC) from the drop down list.

IP Address - The IP addresses that have been configured in
Firewall>>Bind IP to MAC will be shown in this drop
down list. Choose the IP address from the drop down list that
you want to wake up.

MAC Address - Type any one of the MAC address of the
bind PCs.

LAN Profile — Use the drop down list to choose one of the
LAN profiles.

Wake Up Click this button to wake up the selected IP. See the
following figure. The result will be shown on the box.

Delete Click this button to remove all the settings.

4.8.5.2 Schedule Wake on LAN

This page is used to set profiles which will perform WOL based on the conditions specified
by Bind Table profile, MAC address, LAN profile and time profile.

Applications >> Wake on LAN >> Schedule ¥vake on LAN 2]

Auto Logout - 5hfin h ‘Wake on LAN | Schedule Wiake on LAN

Quick Start Wizard
Online Status

©y Aadd YK Edit [[] Delete &5 Refresh Profile Murnber Limit: 16

Profile Enable Bind Table MAC Address Time Ohject LAN Profile

Mo items to show.

Dynamic DNS
GVRP

IGMP Proxy
upnp

Wvake on LAN

SMS / Mail Alert Service

External Devices
Product Registration

Available parameters are listed as follows:

Item Description
Add Add a new schedule profile.
Edit Modify the selected schedule profile.

To edit the profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
profile.

Delete Remove the selected schedule profile.

To delete a profile, simply select the one you want to delete
and click the Delete button.

Refresh Renew current web page.
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Profile Display the name of the profile.

Enable Display the status of profile (true means Enable/ false means
Disable).

Bind Table Display the profile name from Bind Table.

MAC Address Display the MAC address of the computer to be woke on
LAN.

Time Object Display the name of the time object selected for WOL.

LAN Profile Display the name of LAN profile.

How to create a new schedule profile for WOL

1. Open Applications>>Wake on LAN and click the Schedule Wake on LAN tab.
2. Simply click the Add button.

3. The following dialog will appear.

Schedule Wake on LAN =||x
Profile : Exarm_1
+|Enable
Mode (" Bind Table (& MAC Address
MAC Address : IIIEI:ST:Tf:12:|:Id:3EI|
Time Object : v
LAN Profile - ||an1 v|

S Apply 3 Cancel

Available parameters are listed as follows:

ltem

Description

Profile

Type a name for such profile.

Enable

Check the box to enable such profile.

Mode

Choose the type for data input, Bind Table or MAC Address.

Bind Table

It is available when Bind Table is selected as Mode.
Choose one of the profiles listed in Bind Table.

MAC Address

It is available when MAC Address is selected as Mode.

If MAC Address is selected as Mode, you have to type MAC
address in this field. Then only the PC with such address will
be waken up remotely.

Time Object

Choose time object profile for waking up the computer in
specified time. Time object profiles can be configured in
Object Settings>>Time Object previously.

LAN Profile

Choose one of the LAN profiles. The computers specified in
the selected LAN profile will be waken up remotely.
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Apply Click it to save the configuration and exit the page.

Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all of the settings and click Apply.
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4.8.6 SMS / Mail Alert Service

The function of SMS (Short Message Service)/Mail Alert is that Vigor router sends a
message to user’s mobile or e-mail box through specified service provider to assist the user
knowing the real-time abnormal situations.

Vigor router allows you to set up to 10 SMS profiles which will be sent out according to
different conditions.

4.8.6.1 SMS Alert Service

This page allows you to specify SMS provider, who will get the SMS, what the content is
and when the SMS will be sent.

Applications >> SMS / Mail Alert Service >> SMS Alert Service @

Auto Logout | off s SMS Alert Service | Mail Alert Service

Quick Start Wizard

& Edit &5 Refresh
Online Status /‘

Index Enable SMS Provider Recipient Motify Profile
false
false
false
false
false
false
false

Dynamic DNS alse

GVRP

IGMP Proxy
UPhP

Wake on LAN

SMS /Mail Alert Service

false

S @ @ o m m oe W o o

=

false

External Devices
Product Registration

Each item will be explained as follows:

Item Description

Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected

profile.

Refresh Renew current web page.

Index Display the index number (from 1 to 10) of the profile.

Enable Display the status of the profile. False means disabled; True
means enabled.

SMS Provider Display the name of the SMS provider.

Recipient Display the one who will receive the SMS.

Notify Profile Display the name of the notify profile.
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How to edit the SMS alert service profile
Open Applications>> SMS/Mail Alert Service and click the SMS Alert Service tab.

Choose one of the index numbers and click the Edit button.

1.
2.
3.

The following dialog will appear.

SMS Alernt Service =2

Index :

¥ Enable

SMS Provider | |Line_down o

Recipient :

Notify Profile - | potify_attack o

= Apply & Cancel

Available parameters are listed as follows:

ltem

Description

Enable

Check this box to enable such profile.

SMS Provider

Choose the SMS provider object profile from the drop down
list.

Such profiles can be created from Object Setting>>SMS
Service Object.

Recipient Type the cell phone number to receive the SMS.

Notify Profile Choose a profile (specify the timing for sending SMS) from
the drop down list.
Such profiles can be created from Object
Setting>>Notification Object.

Apply Click it to save the configuration and exit the page.

Cancel Click it to exit the dialog without saving the configuration.

Enter all the settings and click Apply.

The SMS alert service profile has been modified.

Applications >> SMS / Mail Alert Service >> SMS Alert Service o

ShS Alert Serice

htail Alert Service

# Edit &% Refresh

Index
1

2
3
4

Enable SMS Provider Recipient Notify Profile
true Line_down 1234567849 Motify_attack
false
false

false
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4.8.6.2 Mail Alert Service

This page allows you to specify Mail Server profile, who will get the notification e-mail,
what the content is and when the message will be sent.

Applications >> SMS / Mail Alert Service >> Mail Alert Service @

Auto Logout : | orf e SMS Alert Senice | Mail Alert Service

Quick Start Wizard

J£ Edit ¢5 Refresh
Online Status A

Index Enable This Profile Mail Profile Recipient Motify Profile
false
false
false
false
false
false
false

Dynamic DNS Talse

GVRP

IGMP Proxy
UPnP

Wake on LAN

SMS | Mail Alert Service

false

- @ @ - @ om = W =

=

false

External Devices
Product Registration

Each item will be explained as follows:

Item Description

Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected

profile.

Refresh Renew current web page.

Index Display the index number (from 1 to 10) of the profile.

Enable This Profile Display the status of the profile. False means disabled; True
means enabled.

Mail Profile Display the name of the mail profile.

Recipient Display the one who will receive the mail alert.

Notify Profile Display the name of the notify profile.

How to edit the mail alert service profile
1. Open Applications>> SMS/Mail Alert Service and click the Mail Alert Service tab.
2. Choose one of the index numbers and click the Edit button.

3. The following dialog will appear.
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Mail Alert Service

Index : 1

Y| Enahle This Profile

Mail Profile - |mail_notify v

Recipient :

Notify Profile | notify_attack v
= gend ATestMail [E) Apply & Cancel

Available parameters are listed as follows:

Item Description

Enable This Profile | Check this box to enable such profile.

Mail Profile IC_:hoose the mail service object profile from the drop down
Ist.
Such profiles can be created from Object Setting>>Mail
Service Object.

Recipient Type the e-mail address for receiving the mail.

Notify Profile Choose a profile (specify the timing for sending SMS) from

the drop down list.

Such profiles can be created from Object
Setting>>Notification Object.

Send A Test Mail

Click it to send a test mail.

Apply

Click it to save the configuration and exit the page.

Cancel

Click it to exit the dialog without saving the configuration.

Enter all the settings and click Apply.

The mail alert service profile has been modified.

Applications >> SM5 [ Mail Alert Service == Mail Alert Service

SMS Alert Service || Mail Alert Service

P& Edit G Refresh

Index Enakle This Profile Kail Profile Recipient Notify Profile

true

falze

IR T

falze

Iail_Motify carrig@yahoe.com Notify_attack
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4.9 Bandwidth Management

Below shows the menu items for Bandwidth Management.

Quality of Service I
QoS Rule
Sessions Limit

Bandwidth Limit

The QoS (Quality of Service) guaranteed technology in the Vigor router allows the network
administrator to monitor, analyze, and allocate bandwidth for various types of network
traffic in real-time and/or for business-critical traffic. Thus, timing-sensitive applications will
not be impacted by web surfing traffic or other non-critical applications, such as file transfer.
Without QoS-guaranteed control, there would be virtually no way to prioritize users/services
or guarantee allocation of finite bandwidth resources to network or servers for supporting
timing-sensitive and mission-critical network applications, such as VolP (Voice over IP) and
online gaming applications.

Differentiated quality of service is therefore one of the most important issues over the
Internet infrastructure. In Vigor router, DSCP (Differentiated Service Code Point) support is
also taken into consideration in the design of the QoS-guaranteed control module.

4.9.1 Quality of Service
The QoS function handles incoming and outgoing classes independently. Users can
configure incoming or outgoing separately without any impact on the other.

4.9.1.1 QoS Status
This page displays current QoS Status.

Bandwidth Management >> Quality of Sernvice >> QoS Status =)

Auto Logout : | 5hin h Q0 Status | Goftware QoS | Hardware Qo

Quick Start Wizard
Online Status

QoS WAN Status
1 --- (Hardware Q05)
2 wanl

3 wan2

4
5

[}

7

Quality of Service

QoS Rule
Sessions Limit
Bandwidth Limit

External Devices
Product Registration
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4.9.1.2 Software QoS

This page displays current software QoS status and allows you to edit related settings,
including bandwidth, queue (high, medium, normal and low) for each QoS WAN.

Bandwidth Management >> Quality of Service >> Software QoS 2]

Auto Logout | 5Min v Qo Status | Software QoS | Hardware QoS

Quick Start Wizard
Online Status

& Edit 4% Refrash

Q05 WAN CQutgoing Status Cutgoing Bandwidth Incoming Status Incoming Bandwidth
1 wanl disable 100000 disable 100000
2 wanZ disahle 100000 disahle 100000
3 - disahle 100000 disahle 100000
4 - disable 100000 disahle 100000
5 disable 100000 disable 100000
B disable 100000 disahle 100000

Quiality of Service

QoS Rule
Sessions Limit
Bandwidth Limit

External Devices
Product Registration

Available parameters are listed as follows:

Item Description

Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected

profile.

Refresh Renew current web page.

QoS WAN Display the WAN interface used for QoS.

Outgoing Status Display bandwidth for the outgoing data is enabled or
disabled.

Outgoing Bandwidth Display the total number of transmission rate for the
outgoing data.

Incoming Status Display the total number of transmission rate for the
incoming data.

Incoming Bandwidth Display bandwidth for the incoming data is enabled or
disabled.

How to edit a QoS Profile

Follow the steps below to create a new maintenance profile.

1. Click one of the QoS WAN profiles to select the one you want to edit.
2. Click Edit.
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105 Status | Software Qo5 | Hardware Qo5

% Edit| <" Refresh

205 WiAN
1 wan
2 wan?
-
4
[

Cutgoing Status
dizable
disable
dizabla
disable

dicaklo

3. The QoS settings page appears.

oS
ChoS WAN -

a1l w

— Outgoing

Status :
Bandwiilth
High :
Medium :
Normal
Low :

i Enable (3)Disable

100000 (= Kbps ) Mbps
40

an

20 (Default Qlueue)

10

— Incoming

Status
Bandwitth
High :
Medium :
Normal
Low :

yEnable (%) Disable

100000 @ Kbps () Mbps
40

an

20 (Default Qiueue)

10

=1 Appaly & Cancel

Available parameters are listed as follows:

ltem

Description

QoS WAN

Use the drop down list to set WAN interface for QoS by
choosing one of the WAN interfaces.

Status

Enable — Click it to enable such profile.
Disable — Click it to disable the QoS profile.

Bandwidth

Type the number as the total transmission rate for the
outgoing /incoming data. The range can be set from 64000 to
10000000.

Click the unit (Kbps or Mbps) for such rate.
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High/Medium/
Normal/Low

There are several available outgoing queues. All queues in
the data group to be initialized with weights of zero,
resulting in a strict service to completion (STC) mechanism
across all queues.0.

Type the weight of queues in bytes, range from 0 to
1000000.

Apply

Click it to save and exit the dialog.

Cancel

Click it to exit the dialog without saving anything.

4.  Enter all of the settings and click Apply.

4.9.1.3 Hardware

QoS

This page allows you to configure bandwidth of data and voice signals transmission for
outgoing data and incoming data through hardware interface.

Note: The difference between Hardware QoS and Software QoS is that only one WAN
interface is supported by Hardware QoS. However, there are six WAN interfaces supported

Bandwitdth Management >> Quality of Service >> Hardware QoS 2]
AUe Logout : |Ghiin ad QoS Btatus | Software QoS | Hardware QoS
Quick Start Wizard QoS WAN -
Online Status ~
— Outgoing
Status Enable ' Disahle
Bandwidth : 0 Kbhps @ Mbps
High: 40
Medium : 30
Normal : 20
Low: 10
Quality of Service r~ Incoming
Qo3 Ruley Status Enable (® Disable
Sessions Limit
Bandwidth Limit Bandwidth 1) Kbps = Mbps
High: 40
Medium : 30
Mormal : 20
External Devices
Product Registration Low: 10

Note:
1 Rafn

ahla MAS wan ehanld fast tha raal handwidth firet RS maw notunrl neanark: it tha handwidth is not areorata

Available parameters are listed as follows:

Item Description

QoS WAN Use the drop down list to choose the WAN interface to apply
hardware QoS.

Status Enable - Click it to enable QoS for outgoing/incoming
traffic.
Disable — Click it to disable QoS for outgoing/incoming
traffic.

Bandwidth Type the number as the total transmission rate for the

outgoing /incoming data. The range can be set from 64 to
1000000 kbps.

Click the unit (Kbps or Mbps) for such rate.

High/Medium/
Normal/Low

It determines the weight for each queue. All queues in the
data group to be initialized with weights of zero, resulting in
a strict service to completion (STC) mechanism across all
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queues.O.
Type the weight of queues in bytes, range from 0 to

1000000.
Apply Click it to save and exit the dialog.
Cancel Click it to exit the dialog without saving anything.

Enter all of the settings and click Apply.

4.9.2 QoS Rule

There are 32 filter rules that can be configured in such page for incoming and outgoing data.

4.13.2.1 QoS Rule

Bandwidth Management >> QoS Rule >> QoS Rule =2}
i i LU e QoSRule | VolP QoS | DSCP Re-Tag
Quick Start Wizard — = "
©y Add 2 Edit [ Delete G Rename ¢ Refrash Profile hurnber Lirit: 32
Online Status
Profile Enable Local IP Object Remote IP O Service Type Match Type DSCP TOS Traffic Class

Mo iterns o show,

Quality of Service

QoS Rule

Sessions Limit
Bandwicith Limit

External Devices
Product Registration

Available parameters are listed as follows:

Item Description
Add Add a new rule profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
profile.

Delete Remove the selected profile.

To delete a profile, simply select the one you want to delete
and click the Delete button.

Refresh Renew current web page.

Rename Allow to modify the selected profile name.

Profile Number Limit Display the total number (32) of the profiles to be created.

Profile Display the name of the profile for the filter.

Enable Display the status of the profile. False means disabled; True
means enabled.

Local IP Object Display the source IP address for the filter.
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Remote IP Object

Display the destination IP address for the filter.

Service Type Display the service type (e.g., IKE, HTTP, AUTH and etc)
for the filter.

Match Type Display the match type (e.g., TOS or DSCP) for the filter.

DSCP Display the setting of DSCP.

TOS Display the setting of TOS.

Traffic Class Display the queue number that such filter is categorized.

How to add a QoS rule profile

1.
2.
3.

Profile
Profile :

Match Type
DSCP

Traffic Class .

Open Bandwidth Management>> QoS Rule.
Simply click the Add button.

The following dialog will appear.

Fast

“|Enable

DECP d
Default *
Mormal X

Ifno objectis selected in a category, the case of Any'is applied
Firewall Objects
=l Local Address
F Local IP Object
b Local IP Group
= Remote Address

F Remote IP
F Remaote [P

Ohject
Group

=l Service Type
F Service Type
F Service Group

B apply @ Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the filter profile.

Enable Check this box to enable such profile.

Match Type Use the drop down list to specify a suitable match type.

258 Vigor300B Series User's Guide



D=sCp W
None

DsCP

TOZ

DSCP

It is available when DSCP is selected as the Match type.

~ a

AF Cla

S LR E LU R
[Loww Drop]
AF Cla [Medium Drop]

AF Clazs2 [High Drop]
AF Clagz2 [Low Drop]
AF Claz=3 [Medium Drop]

[CURN 1 R

AF Cla=s3 [High Drop]
AF Clazs4 [Low Drog]
AF Clags4 [Medium Dropl

-

DSCP: IP precedence 7 w

TOS

It is available when TOS is selected as the Match type.
MWormal-Service w

MNormal-Services

Traffic Class

Choose the traffic class to category the packets matching
with the condition configured as above. High is the highest;
Normal is the lowest.

Marmal ~

MHarmal
C Loy
. Medium
High

Local Address

Click # on the left side of the Source IP Object/Source IP
Group profile. Check the object profile(s) as the source
target.

Local IP Object — Use the drop down list to choose one of
the IP objects for such rule profile.

Local IP Group — Use the drop down list to choose one of
the IP group for such rule profile.

If you want to create a new IP object, simply click L to

open the following dialog.
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LOCdl IF Loject - |

Profile :
Address Type : Sinle R
Start IP Address :

M apply 9 Cancel

® Profile — type a new name for such IP object.

® Address Type —Choose the address type (Single or
Range) for such rule. Each type will bring different
settings for configuration.

® Start IP Address - Type the IP address of the starting
point for such profile.

® End IP Address - Type the IP address of the ending
point for such profile if you choose Range as Address
Type.

® Subnet Mask — Choose the subnet mask from the drop
down list if you choose Subnet as Address Type.

Remote Address

Click ¥ on the left side of the Remote IP Object/ Remote
IP Group profile. Check the object profile(s) as the
destination target.

Remote IP Object — Use the drop down list to choose one of
the destination IP objects for such rule profile.

Remote IP Group — Use the drop down list to choose one of
the destination IP group for such rule profile.

i
If you want to create a new IP object, simply click %# to
open the following dialog.

Remaote IP Object = |3

Profile :
Address Type . Single -
Start IP Address

M 2pply I Cancel

® Profile — Type a new name for such IP object.

® Address Type — Choose the address type (Single or
Range) for such rule. Each type will bring different
settings for configuration.

® Start IP Address - Type the IP address of the starting
point for such profile.
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® End IP Address - Type the IP address of the ending
point for such profile if you choose Range as Address
Type.

® Subnet Mask — Choose the subnet mask from the drop
down list if you choose Subnet as Address Type.

Service Type

Service Type - Choose one of the service types from the
drop down list.

e
If you want to create a new service type, simply click 5 to
open the following dialog.

Profile =|[%] B

Profile : far_out_filter

Protocol : TCR »
Source Port Start : 1

Source Port End : 65535

Destination Port Start : 1

Destination Port End : 65535

Ey*add @ caneel

® Profile — type a new name for such service type.

®  Protocol —There are two options: TCP, UDP and
TCP/UDP. Select the protocol that you want to use.

®  Source Port Start /End - Type the start /end number
for the port range of the source port for such filter.

® Destination Port Start / End - Type the start /end
number for the port range of the destination port for
such filter.

Apply

Click it to save the configuration and exit the page.

Cancel

Click it to exit the page without saving the configuration.

4.  Enter all the settings and click Apply.

5. A QoS rule profiler has been created.
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4.9.2.2 VoIP QoS

When this feature is enabled, the VolP SIP/UDP packets will be sent with highest priority
during the process of data transmission.

Bandwitdth Management >> QoS Rule >> VoIP QoS 3;
s i 511 v QnSRuls | wnlP GnS | DSCP Re-Tag
Quick Start Wizard
OnineiStatis Enable Enable ® Disable (Hish Prioriy for YolP SIPIRTP)
SIPUDP Port: 5060 (DefaulL50ED)
Quality of Service
Q05 Rule

Sessions Limit
Bandwidth Limit

External Devices
Product Registration

) apply @ cancel

Each item will be explained as follows:

Item Description

Enable Enable - Click it to enable VolP QoS function.

SIP UDP Port Set a port number used for SIP.

Apply Click it to save and exit the dialog.

Cancel Click it to discard the settings configured in this page.
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4.9.2.3 DSCP Re-Tag

Packets coming from LAN IP can be retagged through QoS setting. When the packets sent
out through WAN interface, all of them will be tagged with certain header and that will be
easily to be identified by server on ISP.

Auto Logout ;. 5iin -

Quick Start Wizard
Online Status

Quality of Service

QoS Rule

Sessions Limit
Bandwidth Limit

External Devices
Product Registration

Qo8 Rule

Enable :
High

Medium
Normal

Low

Bandwidth Management >> QoS Rule >> DSCP Re-Tag

YalP QoS DSCP Re-Tag

# Disable Enable

Mone

Hone

2 | |[Fe

Hone

Mone v

RF CTagsT [Medium Drop] - Ux0C
AF Class1 [High Drop] - x0E

IP precedence 2 - 0x10

AF Class2 [Low Drop] - Ox12

AF Class? [Medium Drop] - Ox14
AF Class2 [High Drop] - 016

IP precedence 3 - 0x18

AF Class3 [Low Drop] - OxlA

AF Clazss3 [Medium Drop] - 0x1C
AF Class3 [High Drop] - Gl E

IP precedence 4 - 0x20

AF Classd [Low Drop] - 0x22

AF Classd [Medium Drop] - 0x24
AF Classd [High Drop] - 0026

IP precedence 5 - 0x28

EF Class - Ox2E

IP precedence B - 0x30

IP precedence 7 - 0x38

Hone

Each item will be explained as follows:

) apply @ Cancel

ltem

Description

Enable

Enable — Click it to enable DSCP Re-Tag function.

High / Medium / Normal

There are four queues allowed for QoS control. Use the drop

/ Low down list to specify the heading for each queue which will
be applied to the packets tagged.

Apply Click it to save and exit the dialog.

Cancel Click it to discard the settings configured in this page.
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4.9.3 Sessions Limit

A PC with private IP address can access to the Internet via NAT router. The router will
generate the records of NAT sessions for such connection. The P2P (Peer to Peer)
applications (e.g., BitTorrent) always need many sessions for procession and also they will
occupy over resources which might result in important accesses impacted. To solve the
problem, you can use limit session to limit the session procession for specified Hosts.

In the Bandwidth Management menu, click Sessions Limit to open the web page.

Auto Logout | 5ptin -

Quick Start Wizard
Online Status

Quality of Service
QoS Rule

Bandwidth Limit

External Devices
Product Registration

Sessions Limit

3 Add € Edit [ Delete -4 Mowe Up ¥ Move Down G Rename &% Refresh

Profile

> ions Limit

Enable Limit Source IP Object Source IP Group Time Object Time Group

Mo itemns to show.

Default Session Limit Enable '® Disable

Default Max Sessions 1000

Use Default Message * Enable Disable

Default Ci

=html==head==title=Access Denied=Aitle==ihead=<hody bgcolor=lightblue==center=
=h3==hr==p==font face=arial color=hlue size=5=Your IP:%S5IP % =font==br=<hr=
<hr=have reached the maximum number of permitted Internet sessions.<br=<font

ion Limit inistration color=red==p>Please tlose one ar more applications to allow furthur Internet access, |
=p==/font=Contact your systern administrator for further information.<hr=<hr=<pr=|

Powered by =font color=red==i=%RNAME % </i= =ffont= |<h 3= =/center= =/hody=<ihtml=

) apply @ Cancel

Each item will be explained as follows:

Item Description

Add Add a new profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
profile.

Delete Remove the selected profile.
To delete a profile, simply select the one you want to delete
and click the Delete button.

Move Up Change the order of selected profile by moving it up.

Move Down Change the order of selected profile by moving it down.

Rename Allow to modify the selected profile name.

Refresh Renew current web page.

Profile Display the name of the profile.

Enable Display the status of the profile. False means disabled; True
means enabled.

Limit Display the maximum session number allowed for the

profile.

Source IP Object

Display the source IP object profile name.
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Source IP Group

Display the source IP group profile name.

Time Object

If no time schedule is set, None will be shown in this field.

Time Group

Display the Time group profile selected for such application
profile.

Default Session Limit

Display the default session number used for each computer
in LAN.

Default Max Sessions

Display the default maximum session number used for each
computer in LAN.

Use Default Message

Enable — Use the default message to display on the page that
the user tries to access into the blocked web page..

Disable — Type the message manually to display on the page
that the user tries to access into the blocked web page.

Default Connection
Limit Administration
Message

Such field is available when you disable the function of Use
Default Message.

The message will display on the user's browser when he/she
tries to access the blocked web page.

Apply

Click it to save and exit the dialog.

Cancel

Click it to discard the settings configured in this page.

How to add a session limit profile

1.  Open Bandwidth Management>> Sessions Limit.
2. Simply click the Add button.
3. The following dialog will appear.

Profile

Profile :

Enable

' Max Sessions : 1000

* Ifno objectis selected in a category, the case of By is applied

Firewall Chjects
=l general target
P Time Ohject
B Time Group
=l source target
P Source IP Object
P Source IP Group

Available parameters are listed as follows:
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4,
5,

Item Description

Profile Type the name of the profile.
Enable Check this box to enable such profile.
Max Sessions Defines the available session number for each host in the

specific range of IP addresses. If you do not set the session
number in this field, the system will use the default session
limit for the specific limitation you set for each index. This
field cannot be typed with “0”, otherwise the profile cannot
be saved.

general target Time Object - Click the triangle icon ¥ to display the

profile selection box. Choose a schedule object profile to be

applied on such rule. You can click I',.:, to create another
new time object profile.

While no target has been specified, firewall rules are applied to Any object
Firewall Objectz
=] general target
4 Time Object

Profile Frequency Start Date Start Time Er

Time0_1 Weekdays 2010-M1-1 08:00:00 20

Time Group - Click the triangle icon P to display the
profile selection box. Choose a schedule group profile to be

applied on such rule. You can click “# to create another
new time group profile.

source target Source IP Object - Click the triangle icon ¥ to display the

profile selection box. Choose one or more IP object profiles
from the drop down list. The selected profile will be treated

as source target. You can click I':, to create another new IP
object profile.

Source IP Group - Click the triangle icon » to display the
profile selection box. Choose one or more IP group profiles
from the drop down list. The selected profile will be treated

as source target. You can click ﬁ:_.. to create another new IP
group profile.

Click it to save the configuration and exit the dialog.

Click it to exit the dialog without saving the configuration.

Enter all the settings and click Apply.
A session limit profile has been created.

Bandwidth Management >> Sessions Limit
Sessions Limit

T3 Add ¥ Edit [ Delete &5 Refresh @ Move Up & Move Down  Gf Rename

Profile Enable Limit Source IP Object Source IP Group Time Object
session_1 enable 1000 1F_IPS
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4.9.4 Bandwidth Limit

The downstream or upstream from FTP, HTTP or some P2P applications will occupy large
of bandwidth and affect the applications for other programs. Please use Limit Bandwidth to
make the bandwidth usage more efficient.

In the Bandwidth Management menu, click Bandwidth Limit to open the web page.

Bandwiiith Management > Bandwidth Limit @)
Auto Logout | of d Bandwidih Limit
Quick Start Wizard — T
3 Add Edit Delete hove Up  # wove Down  (f Rename ¢ Refresh Profile Mumnber Limit: 32
Online Status @ Aos X Edt i ) 2 S >
Profile Enable RX Limit { TX Limit { Mode Source IP Source IP Time Object Time Group
Mo items to show.
Default TX Limit 0 Khps (% Mbps
Quality of Service o ®©
QoS Rule Default RX Limit : a O Kbps & Mbps
Sessions Limit Enable Smart Bandwictth Limit (il apply to the LAMN IP notin Limitation List whose session number exceeds the threshold)
Bandwidth Limit Sessions Threshold : 1000
TX Limit 5000 @ Khps O Mbps
RX Limit a000 (@ Kbps (O Mbps

External Devices

Product Registration p
E Apply & Cancel

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
profile.

Delete Remove the selected profile.

To delete a profile, simply select the one you want to delete
and click the Delete button.

Move Up Change the order of selected profile by moving it up.

Move Down Change the order of selected profile by moving it down.

Rename Allow to modify the selected profile name.

Refresh Renew current web page.

Profile Display the name of the bandwidth limitation profile.

Enable Display the status of the profile. False means disabled; True
means enabled.

RX Limit Display the limitation for the speed of the downstream.

TX Limit Display the limitation for the speed of the upstream.

Mode Display the mode selection (Each/Shared) of the selected
profile.

Source IP Object Display the source IP object profile name.
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Source IP Group

Display the source IP group profile name.

Time Object

If no time schedule is set, None will be shown in this field.

Time Group

Display the Time group profile selected for such application
profile.

Default TX/RX Limit

The default limit will apply to LAN IP(s) not in the above
configuration profiles

Default TX Limit — Define the limitation for the speed of
the upstream.

Default RX Limit —Define the limitation for the speed of the
downstream.

Enable Smart
Bandwidth Limit

Check this radio button to configure the default limitation for
bandwidth for any LAN IP not included in the Limitation
List.

Session Threshold

When session number exceeds the set threshold, Smart
Bandwidth limit will work.

TX Limit Define the speed of the upstream for Smart Bandwidth
Limit. If you do not set the limit in this field, the system will
use the default speed for the data transmission.

RX Limit Define the speed of the downstream for Smart Bandwidth
Limit. If you do not set the limit in this field, the system will
use the default speed for the data transmission

Apply Click it to save and exit the dialog.

Cancel Click it to discard the settings configured in this page.
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How to add a bandwidth limit profile

1.  Open Bandwidth Management>>Bandwidth Limit.
2. Simply click the Add button.

3. The following dialog will appear.

Profile =] [
Profile :
Enable
TH Lirnit: 1024 (® Kbps () Mbps
: R Limit: 1024 (=) Kbps () Mbps

Mode : &) Each () Shared

Ifno ohjectis selected in a category, the case of ‘Any'is applied
Firewall Ohjects
=l general target
P Time Object
B Time Group
=l source target
P Source IP Ohject
P Source IP Group

B apply @ Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the profile.

Enable Check this box to enable such profile.

TX Limit(Kbps) Define the limitation for the speed of the upstream. If you do

not set the limit in this field, the system will use the default
speed for the specific limitation you set for each index. Do
not type the value with “0”, otherwise the profile cannot be
saved.

RX Limit(Kbps) Define the limitation for the speed of the downstream. If you
do not set the limit in this field, the system will use the
default speed for the specific limitation you set for each
index. Do not type the value with “0”, otherwise the profile
cannot be saved.

Mode Select Each to make each IP within the range of Start IP and
End IP having the same speed defined in TX limit and RX
limit fields; select Shared to make all the IPs within the
range of Start IP and End IP share the speed defined in TX
limit and RX limit fields.
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general target Time Object - Click the triangle icon ¥ to display the
profile selection box. Choose a schedule object profile to be

applied on such rule. You can click I':, to create another
new time object profile.

While no target has been specified, firewall rules are applied to Any object

Firewall Objectz
=] general target
4 Time Object
Profile Frequency Start Date Start Time Er
Time0_1 Weekdays 2010-01-01 08:00:00 20

Time Group - Click the triangle icon P to display the
profile selection box. Choose a schedule group profile to be

applied on such rule. You can click “# to create another
new time group profile.

source target Source IP Object - Click the triangle icon ¥ to display the
profile selection box. Choose one or more IP object profiles
from the drop down list. The selected profile will be treated

as source target. You can click I':, to create another new IP
object profile.

Source IP Group - Click the triangle icon » to display the
profile selection box. Choose one or more IP group profiles
from the drop down list. The selected profile will be treated

as source target. You can click I':; to create another new IP
group profile.

Apply Click it to save the configuration and exit the dialog.

Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.
5. A bandwidth limit profile has been created.

Bandwidth Management >> Bandwidth Limit
Bandwidth Limit

| €3 add| % Edit [ Delete &5 Refresh & MoveUp % Move Down G Rename

Profile Enable RX Limit{... TXLimit(K... Mode SourcelP ... SourcelP ... Time Object Time G
Band_1 enahle 1024 1024 Each

270 Vigor300B Series User's Guide



4.10 USB Application

By way of Vigor router, clients on LAN can access, write and read data stored in USB
storage disk with different applications. After setting the configuration in USB Application,
you can type the IP address of the Vigor router and username/password created in User
Management>>User Profile on the client software. Then, the client can use the FTP site
(USB storage disk) through Vigor router.

Note: USB ports on Vigor router are allowed to connect to USB modem. Models of the
modems supported by Vigor router can be seen from USB Application>>Modem
Support List. For network connection via USB modem, refer to WAN>>General
Setup for detailed information.

USB Application

Disk Status

FTP Server

SAMBA Server
Printer

Temperature Sensor
Modem Support List

4.10.1 Disk Status

This page is to monitor the status for the users who accessing into FTP server (USB storage
disk) via the Vigor router. In addition, the status of the USB modem or USB printer
connecting to Vigor router can be checked from such page.

USB Application >> Disk Status @
Auto Logout' | off hd Digk Status

Quick Start Wizard

. 5 Refresh L Restad Devices
Online Status

Search & Bearch & Bearch Bearch & Bearch =
Manufacturer Model Size Free Capacity Status

Mo iterns to show.

FTP Server

SAMBA Server
Printer

Temperature Sensor
Modem Support List

External Devices
Produrt Ranistratinn

Available settings are explained as follows:

Item Description

Refresh Click it to refresh current USB connection status. The
result will be shown on the screen immediately.

Restart Devices Click it to restart the USB device.

Manufacturer Display the manufacturer of the USB device.

Model Display the type of the USB device.
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Size Display the total disk capacity of the USB device.
Free Capacity Display the remaining disk space of the USB device.
Status Display the status of the USB device.

e

(Remove Icon)

At present, FAT, EXT2, EXT3 USB format can be
supported by Vigor router. If such USB is inserted into the
USB slot, the Status field will display “In Use” and the
remove icon will appear on the screen. If you want to
remove the USB disk, simply click this icon.

4.10.2 FTP Server

This page allows you to edit FTP user setting for FTP users. Any user who wants to access
into the USB storage disk must type the same username and password configured for the
user profile. Before adding or modifying settings in this page, please insert a USB storage

disk first.

At present, the Vigor router can support USB storage disk with versions of FAT16/32 and
EXT2/3 only. Therefore, before connecting the USB storage disk into the Vigor router,
please make sure the memory format for the USB storage disk is FAT16/32 or EXT2/3.

All of the profiles displayed here are created by User Management>>User Profile, with
Allow FTP Server Login enabled. The History tab displays FTP connection status.

Auto Logout © | o

Quick Start Wizard
Online Status

Disk Status

SAMBA Server
Printer

Temperature Sensor
Modem Support List

External Devices
Produrt Renistratinn

USB Application == FTP Server == FTP Server @)

FTP Server | Active Session Status | History

& Edit % Refresh

User Hame Yolume Path Access Rights
Mo iterns to show
Enahble FTP
Port : 21 Default21
Humber of C il B3
Maximum Connections per IP : 10

Note:
“ou need to enahle fip access in User Profile first.

[ anply 3 Cancel

Available settings are explained as follows:

Item Description

Edit Click it to edit the selected USB device.

Refresh Click it to refresh current USB connection status.

User Name It displays the username that user uses to login to the FTP
server. If there is nothing displayed here, it means there is
no FTP user profile created. Just open User
Management>>User Profile, create a new user profile
with Allow FTP Server Login enabled.

Volume It displays the proper volume for the connected USB disk.

Path It displays the directory name for the connected USB disk.
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Access Rights

It displays the access right for the connected USB disk.

Enable FTP

Check the box to enable FTP server.

Port

Type required port number for FTP server. Or, use the
default value.

Maximum Number of
Connections

It means the maximum session limit for the FTP server.
The default setting is “4” for downloading, uploading and
keeping network connection.

Maximum Connection per
IP

It means the maximum session limit for the FTP server
per each IP address. For example, an IP address is used by
two FTP users for connecting network. That means there
are two sessions used for the IP and the FTP server.

The default setting is “10”.

Apply

Click it to save the configuration.

Cancel

Click it to clear current configuration.

4.10.3 SAMBA Server

SAMBA server offers the file sharing service for users through a specified file folder. Any
user who wants to access into the USB storage disk must type the same name and use the
same workgroup. Before adding or modifying settings in this page, please insert a USB

storage disk first.

4.10.3.1 General Setup

This page allows you to configure settings for SAMBA server.

USE Application >> SAMBA Server >> General Setup a)

Auto Logout : | off

Quick Start Wizard
Online Status Enable

Name :

Description :

Workgroup :

Disk Status

FTP Server

Printer

Temperature Sensor
Modem Support List

External Devices
DProdurt Renietration

General Setup | SAMBA Folder

Wigar
Wigar
VWORKGROUP

B Apply @ Cancel

Available settings are explained as follows:

Item Description

Enable Check the box to enable SAMBA server.

Name Type the NetBios name of the SAMBA Server.
Description Type any text to describe SMABA server.

Workgroup Type the name of the workgroup for the SAMBA server

Vigor300B Series User’s Guide

273



to be located by Windows system.
Default name will be offered for Windows XP user.

4.10.3.2 SAMBA Folder

Due to the file sharing feature of SAMBA server, this page allows you to create any profile
which can be shared by clients on the network.

USB Application >> SAMBA Server >» SAMBA Folder @
futo Lagout : | off A Gereral Setup | SAMBA Folder
Quick Start Wizard - — .
7y Add )% Edit [j) Delete 5 Reftesh Profile Numgazr Limit - 15
Online Status ~ A L e
Profile Enable \isible Comment Volume Path Access

Mo items to show.

Disk Status

FTP Server

Printer

Temperature Sensor
Modem Support List

External Devices
Produrt Renistratinn = =

How to add/edit a SMABA folder profile
1. Open USB Application>>SMABA Server and click SAMBA Folder tab.

2. Click the Add button. For an existed profile, simply choose that profile and click the
Edit button.

3. The following dialog will appear.

IS LI el e N L

SAMBA Folder =%

Profile : MKT_Group

/| Enable

“I\isible
Comment :
Yolume : s
Path : !
Access Specific Users “’
Read-Only User : v | X
Read-Write User : b

= apply Q9 Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the profile to be shared.
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Enable

Check this box to enable such profile.

Visible

Check this box to make such profile be seen by users. If not,
the user must know and type the path of the folder name to
access into that folder.

Comment

Type any text to describe such profile if required.

Volume

Use the drop down list to specify the proper volume for the
connected USB disk.

Path

It indicates the directory name for the connected USB disk.
The default setting is “/”.

Access

There are three options for you to specify.

Specific Users bl
All Users Read-only
All Users Read-Write
Specific Users

All Users Read-only — Such option allows all of the users
sharing the SAMBA service to read the file stored under the
sharing folder.

All Users Read-Write — Such option allows all of the users
sharing the SAMBA service to read and write the file stored
under the sharing folder.

If Specific Users is selected, you have to additionally
specify Read-Only User and Read-Write User.

e Read-Only User — User profiles (with Allow SAMBA
Server Login Enabled) created under User
Management>>User Profile will be displayed here.
Choose the one to have the right to read the file on
SAMBA folder.

e  Read-Write User - User profiles (with Allow SAMBA
Server Login Enabled) created under User
Management>>User Profile will be displayed here.
Choose the one to have the right to read and write the
file on SAMBA folder.

Apply

Click it to save the configuration and exit the dialog.

Cancel

Click it to exit the dialog without saving the configuration.

4.  Enter all of the settings and click Apply.

5. Afolder profile has been created.
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4.10.4 Printer

This page is used to enable the printer server state when a printer device is connected via

USB port.
USB Application => Printer Setup
Auto Logout : | off b Printet Setup

Quick Start Wizard

Oniine Status Printer Server State : |zt
Disk Status
FTP Server
SAMBA Server
Temperature Sensor
Modem Support List

External Devices
Drodurt Remistration

B Apply (3 Cancel

Available settings are explained as follows:

Item Description

Printer Server State Auto- It’s the default setting. Vigor router will detect if

the connected device is printer or not. If yes, the printer
server will be enabled automatically to activate the
printer.

Enable — The printer server will be enabled.
Disable — The printer server will be disabled.

Apply Click it to save the configuration.
Cancel Click it to return to factory default setting.
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4.10.5 Temperature Sensor

A USB Thermometer is now available that complements your installed DrayTek router
installations that will help you monitor the server or data communications room environment
and notify you if the server room or data communications room is overheating.

During summer in particular, it is important to ensure that your server or data
communications equipment are not overheating due to cooling system failures.

The inclusion of a USB thermometer in compatible Vigor routers will continuously monitor
the temperature of its environment. When a pre-determined threshold is reached you will be
alerted by either an email or SMS so you can undertake appropriate action.

4.10.5.1 Temperature Graph

Below shows an example of temperature graph:

USB Application => Temperature Sensor => Temperature Graph @
Auto Logout : |off 2 Ternperature Graph | General Setup
uick Start YWizard £ =
= = b H Refresh =
Online Status
Temperature Sensor
Current Temperature | 0°C
Max Temperature ;. 0°C
Min Temperature ; 0°C
HAwg Temperature  0°C
USB Temperature *C 3
g Temperature
1.0
Disk Status
FTP Server
SAMBA Server 05
Printer
Temperature Sensor b
Modem Support List 0.0 b
External Devices = 0.5 =3

Produrt Renistratinn ! m »

[E
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4.10.5.2 General Setup

Auto Logout . | off

Quick Start Wizard
Online Status

USB Application >> Temperature Sensor >> General Setup

Temperature Graph | General Setup

Enable Temperature Sensor
Display Unit : Celsius
Temperature Alert Lower limit: 0
Temperature alert Upper limit: 50
Calibration : 0

Temperature Alert Time Interval : 1

Disk Status
FTP Server
SAMBA Server
Printer

Temperature Sensor

Modem Support List

External Devices
Produrt Renistratinn

Available settings are explained as follows:

[E] apply (3 Cancel

ltem

Description

Enable Temperature
Sensor

Check this box to enable such function.

Display Unit

Choose Celsius or Fahrenheit as the display unit.

Temperature Alert Lower
limit / Temperature Alert
Upper limit

Type the upper limit and lower limit for the system to

send out temperature alert.

Calibration

Type a value used for correcting the temperature error.

Temperature Alert Time
Interval

The default setting is one minute. That means, the
temperature alert will be sent per minute.

Apply

Click it to save the configuration.

Cancel

Click it to clear current configuration.

Enter all of the settings and click Apply.
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4.10.6 Modem Support List

Such page provides the information about the brand name and model name of the USB
modems which are supported by Vigor router.

USB Application == Modem Support List @
Auto Logout : IO]T—|" LTE
QuickiStarisizard 3 Brand Module ppp DHCP -
Oniine Status Huawei Huawei E3272 ¥ Y E
AR Huawei Huawei E3276 - N
LAN .
< Huawei Huawei E382 A N
e H i H E388 Y h
T ugwel uawei
0 L3 WLEOD ] It
Firewall
Objects Setting Maovatel Wireless MNovatel 5511 ] It !
User Management MovatelWireless UMLZO0MAN [} [} ¥
Applications Samsung Samsung GT-B3730 [t} M 1
Bandwidth Management vodafane vodafone k4201 - W -
USB Application ITE ZTE MF&20D A ¥
Disk Status ZTE ZTE MFE21D - b
FTP Server ZTE ZTE MFE20D 1] It |
SAMBA Server Alcatel One Tauch L100Y A - =
Printer i
Temperature Sensor Hote:
Modem Support List The following compatihility tests listed above Yigor router models with LWSB modems / mobiles. Ifitis confirmed as the Iatest an
. o 1 Tested and is supported
- M: Has not been tested but might be supported.
Diagnostics C: Supported with specific circumstances. i
External Devices - Mot supported. =
" Drodurt Redisteation 7 [l I Tl

3R
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4.11 System Maintenance

For the system setup, there are several items that you have to know the way of configuration:
Status, Administrator Password, Configuration Backup, Syslog/Mail Alert, Time and Date,
Access Control, SNMP Setup, Reboot System, and Firmware Upgrade.

Below shows the menu items for System Maintenance.

system Maintenance

TR-DG9

Administrator Password
Configuration Backup
Syslog / Mail Alert

Time and Date

Access Control

SHMP Setup

Rehoot System
Firmware Upgrade

APP Signature Upgrade
APP Support List

4.11.1 TR-069

This device supports TR-069 standard. It is very convenient for an administrator to manage a
TR-069 device through an Auto Configuration Server, e.g., VigorACS.

System Maintenance »>> TR-069 7))
Auto Logout = Of TR-0R9
Quick Start Wizard
Online Status Enable
ACS server on wani
Auto Failover to Active WANs ¥
ACS Server URL :
ACS Server Usernatne : acs

ACS Server Password: e
Last Inform Response Time

ACS Connection Status : =)

Port : 2069

CPEURL : http:/i: 8069 cwmplreg
TROG9 CPE Username : vigar
Administrator Password CPEPassword: e
Configuration Backup Turn on log message to syslog . (® Disahle ) Enable
Syslog / Mail Alert Periodic Status O Disable & Enable
Time and Date Periodic Time: 800 sec
ccessiGontnl Enable STUN : OEnable @ Disable
SNMP Setup
Rehoot System
Firmware Upgrade
APP Signature Upgrade
APP Support List

Exte.rnal Deuil:.es“ 3 B apply @ cancal

Each item will be explained as follows:

Item Description
Enable Check this box to enable such profile.
ACS server on Choose one of the WAN/LAN profiles which will be

recognized by VigorACS.

Auto Failover to Active | Specify the WAN interface to take over the job of network
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WANSs

connection when the original WAN interface fails.

ACS Server URL/
ACS Server Username /
ACS Server Password

Such data must be typed according to the ACS (Auto
Configuration Server) you want to link. Please refer to Auto
Configuration Server user’s manual for detailed information.

Last Inform Response
Time

Display the response time informed by VigorACS.

ACS Connection Status

When it lights in green, it means the router has been detected
and can be managed by VigorACS.

Port Type the port number for Vigor300B which will be
recognized by VigorACS.
CPE URL Display the URL of such CPE.

CPE Username

Type the user name for the CPE which will be used by the
administrator of VigorACS to log into the WUI of
Vigor300B.

CPE Password

Type the password for the CPE which will be used by the
administrator of VigorACS to log into the WUI of
Vigor300B.

Turn on log message to
syslog

The default setting Disable. Click Enable to make the log
message being recorded by Syslog.

Periodic Status

The default setting is Enable. Please set periodic time for
VigorACS to send notification to CPE. Or click Disable to
close the mechanism of notification.

Periodic Time

Set the time for VigorACS to send notification to CPE.

Enable STUN

Enable/Disable - The default is Disable. If you click
Enable, please type the relational settings listed below:

Server Address — Type the IP address of the STUN server.
Server Port — Type the port number of the STUN server.

Minimum Keep Alive Period — If STUN is enabled, the
CPE must send binding request to the server for the purpose
of maintaining the binding in the Gateway. Please type a
number as the minimum period. The default setting is “60
seconds”.

Maximum Keep Alive Period — If STUN is enabled, the
CPE must send binding request to the server for the purpose
of maintaining the binding in the Gateway. Please type a
number as the maximum period. A value of “-1” indicates
that no maximum period is specified.

Apply

Click it to save the configuration.

Cancel

Click it to discard the settings configured in this page.

Enter all of the settings and click Apply.
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4.11.2 Administrator Password

This page allows you to set new password for accessing into the web user interface of the
router.

System Mail EE ini: P @

Auto Lagout = | o e Administrator Passward
Quick Start YWizard
Online Status
Original Password :
New Password :

Confirm Password :

TR069 i
Configuration Backup
Syslog / Mail Alert
Time and Date
Access Control
SHMP Setup
Reboot System
Firmware Upgrade
APP Signature Upgrade
APP Support List
Mote: Passwords can be up to 100 characters inlength, and only the following characters are allowed: a2 A-Z0-9:, .- ~"' “=="+= |~/ @§#
Exle.mal Demc-es( = B apply

Each item will be explained as follows:

Item Description

Original Password Type the old password.

New Password Type the new password.

Confirm Password Re-type the new password for confirmation.

Apply Click this button to save the configuration and exit the web
page.

Enter all of the settings and click Apply.
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4.11.3 Configuration Backup

Most of the settings can be saved locally as a configuration file, and can be applied to
another router. The router supports functions of restore and backup for the configuration
file.

4.11.3.1 Backup

System Maintenance > Configuration Backup >> Backup @
Auto Logout : | off - Backup | Restore | Analysis
Encrypt : MNone v
(% Backup to Local File
Backup Type : () Backup to Remote TFTP Server
(O Backup Selected Config

Config File Name : v3008_2016-04-01.tgz

TR-069

Administrator Password
Syslog [ Mail Alert

Time and Date

Access Control

SHMP Setup

Rehoot System
Firmware Upgrade

APP Signature Upgrade
APP Support List

External Devices

Product Registration & Backup

Each item will be explained as follows:

Item Description

Encrypt None — No encryption will be used.

Encrypt Config File — Choose it to encrypt the whole
configuration file.

® Password — Type a password for encrypting the file.

® Confirm Password — Retype the password for
confirmation.

Mone w
Mone

Encrypt Config File

Encode Password In Canfig

Encode Password in Config — Choose it to encrypt the
password information in configuration file.

Backup Type Choose one of the types to determine where the file will be
stored.
Backup to Local File — The configuration file will be stored
in local host.

Backup to Remote TFTP Server — The configuration file
will be stored in the remote TFTP server specified.

Backup Selected Config — The configuration file will be
stored with an existing file in local host. You must select
which file you want to store.

Config File Name Display the default configuration file name. You can change
the name if required.
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Backup

Execute the file downloading job to the computer.

4.11.3.2 Restore

Auto Logout © | off

Quick Start Wizard
Online Status

TR-069

Administrator Password
Syslog ! Mail Alert

Time and Date

Access Control

SHMP Setup

Reboot Systemn
Firmware Upgrade

APP Signature Upgrade
APP Support List

External Devices

Systemn Maintenance >> Configuration Backup >> Restore =)

Restare

Decrypt Config
(3) Restore Settings via Local Config File
(O Restore Settings via TFTP Server

EIEER

* Restore

Each item will be explained as follows:

ltem

Description

Decrypt Config

Check this box to decrypt an encrypted configuration file.
You can specify a password for decrypting the file for
restoring it for use next time.

Password — Type a password for encrypting the file.
Confirm Password — Retype the password for confirmation.

Restore Type

Choose one of the types to determine where the file will be
downloaded from.

Restore Settings via Local Config File — Click it to restore
the configuration settings through a configuration file stored
locally.

Restore Settings via TFTP Server — Click it to restore the
configuration settings through TFTP server.

Select File

Use the Select button to locate the file for uploading to the
router.

Restore

Click it to upload the selected file to the router. After
finishing the restoration, the system will ask you to reboot
the router.

Confirm X

@ Restore success, reboot now?

OK Cancel
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4.11.3.3 Analysis

Such analysis page will show user defined settings result. In comparing the default settings
with information displayed in this page, it will be convenient for administrator, user or RD
member for debug possible error.

Systern Maintenance »> Configuration Backup >> Analysis a
COUERET Lo - Backup Restore Analysis
3 Config © -
boacc_chrl
b app_guest
b app_ouest_group
b auto_discovery
P bandwidth_limit
» hind
TR-069 P category_object
Administrator Password | B
b dataflow
Syslog [ Mail lert P ipsec_cer_config
Time and Date 1 # Ib_pool
Access Control 1 b network
SNMP Setup P ppipd_confi
Reboot System bomd
Firmware Upgrade b oswitch_lan
APP Signature Upgrade b switch_lan_300
APP Support List b switch_pori_300
B wlan_wan
External Devices b vpn_server_secret_config

Product Registration -

4.11.4 Syslog / Mail Alert

SysLog function is provided for users to monitor router. There is no bother to directly get
into the Web User Interface of the router or borrow debug equipments.

4.11.4.1 SyslLog File

This page displays all the operation logs for the router.

System Maintenance >> Syslog / Mail Alert > Syslog File &
Auto Logout . [off x Syslog File | Syslog Access Setup Mail Alert
Quick Start Wizard £ — =
Oniing Status % Refresh & Download Log Clear Syslog  AutoRefresh: 10 Secan . | v
Search ®
Log
1 =147=Jan 2 09:00:02 Vigar. ntpclient{DST_check) Daylight Saving Time is NOT applied now -
2 =13=Jan 2 08:00:02 Yigor: Hourly firewall iptables snapshot done 5
3 <13=Jan 2 08:38:46 Wigor: Weh Ul Setting[admin:192.168.1.5]: dataflow profile.enable=enable
4 =147=Jan 2 08:00:01 Vigor ntpelientD8T_check) Daylight Saving Time is NOT applied now
L] <13=Jan 2 08:00:01 Vigor: Hourly firewall iptables snapshot done
B =149=Jan 2 07:40:22 Vigor. YWeh Ul Log-in [admin:192.168.1 G:admin] Successully
7 =13=Jan 2 07:30:23 Wigor. Weh Ul Setting[admin;192.168.1.5]: auto_discovery.profile.mode=enable
8 <148=Jan 2 07:15:53 Vigor: Weh Ul Log-in [admin:192.168.1 5:admin] Successiully
= g <157=Jan 2 07:00:02 Vigor: ntpelientDST_check) Daylight Saving Time is NOT applied now
TR-069 10 <13=Jan 2 07:00:02 Vigar: Hourly firewall iptables snapshot done
Administrator Password 11 =157=Jan 2 06:00:01 Vigor: ntpclientDST_check) Daylight Saving Time is NOT applied now
Configuration Backup 12 =13=Jan 2 06:00:01 ¥igar: Hourly firewall iptables snapshot done
13 «157xJan 2 05:00:02 Vigor ntaclient{DST_check) Daylight Saving Tima is NOT applied now
Time and Date 14 <13=Jan 2 05:00:01 Vigar: Hourly firewall iptables snapshot done
Access Control 16 <157=Jan 2 04:00:01 Vigor: ntpclientDET_check):Daylight Saving Time is MOT applied now
SHMF Setup 16 =13=Jan 2 04:00:01 Vigor. Hourly firewall iptables snapshot done
Reboot System 17 =157=Jan 2 03:00:02 Vigor: nipclient©ST_check) Daylight Saving Time is MOT applied now
Firmware Upgrade 18 «13=Jan 2 03:00:01 Vigar: Hourly firewall iptables snapshat done
APP Signature Upgrade 18 <167=Jan 2 02:00:01 Vigor: ntpclient(DST_check):Daylight Saving Time is NOT applied now
APP Support List 20 <13=Jan 2 02:00:01 Vigar: Hourly firewall iptables snapshot done
21 =147=Jan 2 01:00:02 Vigar. ntpclient{DST_check) Daylight Saving Time is NOT applied now

External Devices 22 =13=Jan 2 01:00:02 Vigor. Hourly firewsall iptables snapshot done

Available parameters are listed as follows:

Item Description
Refresh Renew the web page.
Download Log Save or open the Syslog file.

Vigor300B Series User’s Guide 285



Clear Syslog Remove all of the records.

Auto Refresh Specify the interval of refresh time to obtain the latest status.
The information will update immediately when the Refresh
button is clicked.

4.11.4.2 Syslog Access Setup

System Maintenance >> Syslog / Mail Alert >> Syslog Access Setup )
Auto Logout : |off Syslog File | Syslog Access Setup Mail Alert
Quick Start Wizard
Online Status Status - Local
Logto USB (Enable (& Disable
Router Name Vigor (Optianaly
Firewall Log : (@ Enable ) Disable
User Access Log (Enable (2 Disable
VYVAN Log (@ Enable (O Disable
Others Log (@ Enable O Disable
TR-069
Administrator Password
Configuration Backup
Time and Date
Access Control
SNMP Setup
Rehoot System
Firmware Upgrade
APP Signature Upgrade
APP Support List
Exle.mal Davil:.esr = B aply @ cancel

Available parameters are listed as follows:

Item Description

Status Choose one of the selections to determine current status for
Syslog access. If you choose Local as Status, you don’t need
to type any server IP and port. Just give a name for the
router.

Disable W

Disahle
Remote
Local
Both

IO

Log to USB Enable — Click it to save the log onto USB disk.
Disable — Click it to disable the function of log to USB.

USB Syslog Keep Days — Type the days that USB disk will
keep the log without deleting.

Server IP Type the IP address of the Syslog server.

It is available when Remote or Both is selected as Status.
Server Port Type the port number for the Syslog server.

It is available when Remote or Both is selected as Status.
Router Name Type the name of the router. The default name is Vigor.
Firewall Log Click Enable to make the firewall log recorded in the
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Syslog.

User Access Log

Click Enable to make the user access log recorded in the

Syslog.
WAN Log Click Enable to make the WAN log recorded in the Syslog.
Others Log Click Enable to make other logs recorded in the Syslog.
Apply Click this button to save the configuration and exit the web
page.
Cancel Click it to discard the settings configured in this page.

Enter all of the settings and click Apply.

4.11.4.3 Mail Alert

System Maintenance >> Syslog | Mail Alert »> Mail Alert )

Auto Logout @ O

Quick Start Wizard
Online Status

TR-069

Administrator Password
Configuration Backup
Time and Date

Access Control

SHMP Setup

Rehoot Systemn
Firmware Upgrade

APP Signature Upgrade
APP Support List

External Devices

Syslog File | Syslog Access Setup Mail Alert

Enable
Mail From:
Ty Add [ Save Profile Mumber Limit: 16
Mail To

Mail To : Mo itermns to show.

SMITP Port: 25

SMTP Server ;

SSLITLS (O Enable (%) Disable
Authentication : () Enable (&) Disable

= SendATestMail [ apply &3 Cancel

Available parameters are listed as follows:

Item Description

Enable Check the box to enable such profile.

Mail From Type a mail address for the mail sender.

Mail To Assign a mail address for the mail receiver.
Add - Click this button to display a field for adding e-mail
address.
Save — After finished the address configuration, click Save to
save the setting onto the router.

SMTP Port Type the port number for SMTP server.

SMTP Server Type the IP address for SMTP server.

SSL/TLS Click Enable to activate SSL/TLS server.

Authentication

Click Enable to make any user logging into the mail server.
If you click Enable, you have to type user name and user
password on the below fields.

User Name

Type the user name for authentication.
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User Password Type the password for authentication.

Send A Test Mail Click it to send a test mail to the specified address.

Apply Click this button to save the configuration and exit the web
page.

Cancel Click it to discard the settings configured in this page.

Enter all of the settings and click Apply.

4.11.5 Time and Date
This page allows you to specify where the time of the router should be inquired from.

As an NTP (Network Time Protocol) client, the router gets standard time from the time
server. Some time-based functions cannot work properly until the system time functions run
successfully. Typically, NTP achieves high accuracy and reliability with multiple redundant
servers and diverse network paths.

System Maintenance >> Time and Date =2
Auto Logout - | off b Time and Date
Quick Start Wizard
Online Status Time Type WTP
Server : pool.ntp.org
Port : 123
Interval : i)

Time Zone Taipei
Daylight Saving : (O Enahle () Disable

TR-069

Administrator Password
Configuration Backup
Syslog / Mail Alert
Access Control

SNMP Setup

Rehoot System
Firmware Upgrade

APP Signature Upgrade
APP Support List

External De'uic.es" - B Apply &3 Cancel

Available parameters are listed as follows:

Item Description

Time Type NTP — Select to inquire time information from Time Server
on the Internet using assigned protocol.

Browser - Select this option to use the browser time from
the remote administrator PC host as router’s system time.

Server Type the domain name of the server.

Port Type the port number for the time server.

Interval Select a time interval for updating from the NTP server.

Time Zone Select the time zone where the router is located.

Daylight Saving Click Enable to enable the daylight saving. Such feature is
available for certain area.

Apply Click this button to save the configuration and exit the web
page.
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Cancel Click it to discard the settings configured in this page.

Enter all of the settings and cli
4.11.6 Access Control

4.11.6.1 Access Control

ck Apply.

This page allows you to open or close the Web User Interface of Vigor300B by using Telnet,
SSH, HTTP, HTTPS... and etc...

System Maintenance >> Access Control >> Access Control 7]

Auto Logout :  off ¥

Access Control | Failto Ban | Access Bartier

Default: Disable Auto-Logout : () Enable (3 Disahle

Use Validation Code ) Enable () Disahle
Customized Login Image ) Enable () Disahle
v Internet Access Control
Apply to WAN Interface : want wanz, w. | v X
TR.069 Weh Allow : (O Enable (%) Disable
Administrator Password Telnet Allow : O Enable & Disahle
Configuration Backup SSH Allow () Enable (%) Disable
Syslog / Mail Alert HTTPS Allow : OEnable @ Disahle
Time and Date | FTP Allow : (OEnable (3 Disable
SAMBA Allow : ) Enable (& Disahle
Reboot System Server Certificate : Default
Firmware Upgrade Access List - ) Enable (%) Disable
APP Sighature Upgrade ) = 1
APP Support List
External Devices 0.0.0.0 0.0.0.0 [I!'I
Product Registration iy = i m - z

Available parameters are listed as follows:

ltem

Description

Default: Disable
Auto-Logout

Enable — Vigor router will auto logout based on the
specified time setting (e.g., 1, 3, 5 and 10 minutes).

Disable — Default setting. The function of Auto-Logout will
be disabled.

Use Validation Code

Enable — While accessing into the web user interface of
Vigor router, a validation code will appear to authenticate
the user trying to log into web user interface.

Disable — No validation will be done when a user tries to log
into the web user interface of Vigor router.

Fail Times to Trigger - It is available when Use Validation
Code is enabled.

The number selected here means the times for login failure
that will trigger Validation Code for authentication. The
default setting is "0". That means no failure of login is
allowed.

Customized Login
Image

Specify an image file which will be displayed on the login
page when a user or guest tries to access into Internet.

Upload Login Image — Choose a file to upload to
Vigor3900. It is useful for advertisement.

Internet Access Control

Apply to WAN Interface

Choose the WAN interface(s) to apply such feature.
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Web Allow

Click Enable to allow system administrator to login from the
Internet and management the web page of the router.

Telnet Allow Click Enable to allow system administrator to login from the
telnet and management the web page of the router.

SSH Allow Click Enable to allow system administrator to login from the
SSH server and management the web page of the router.

HTTPS Allow Click Enable to allow system administrator to login from the
HTTPS server and management the web page of the router.

FTP Allow Click Enable to allow system administrator to login from the

FTP server and management the web page of the router.

Server Certificate

Use the default setting.

Access List Click Enable to allow system administrator to login from the
user defined IP address and management the web page of the
router. If you enable such function, the system can be
managed by these three IP addresses via WAN.

IP List Type the first IP address for the system administrator to

login.
The former boxes indicate the IP address allowed to login to

the router, and the later box indicates a subnet mask allowed
to login to the router.

Allow Ping from WAN

Click Enable to allow system administrator to ping the router
from WAN interface.

WAN Profile — Specify the WAN interface to perform the
“Ping” job.

LAN Access Control

Allow management from
LAN

Click Enable to control such router from LAN.

Apply to LAN Subnet

Choose the LAN profile(s) that the IPs controlled under such
profile are allowed to access into the web user interface of
Vigor300B.

Web Allow Click Enable to allow system administrator to login from the
Internet and management the web page of the router.

Telnet Allow Click Enable to allow system administrator to login from the
telnet and management the web page of the router.

SSH Allow Click Enable to allow system administrator to login from the
SSH server and management the web page of the router.

HTTPS Allow Click Enable to allow system administrator to login from the
HTTPS server and management the web page of the router.

FTP Allow Click Enable to allow system administrator to login from the

FTP server and management the web page of the router.

Allow Ping form LAN

Click Enable to allow system administrator to ping the router
from LAN interface.

Management Port Setup
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Web Port Type the port number for the management through web
page.

Telnet Port Type the port number for the management through telnet
page.

SSH Port Type the port number for the management through SSH
server.

HTTPS Port Type the port number for the management through HTTPS
server.

FTP Port Type the port number for the management through FTP
server.

Apply Click this button to save the configuration and exit the web
page.

Cancel Click it to discard the settings configured in this page.

Enter all of the settings and click Apply.

4.11.6.2 Fail to Ban

When someone tries/fails to login the router many times, Vigor router system will block the
network connection for a while to protect system. At present, five protocols (Web User
Interface, SSH, FTP, Telnet, PPTP/SSL) are available for configuration to avoid malicious
attacks.

System Maintenance »> Access Control == Fail to Ban &l

Auto Logout | Off Access Control | Failto Ban | Access Barrier

Quick Start Wizard
Online Status

] Enable Fail to Ban

Web Ul (<) Enable () Disable
‘Weh Ul Login Max-failed Times : g Defaultd
Weh Ul Penalty Time = 60 Seconds, DefaultB0seconds
S8H: @ Enable () Disable
SSH Login Max-Failed Times : 5 Defaults
SSH Penalty Time : B0 Seconds, DefaultB0seconds
FTP @ Enable () Disable
| FTP Login Max-Failed Times = ) Defaults
TR-069 I FTP Penalty Time : B0 Seconds, DefaultB0seconds
Adinistr o Rasswion TELNET : (@Enable O Disable
:;;T)zufr;‘:;"::;kup Telnet Login Max Failed Times : Defaults
Time and Date Telnet Penalty Time : B0 Seconds, DefaultB0seconds
PPTR/SSL (@ Enable () Disable
SNMP Setup PPTP/SSL Login Max-Failed Times: 5 Defaultd
Rehoot System PPTR/SSL Penalty Time : 80 Seconds, DefaultBsecands
Firmware Upgrace
APP Signature Upgrade
AFPP Support List Note :

Some FTP client use ananymous lagin firstwhich may resultin one fail login
External Devices

M Anply @ Cancel

Available parameters are listed as follows:

Item Description

Enable Fail to Ban Enable the function to protect Vigor system while being
attacked by malicious accounts and passwords.

Web UI/SSH/FTP/ Enable — Enable the function of Fail to Ban via different

TELNET/PPTP/SSL protocols (Web UI/SSH/FTP/TELNET/PPTP/SSL).

® Login Max-failed Times — The number typed here
means the maximum logging times allowed for a group of
user account and password trying to login Vigor router.
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® Penalty Time — This field is used to configure the
blocking time. The default setting is 60 seconds. It
means, when a user tries to login Vigor router with a user
account for many times (defined in Login Max-failed
Times) but fails, he/she will be prohibited to login for a
period of time. When the penalty time limit is up, he/she
is allowed to login into Vigor router again.

Disable - Disable the function of Fail to Ban for Web
UI/SSH/FTP/TELNET/PPTP/SSL.

Apply Click this button to save the configuration.

Cancel Click it to discard the settings configured in this page.

4.11.6.3 Access Barrier

This page is used to configure the access barrier to protect the system from brute-force attack
and flooding attack, and ensure following protocols can run properly.

System Maintenance >> Access Control »> Access Barrier Z)

Auto Logout : | off hd Access Control | Failto Ban | Access Barrier
Quick Start Wizard
Online Status

Weh Access Barrier . 20 packets per 10 secands
SSH Access Barrier . 20 packets per G0 seconds
Telnet Access Barrier © 20 packets per 60 seconds

FTP Access Barrier 20 packets per 60 secands

TR-069

Administrator Password
Configuration Backup
Syslog !/ Mail Alert

Time and Date

SNMP Setup

Reboot System
Firmware Upgrade

APP Signature Upgrade

AFP Support List Note :
Arcess Barrieris a method preventing brute force attacks and flooding for new connection from all VAR,

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

Exte.rnal Devil:‘es" 3 [ Apply &3 Cancal

Available parameters are listed as follows:

Item Description

PPTP/IPsec/Web/ The port number used by these protocols always became the
SSH/Telnet/FTP Access | target attacked by hacker. Therefore, the settings for packet
reception rate for certain protocol can be configured to avoid

Barrier
attack from unknown people.
Apply Click this button to save the configuration.
Cancel Click it to discard the settings configured in this page.
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4.11.7 SNMP Setup
This page allows you to manage the settings for SNMP setup.

The SNMPv3 is more secure than SNMP through the encryption method (support AES and
DES) and authentication method (support MD5 and SHA) for the management needs.

Systemn Maintenance >> SNMP Agent 7]
futo Logout - | ot SNMP Agent
Quick Start Wizard
Onlnastatig | Enable SNMP
Get Community : public
Set Community : private

Default Host IPMask () Enable () Disable
Manager Host IPMask © 255.255.255.0/24 ~
Naotification Host IP : 0ooon

Enable SNMPVY3 : (@ Enahle O Disable

USM User : (Optionaly

Auth Algorithm : Mo Auth 2

TR-069

Administrator Password
Configuration Backup
Syslog !/ Mail Alert

Time and Date

Access Control

Reboot System
Firmware Upgrade

APP Signature Upgrade
APP Support List

External Devices

[ apply &3 Cancel

Available parameters are listed as follows:

ltem

Description

Enable SNMP

Check the box to enable the function.

Get Community

Set the name for getting community by typing a proper
character. The default setting is public.

Set Community

Set community by typing a proper name. The default setting
is private.

Default Host IP/Mask

Click Enable to use the default IP and mask of the host as
the SNMP agent.

If you click Disable, you need to type the IP address and
choose the mask manually in related fields.

Notification Host IP

Type the IP address of the host for notification.

Enable ShmpV3

Click Enable to enable this function.

USM User

USM means user-based security mode.

Type a username which will be used for authentication. The
maximum length of the text is limited to 23 characters.

Auth Algorithm (Min.

Length:8)

Choose one of the encryption methods listed below as the
authentication algorithm.

Mo Auth |
MDA
SHA

Auth Password

Type a password for authentication. The maximum length of
the text is limited to 23 characters.
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Privacy Algorithm (Min. | Choose one of the methods listed below as the privacy
Length:8) algorithm.

Mo Priv v

DES
AES

Privacy Password Type a password for privacy. The maximum length of the
text is limited to 23 characters.

Apply Click this button to save the configuration and exit the web
page.
Cancel Click it to discard the settings configured in this page.

Enter all of the settings and click Apply.

4.11.8 Reboot System

The Vigor router system can be restarted from a Web browser. You have to reboot the router
to invoke the configured settings that you made before.

If you want to reboot the router using the current configuration, choose Reboot with
Current Configurations and click Reboot. To reset the router settings to default values,
click Reboot with Factory Default Configurations and click Reboot. The router will take
a period of time to reboot the system.

4.11.8.1 Reboot System
Open System Maintenance>> Reboot System.

System Maintenance >> Reboot System >> Reboot System 2)
Auto Logout © | off = Reboot System | Schedule Rehoot
Quick Start Wizard
Online Status (%) Reboot with Current Configurations

Rehoot Option : () Rehoot with Factory Default Configurations
O Rehoot with Custorized Configurations

TR-069

Administrator Password
Configuration Backup
Syslog f Mail Alert

Time and Date

Access Control

SNMP Setup

Firmware Upgrade

APP Signature Upgrade
APP Support List

Exle-rnal Dew:.es“ — & Reboot

Available parameters are listed as follows:

Item Description

Reboot with Current Click it to reboot the router using the current
Configurations configuration. Then, click Reboot..

Reboot with Factory Click it to reset the router settings to default values. Then,
Default Configurations | click Reboot.
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Reboot with Customized
Configurations

Click it to reboot the router using the current configuration
(only the configuration settings listed and selected below). If
you choose this option, Select Config File will be available
for you to select.

(3 Reboot with Current Configurations
Reboot Option {3 Reboot with Factory Default Configurations

(=) Reboot with Customized Configurations

Select Config File : | lan_wan_profile, wan_| «

S| lan_wan_profile -
load_halance

| wean_vlan

S lan_wlan
switch_mirrar
static_route
iphind_mac

nar radirart

After choosing the configuration files, click Reboot.

Reboot

Click this button to execute the rebooting job.

4.11.8.2 Schedule Reboot

Vigor router can be rebooted based on schedule setting. Check the box of Enable Schedule
Reboot and choose a time object from the drop down list of Schedule Time Object. After
clicking Apply, Vigor router will reboot at the specified time.

System Maintenance >> Rehoot System >> Schedule Reboot 7]
Auto Logout : | off s Reboot Systemn | Schedule Reboot
Quick Start Wizard
Erineglats Enable Schedule Reboot
Schedule Time Object : v |Must be weekdays type
TR-069 I :; Add )‘; Edit EI-]] Delete 4% Refresh Frofile Murmber Limit: 16
Administrator Password Profile Frequency StartD.. StartT.. EndDate End Time ‘\Weekdays
Configuration Backup
Syslog / Mail Alert Mo items to show.
Time and Date
Access Control
SHMP Setup
Reboot System
Firmware Upgrade
APP Signature Upgrade
APP Support List
External Devices 3 B apnly

Available parameters are listed as follows:

Item

Description

Enable Schedule Reboot

Check the box to enable such option.

Schedule Time Object

Use the drop down list to choose one of the time objects to
perform the schedule reboot.

Add

Add a new profile.

Edit

Modify the selected profile.
To edit a profile, simply select the one you want to modify
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and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
profile.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Display the name of the schedule profile.

Frequency Display the type (Once or Weekdays) of frequency selected
for the profile.

Start Date Display the starting date of the profile.

Start Time Display the starting time of the profile.

End Date Display the ending date of the profile.

End Time Display the ending time of the profile.

Weekdays Display which day in a week shall perform the reboot job.

How to add a schedule profile

1.
2.
3.

Open System Maintenance>>Schedule Reboot.
Simply click the Add button.
The following dialog will appear.
Schedule Reboot =||X
Profile : 1_Jahn
Frequency . | Once o
Start Date 2014-03-26

Hour  Min Sec
12 %[0 ¥ |01
End Date 2014-03-26 &
Hour  MWin  Sec
13 >0 ¥ |01

Start Time

End Time :

=) apply @ Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the profile.

Frequency Specify how often the schedule will be applied.
Once -The schedule will be applied just once
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Weekdays -Specify which days in one week should perform
the schedule.

Start Date Specify the starting date of the schedule.

Start Time Specify the starting time of the schedule.

End Date Specify the ending date of the schedule.

End Time Specify the ending time of the schedule.

4.  Enter all the settings and click Apply.

5. Aschedule profile has been created.

T Add ¥ Edit [ Delete & Refresh Frofile Mumber Limit: 16
Profile Frequency StartD. .. Start T... End Date End Time Weekdays
1_John Weekdays 2014-03-26 Thudan 0... 2014-03-26 Thu Jan 0... Maon
= Apply

4.11.9 Firmware Upgrade
The following web page will guide you to upgrade firmware by using such page.

Download the newest firmware from DrayTek's web site or FTP site. The DrayTek web site
is www.DrayTek.com (or local DrayTek's web site) and the FTP site is ftp.DrayTek.com.

Click System Maintenance>>Firmware Upgrade.

4.11.9.1 Upgrade Firmware

This page display current firmware version used in Vigor router. In addition, it allows you to
select the newest firmware version manually and update to such Vigor router immediately.

A user must connect to website (http://www.draytek.com.tw/ftp) previously to download the
newest firmware to the computer.
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Systemn Maintenance >> Firmware Upgrade >> Upgrade Firmware =)

Auto Logout : | Cnf v Uparade Firmware | Auto Firrmware Upgrade | Firmware Patch | Auto Firmmeare Patch

Current Firmware Version: 1.2.0

SelectFile : BIBHE | FRFEE

TR-069

Administrator Password
Configuration Backup
Syslog / Mail Alert

Time and Date

Access Control

SNMP Setup

Reboot System

APP Signature Upgrade
APP Support List

External Devices

Product Registration & Upgrade
Available parameters are listed as follows:
Item Description
Current Firmware Display current version of the firmware.
Version
Select File Use the Select button to locate and select the new firmware.
Upgrade Click it to perform the firmware upgrade.

4.11.9.2 Auto Firmware Upgrade

By clicking Check Update/Install Update, Vigor router can download/upgrade firmware
directly from website (http://www.draytek.com.tw/ftp) automatically.

System Maintenance >> Firmware Upgrade >> Auto Firmware Upgrade =)

Auto Logout : | off hd Upgrade Firmware | Auto Firmware Upgrade | Firmware Patch | Auto Firmware Patch

Current Firmware Version : 1.2.0
Server Firmware Version: -
Upgrade from Server : Check Update | Install Update
Motify me when new firmware is available

TR-069

Administrator Password
Configuration Backup
Syslog ! Mail Alert

Time and Date

Access Control

SHMP Setup

Rehoot System

APP Signature Upgracde
APP Support List

External Devices
Product Registration -

Available parameters are listed as follows:

Item Description

Server Firmware Display the firmware version shown on website
Version (http://vww.draytek.com.tw/ftp).

Server Firmware Display the firmware version shown on website
Version (http://vww.draytek.com.tw/ftp).
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Upgrade from Server

Check Update —Vigor router will inquire to website
(http://www.draytek.com.tw/ftp) if there is any newest
firmware available for use. If yes, Vigor router will
download the newest firmware from the website to the host
(Vigor router) automatically.

Install Update —If the firmware version stored on the
website (http://www.draytek.com.tw/ftp) is newer than the
version used by the host (Vigor router), then Vigor router
will download and install the newest firmware version
automatically.

Notify me when new firmware is available — If it is
enabled, after detecting the newest firmware from the
website, Vigor router’s system will automatically download
(but not install) the firmware and store on the host. Later,
when the user logs into the router’s web user interface, the
system will give a hint to notify the user in the logging
window.

4.11.9.3 Firmware Patch

Vigor router administrator/user can manually select file (.pat) to fix/modify the mistakes,
bugs or error occurred on current firmware. Usually, such firmware with instant
modifications can be obtained from DrayTek MyVigor Patch Server.

Auto Logout © | off

TR-069

Administrator Password
Configuration Backup
Syslog f Mail Alert

Time and Date

Access Control

SHMP Setup

Rehoot System

APP Signature Upgrade
APP Support List

External Devices
Product Registration
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Select File :

BIEE | RREER
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4.11.9.4 Auto Firmware Patch

A firmware contains hundreds of files, and a firmware patch could be a single file or several
files of a firmware. Since firmware 1.2.0, Vigor300B supports Firmware Patch feature which
allows upgrading a specific firmware patch only, but not the whole firmware. The benefit is
Vigor300B doesn't need to reboot the system after updating the firmware patch.

Auto Firmware Patch is similar to Auto Firmware Upgrade. While configuring Mode as
“Notify me when a new patch is available”, Vigor300B will check if there is a new patch
available on DrayTek server daily. When a new patch is available, VVigor300B will pop-up
notification window when Administrator logs in.

System Maintenance >> Firmware Upgrade >> Auto Firmware Patch @
Auto Logout : | off Upgrade Firmware | Auto Firmware Upgrade | Firmware Patch | Auto Firmware Patch
Current Patch Version: 1200000
Server Patch Version :
Server Paich Information . -
Upgrade from Server Check Update Install Update
Mode : Motify rne when new patch is a... | ¥
Server myvigor.draytek.com
TR-069 ¥| 8ysLog

Administrator Password
Configuration Backup
Syslog ! Mail Alert

Time and Date

Access Control

SNMP Setup

Rehoot System

APP Signature Upgrade
APP Support List

Patch Loy :

External Devices
Product Registration

Available parameters are listed as follows:

Item Description

Current Patch Version

Display the installed patch version on local system

Server Patch Version

Display the latest patch version on DrayTek MyVigor server.

Server Patch
Information

Display detailed patch information.

Upgrade from Server

Check Update — Click the button to let the system check
and get server patch version.

Install Update — Click it to install the server patch version
onto Vigor router.

Mode

There are three modes available for you to choose.

Manual upgrade — If it is selected, check and installation
for patch will be executed only when Check Update/Install
Update is pressed.

Notify me when new patch is available - If it is specified,
after detecting the newest patch from MyVigor server, Vigor
router’s system will automatically download the patch
information and store on the host. Later, when the user logs
into the router’s web user interface, the system will give a
hint to notify the user in the logging window.

Auto upgrade when new patch is available - If the patch
information stored on MyVigor server is newer than
information stored in the host (Vigor router), then Vigor
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router will download and upgrade the newest information
automatically.

Server Use the drop down list to specify a suitable server.
Syslog Check the box to store the patch log into Syslog.
Patch Log This area will show log related to firmware patch

automatically if firmware patch is executed.

When the router is doing daily firmware patch check, Syslog will have the logs below:
<13>Dec 18 13:59:18 Vigor: [patupgrade_auto][1] Check latest patch version from server ...

<13>Dec 18 13:59:18 Vigor: [patupgrade_auto][0] Try get version from
http://myvigor.draytek.com/sig/APPE/dIm/c1k/latver.txt

<13>Dec 18 13:59:19 Vigor: [patupgrade_auto][0] Get version: 1200000 (latest=1200000)

<13>Dec 18 13:59:19 Vigor: [patupgrade_auto][1] Success: Your firmware is up-to-date and
need not to patch.
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4.11.10 APP Signature Upgrade

The APP object profile adopted by Vigor router will be treated as the APP signature.
DrayTek will periodically upgrade versions for all of the APPs supported by Vigor router.
However, it might be inconvenient for users to upgrade the APP version one by one. This
feature is specially designed to offer a quick method to execute APP version upgrade. Users
can perform the APP signature upgrade manually or configure the settings on this page to
make Vigor router performing the APP signature automatically.

4.11.10.1 APP Signature Upgrade

Before upgrading APP signature to Vigor300B, open this page and specify a signature file by
clicking Select. Later, click Upgrade to execute signature upgrade.

System Maintenance »> APP Signature Upgrade >> APP Sighature Upgrade @

Auto Logout : | off hs APP Signature Upgrade | Auto APP Signature Upgrade

Signature Date :  2015/06/23
Current Version: 5.0.49851

Select File : BiEEE | RRIEER

TR-069

Administrator Password
Configuration Backup
Syslog / Mail Alert

Time and Date

Access Control

SHMP Setup

Rehoot System
Firmware Upgrade

APP Signature Upgrade

APP Support List

External Devices =
Product Registration - (® Upgrade
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4.11.10.2 Auto APP Signature Upgrade
This page allows Vigor router to execute signature upgrade automatically.

System Maintenance >> APP Signature Upgrade >> Auto APP Signature Uporade 2]

Auto Logout | off v APP Signature Upagrade | Auto APP Signature Upgrade

Current Signature Date ;| 2015/06/23
Server Signature Date : -
Upgrade from Server : Check Update Install Update

Mode Manual upgrade b

Server myvigor.draytek.com =
¥ SysLog
TR-069
Administrator Password
Configuration Backup
Syslog [ Mail alert
Time and Date
Access Control
SHNMP Setup
Rehoot System
Firmware Upgrade

APP Signature Upgrade

APP Support List

External Devices

Product Registration =

Available parameters are listed as follows:

Item Description

Current Signature Date | Display the date of current signature installed on Vigor300B.

Server Signature Date Display the newest signature version recorded on server
(myvigor.draytek.com or myvigoreu.draytek.com).

Upgrade from Server Get the newest signature from MyVigor server
(myvigor.draytek.com or myvigoreu.draytek.com).

Check Update —Vigor router will inquire to MyVigor server
(myvigor.draytek.com or myvigoreu.draytek.com) if there is
any newest signature available for use. If yes, Vigor router
will download the newest signature from the website to the
host (Vigor router) automatically.

Install Update —If the signature information stored on
MyVigor server (myvigor.draytek.com

or myvigoreu.draytek.com) is newer than the version used by
the host (Vigor router), then the system will install the
newest signature version information automatically.

Mode Choose the condition to execute APP signature upgrade or
send a notification.

Manual upgrade s

Manual upgrade
Mlotify me when new signature is availahle
Auto upgrade when new signature is availa. ..

Manual upgrade — If it is selected, check and installation
for signature will be executed only when Check
Update/Install Update is pressed.

Notify me when new signature is available - If it is
specified, after detecting the newest signature from MyVigor
server, Vigor router’s system will automatically download
the signature information and store on the host. Later, when
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the user logs into the router’s web user interface, the system
will give a hint to notify the user in the logging window.

Auto upgrade when new signature is available - If the
signature information stored on MyVigor server is newer
than information stored in the host (Vigor router), then Vigor
router will download and upgrade the newest information
automatically.

Server Choose a proper server for signature upgrade from the drop
down list. At present, only two servers
(myvigor.draytek.com or myvigoreu.draytek.com) are
supported.

Syslog Check the box to record related information on Syslog.

4.11.11 APP Support List

APP Support List displays all of the applications with versions supported by Vigor router.
They are separated with types of IM, P2P, Protocol and Others. Each tab will bring out
different items with supported versions.

System Maintenance >> APP Support List >> IM 2]
I O h 1 [Z Protocol | Others APF Slgnature Uparads
Q“iFk Startifzard Type Name Yersion Note
Online Status ™ ) 59
It Al BT Only block Login. If users have already logged in, AIM services can not be blocked
I AIRAMY 2008
I Ares 208
In BaiduHi 37378
In Fetion 200
In GaduGadu Prat..
It Gaoogle Chat
M iMessage
In 1zQ 7 In 126, ifvideos are blocked, Voices will be blocked atthe same time. In ICQ5 ar farmer ..
S I Icuz2 e.0e
TR-069 T In iSpa 8.0.60
Administrator Password I Jabber Protocall
Configuration Backup L] Lava-Lava 2007
Syslog / Mail Alert In MaohileMSN
Time and Date In MSH 2011
Access Control I Paltalk q
SNMP Setup M POCO 2007 To block P2P, please checkthe P2P Object item
fehootjSystem) I anext ELY
Firmware Upgracle Ihd Qe 20122008 b
APP SlnatureUpgraue " ue 2008
.
In HFire 25432
External Devices In b " Please note that the login action in vahooWehbail to M will also be blocked ifthis item is ..
—— 3 It LINE 441 To block LINE for PC {v3.6.0.32) and mobile phone (v4.4.1)
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4.12 Diagnostics

In some cases, a user may need to know some information about the router, such as static or
dynamic databases, or other routing information. The Vigor300B supports five functions,
Routing Table, ARP Cache Table, DHCP Assignment Table, Sessions Table and Traffic
Graph for the user to review such information.

Routing Table
ARP Cache Tahle
DHCP Table
Session Table
MAC Address Table
Traffic Statistics
Traffic Graph
Weh Console
Ping/Trace Route
Data Flow Monitor
User Status

4.12.1 Routing Table
Click Diagnostics and click Routing Table to open the web page.

4.12.1.2 Routing Table

Display the information for each route.

Diagnostics >> Routing Table > Routing Table @
Auto Logout . |5hin ~ Routing Table | IPvE Routing Takle
Quick Start Wizard & Refrash Legend : U=Up;G=Gateway,H=Host
Online Status
Search & Search & Search & Search & Search & Search b
Destination Gateway Genmask Flags Metric Iface
1 19216810 0oon 25525532550 u a lan-lan1

Routing Table

ARP Cache Table
DHCP Table
Session Table
MAC Address Table
Traffic Statistics
Traffic Graph
Web Console
Ping/Trace Route
Data Flow Monitor
User Status
External Devices

Each item will be explained as follows:

Item Description

Refresh Renew the web page.

Search Move the mouse cursor onto the box of Search. Click the
mouse button and type the keyword inside the box. The
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system will display the records relating to the keyword.

Routing Table || IPvE Reuting Takle

LM Refresh
Search L ¥ | Search =
Diestination Gateway Genmazk
182.168.1.0 0.0.0.0 255.255.255.
192.168.123.0 0.0.0.0 255.255.255.

Destination

Display the destination IP address for various routings.

Gateway

Display the default gateway.

Genmask

Display the subnet mask for various routings.

Flags

Display the flag of the routing entry. Possible flags include:
U (route is up)

H (target is a host)

G (use gateway)

R (reinstate route for dynamic routing)

D (dynamically installed by daemon or redirect)

M (modified from routing daemon or redirect)

A (installed by addrconf)

C (cache entry)

! (reject route)

Metric

Display the distance to the target (usually counted in hops).
It may be needed by routing daemons.

Iface

Display the direction of such route represented with
LAN/WAN profile (starting from LAN/WAN profile to
LAN/WAN profile).
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4.12.1.2 IPv6 Routing Table

Display the information for each route with IPv6 protocol.

Auto Logout : 5pin v
Quick Start Wizard
Online Status

Routing Tahle

ARP Cache Table
DHCP Table
Session Table
MAC Address Table
Traffic Statistics
Traffic Graph
Weh Console
Ping/Trace Route
Data Flow Monitor
User Status
External Devices

Diagnostics »> Routing Table >> IPv6 Routing Table

Routing Table | IPvE Routing Table

5 Refresh

Search 5 Search % Search B Gearch S Search

Destination Mext Hop Flags Metric Iface
1 n o UG 1024 lo
2 feB0:/64 s u 256 ethd
3 faB0:/64 u 256 eth2
4 feBl:/Ed u 256 eth2.1
5 feg0./ed u 2608 eth2.2
B feB0:/64 u 256 eth2.3
7 feBli/ed u 256 eth2.4
8 feBl:/Ed u 256 lan-lan1
a9 1128 u o lo
10 fed0:/128 u 1} lo
11 fedl: 28 u 1} Io
12 fegQu/ze u o lo
13 feB0uf1z8 u o lo
14 feB0:/128 u 1} lo
15 feBO:Mze u 1} Io
16 feg0uze - u o lo
17 feB0:21d:aaffeal:G2el . u 1} lo
18 feBlu21daaffead:62ell.. u o Io
19 fegD:21daafieat 62c0r.. u o lo
20 feB0:21daafffealB2elr . u o lo
21 feB0:21d:aafffeal:G2ear . u 1} lo
22 feBludaafffeab:G2cdl.. & u o Io
99 feAN- M1 aafffeak R2e0i 1l n In

Each item will be explained as follows:

x

Item Description

Refresh Renew the web page.

Search Move the mouse cursor onto the box of Search. Click the
mouse button and type the keyword inside the box. The
system will display the records relating to the keyword.

Diagnostics >> Routing Table =»> |IPvE Routing Table
Routing Table IPvwE Routing Table
M Refresh
Search = Bo| Search | e
Destination Next Hop + Flags e
fedl: 54 7c
fedl: /54 25

Destination Display the destination IP address for various routings.

Next Hop Display the next hop address for such route -

Flags Display the flag of the routing entry. Possible flags include:

U (route is up)
H (target is a host)
G (use gateway)

R (reinstate route for dynamic routing)

D (dynamically installed by daemon or redirect)
M (modified from routing daemon or redirect)
A (installed by addrconf)

C (cache entry)

! (reject route)
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Metric Display the distance to the target (usually counted in hops).
It may be needed by routing daemons.

Iface Display the direction of such route represented with
LAN/WAN profile (starting from LAN/WAN profile to
LAN/WAN profile).

4.12.2 ARP Cache Table

Click Diagnostics and click ARP Cache Table to view the content of the ARP (Address
Resolution Protocol) cache held in the router. The table shows a mapping between an
Ethernet hardware address (MAC Address) and an IP address.

4.16.2.1 ARP Cache Table

Diagnostics > ARP Cache Table »> ARP Cache Table @)
Auto Logout - | o -2 ARF Cache Table | IPvE Neighhor Table
Quick Start Wizard & Refresh Clear All Legend | C=Complete;M=PermanentP=Published
Online Status
Search & Search & gearch & Search & gearch & Search & gearch =
IP Address MAC Address Interface User Methiog Mame Wendar Clear
1 182.168.1.8 00:05:5d:e4:d2:ee lan-lan? MA MA D-Link i
Routing Table
ARP Cache Tahle

DHCP Table

Session Table

MAC Address Table

Traffic Statistics

Traffic Graph

Weh Console

Ping/Trace Route

Data Flow Monitor

User Status
External Devices

Each item will be explained as follows:

Item Description

Refresh Renew the web page.

Clear All Remove all of the information from this page.

Search Move the mouse cursor onto the box of Search. Click the

mouse button and type the keyword inside the box. The
system will display the records relating to the keyword.

Diagnostics »» ARP Cache Table =» ARP Cache Table
ARP Cache Table || IPvG Neighbor Table

M Refresh |_]-_'_} Clear Al

192.168 ¥ Search M| Search | Searc
IP Address HW Type MALC Address Flags
192.168.1.10 ether el:ch4eda4s...C

IP Address Display the IP address for different ARP cache.
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Item Description

MAC Address Display the MAC address for different ARP cache.
Interface Display the LAN profiles used.
User Display the name of the user.

Netbios Name Display the Netbios name used by such device.

Vendor Display the identity the vendor type.

Clear Delete the selected profile.

4.12.2.2 IPv6 Neighbor Table

Diagnostics »> ARP Cache Table >> |Pv Neighbor Table &

Auto Logout * | off ARP Cache Table | IPwE Neighbor Table

Quick Start Wizard

— 5 Refresh
Online Status

Search B Search 5 Cearch S Search =
IP Address Profile MAC Address Status

Mo items to show

Routing Table
DHCP Table
Session Table
MAC Address Table
Traffic Statistics
Traffic Graph
Weh Console
Ping/Trace Route
Data Flow Monitor
User Status
External Devices

Each item will be explained as follows:

Item Description
Refresh Renew the web page.
Search Move the mouse cursor onto the box of Search. Click the

mouse button and type the keyword inside the box. The
system will display the records relating to the keyword.

Diagnostics >> ARP Cache Table >> |PvE Neighbor Table

ARP Cache Takle | IPv6 Neighbor Takle

LH Refresh

Search L B Search

IP Address Profile MALC &

No items to =ho

IP Address Display the IPv6 address of the neighbor.
Profile Display the interface to which this neighbor is attached.
MAC Address Display the MAC address of the neighbor.
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Item Description

Status Display the status for such neighbor.

INCOMPLETE - Address resolution is in progress and the
link-layer address of the neighbor has not yet been
determined.

REACHABLE - The neighbor is reachable recently (within
tens of seconds ago).

STALE-The neighbor is no longer to be reachable. Yet, until
traffic is sent to the neighbor, no attempt should be made to
verify its reachability.

DELAY - The neighbor is no longer to be reachable, and the
traffic has recently been sent to the neighbor.

Rather than probe the neighbor immediately, however, delay
sending probes for a short while in order to give upper layer
protocols a chance to provide reachability confirmation.

PROBE - The neighbor is no longer to be reachable, and
unicast Neighbor Solicitation probes are being sent to verify
reachability.
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4.12.3 DHCP Table

The facility provides information on IP address assignments. This information is helpful in
diagnosing network problems, such as IP address conflicts, etc.

4.12.3.1 DHCP Table

Click Diagnostics and click DHCP Table to open the web page.

Diagnostics »> DHCP Table > DHCP Table

Auto Logout © | Off o

Quick Start Wizard

DHCP Table | DHCPvE Table

00:1d:aaafa62:39  Wigor282a
00:50:c5:00:00:8f  AlphadeMBP

— " Refresh
Online Status
Search ¥ Search & Search & Search & Search & Search
IP Address Start Date Start Time End Date End Time Mac Address
1 10.38.0.14 20141212 11:43:02 20141213 11:43:02
2 10.39.0.10 201412112 11:54:23 201412113 11:54:23
Routing Table
ARP Cache Tahle
Session Tahle
MAC Address Table
Traffic Statistics
Traffic Graph
Web Console
Ping/Trace Route
Data Flow Monitor
User Status:

External Devices

Each item will be explained as follows:

Item Description

Refresh Renew the web page.

Search Move the mouse cursor onto the box of Search. Click the
mouse button and type the keyword inside the box. The
system will display the records relating to the keyword.

Diagnostics >> DHCP Table >> DHCP Table
DHCP Table DHCPwS Table
LM Refresh
192 &%|Search o |search Bz
IP Address Start Date Start Time Enc
No items to

IP Address Display the IP address of the static DHCP server.

Start Date Display the starting date that DHCP server is activated.

Start Time Display the starting time that DHCP server is activated.

End Date Display the end date that DHCP server is closed.

End Time Display the end time that DHCP server is closed.

Mac Address Display the MAC address of the static DHCP server.
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4.12.3.2 DHCPv6 Table
Click DHCPv6 Table to open the web page.

Diagnostics »> DHCP Table >> DHCPvG Table )

Auto Logout - off hd DHCP Table | DHCPE Table
Quick Start Wizard

= &% Refresh
Online Status

Search @ Search S Search S Search S Search =
Interface IPvE Address Start Time End Time DUID

MNo items 1o show.

Routing Table
ARP Cache Table
Session Tahle
MAC Address Table
Traffic Statistics
Traffic Graph
‘Weh Console
Ping/Trace Route
Data Flow Monitor
User Status
External Devices

Each item will be explained as follows:

Item Description
Refresh Renew the web page.
Search Move the mouse cursor onto the box of Search. Click the

mouse button and type the keyword inside the box. The
system will display the records relating to the keyword.

Diagnostics »>> DHCP Table >> DHCP Table

DHCP Table | DHCPvE Tatble

Y Refrezh
187] %) Search | Search B Sez
IP Address Start Date Start Time Eng
Mo items to

Interface Display the interface used by the DHCP server.
IPv6 Address Display the IPv6 address of the static DHCP server.
Start Time Display the starting time that DHCP server is activated.
End Time Display the end time that DHCP server is closed.
DUID Display the detailed information for DUID.
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4.12.4 Session Table
This table can display about 30000 sessions with 20 pages.

Diagnostics »> Session Table >> NAT

Auto Logout : |off h NAT Local Service | Open Port VPN

uick Start Wizard
a = 5 Refresh 1% Clear
Online Status
Search ¥ Gearch & Search & Search & Search ¥ Search & Search
Source Destination Interface Pratocol State TTL Class

Mo items to show

Routing Table
ARP Cache Table
DHCP Table
MAC Address Table
Traffic Statistics
Traffic Graph
Weh Console
Ping/Trace Route
Data Flow Monitor
User Status
External Devices

Each item will be explained as follows:

Item Description

Refresh Renew the web page.

Clear Clear all of the information in this page.

Search Move the mouse cursor onto the box of Search. Click the

mouse button and type the keyword inside the box. The
system will display the records relating to the keyword.

Diagnostics >> HAT Session Table

HAT Session Table

&M Refresh
Search @188 | 8 Search s
Source Destination VAN Pr
192.162.1.10:4655  192.168.1.2:20 192.168.1.2 tep
Source Display the source IP address and port of local PC.
Destination Display the destination IP address and port of remote host.
Interface Display the WAN IP address of the router.
Protocol Display the protocol of such NAT session used.
State Display the actual state of the TCP connection.
TTL Display how long the conntrack entry has to live.
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4.12.5 MAC Address Table

The MAC Address Table contains up to 8192 entries, and is sorted first by VLAN ID, then

by MAC address.

Each page shows up to 999 entries from the MAC table, default being 20, selected through
the "entries per page" input field. When first visited, the web page will show the first 20
entries from the beginning of the MAC Table. The first displayed will be the one with the
lowest VLAN ID and the lowest MAC address found in the MAC Table.

Clicking the Refresh button will update the displayed table starting from that or the closest

next MAC Table match.

Diagnostics >> MAC Address Table >> LAN Table

Auto Logout - | off LAN Table | WAN

Qule Start Wizard 5 Refresh
Online Status
Search
Type
1 Dynamic
2 Oynamic

Routing Table
ARP Cache Tahle
DHCP Table
Session Table
Traffic Statistics
Traffic Graph
Weh Console
Ping/Trace Route
Data Flow Monitor
User Status
External Devices

4.12.6 Traffic Statistics

< Search
CPU

Tahle
= Search = Search = Search
WLAN MAC Address IP
10 00:05:5de4:daee 19216815
10 00 1diaaaBe2icd N

Legend :

& Search = Search *
LANT LAN2

Port Statistics Overview offers an overview of general traffic statistics for all connecting

ports.
Di ics »> Traffic ics »> Port istics Overview
Auto Logout - | of b Port Statistics Ovenview | Port Detailed Statistics
Qule Start Wizard 5 Refresh o Clear
Online Status
Search | Bearch | Bearch | Bearch
Port Receive(Pack... Transmit{Pac... Receive(Bytes)

1 AR i} i} i}
2 WYAND 1} 1} 1}
3 WUAN3 1} 1} 1}
4 WA 4 1} 1} 1}
i LANT 122 114 2712 (KB)
B LANZ o o o

Routing Table

ARP Cache Table

DHCP Tahle

Session Table

MAC Address Table

Traffic Graph

Weh Console

Ping/Trace Route

Data Flow Monitor

User Status
External Devices

Each item will be explained as follows:

& Search

¥ Gearch “3earch FSearch =

Transmit{Bytes) Receive(Errors) Transmit(Err... Filtered Receive

0
0
0
0
26.42 (KB)
0

0

oo ocoo

a 0

1}
a
0
o
0

oo ooo

ltem

Description
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Refresh

Click it to reload the page.

Clear

Click it to clear the counters for all ports.

Port

Display the interface that data transmission passing through.

Receive/Transmit

Display the packet sizes for data transmission in receiving

(Packets) and sending.
Receive/Transmit Display the number of received and transmitted bytes per
(Bytes) port.

Receive/Transmit
(Error)

Display the number of the error occurred in data receiving
and data sending.

Filtered Receive

Display the number of received frames filtered by the
forwarding process.

Port Detailed Statistics displays detailed statistics for WAN/LAN interface.
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4.12.7 Traffic Graph

Click Diagnostics and click Traffic Graph to pen the web page. Choose the Setup tab to
specify LAN and WAN profiles to display corresponding graphs for CPU, Memory, LAN,
WAN configurations and session. Click Refresh to renew the graph at any time.

Diaghostics >> Traffic Graph >> Setup 7]
Auto Logout © | Off ») cPU Memory LAMN VAN Session Setup
Quick Start Wizard
Online Status Enable
LAN : fes
WWAN : ¥
1 wan1
| wanl
| wan3
| wand
— ush1
I ush2
Routing Table
ARP Cache Tahle
DHCP Table
Session Table
MAC Address Table
Traffic Statistics
Weh Console
Ping/Trace Route
Data Flow Monitor
User Status
External Devices - 1 Anply

Each item will be explained as follows:

Item Description

Setup In this page, simply specify which LAN profile and WAN
profile will be applied. The traffic graph will be drawn based
on the profiles selected.

Enable — Check this box to enable such profile.

LAN — Use the drop down menu to choose a LAN profile.
WAN -Use the drop down menu to choose a WAN profile.
Apply - Click it to save the configuration configured under
the Setup tab.

CPU Click the CPU tab.

There are three selections provided for you to specify.

Recent 24 Hours — Display the information of CPU
operation about recent 24 hours.

Recent 7 Days — Display the information of CPU operation
about recent 7 days.

Recent 4 Weeks — Display the information of CPU
operation about recent 4 weeks.

Memory Click the Memory tab.
There are three selections provided for you to specify.

Recent 24 Hours — Display the information of memory
operation about recent 24 hours.

Recent 7 Days — Display the information of memory
operation about recent 7 days.

Recent 4 Weeks — Display the information of memory
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ltem

Description

operation about recent 4 weeks.

LAN

Click the LAN tab.

Network Interface — Display the information of LAN
operation.

There are three selections provided for you to specify.

Recent 24 Hours — Display the information of LAN
operation about recent 24 hours.

Recent 7 Days — Display the information of LAN operation
about recent 7 days.

Recent 4 Weeks — Display the information of LAN
operation about recent 4 weeks.

WAN

Click the WAN tab.

Network Interface — Display the information of WAN
operation.

There are three selections provided for you to specify.
Recent 24 Hours - Display the information of WAN
operation about recent 24 hours.

Recent 7 Days — Display the information of WAN operation
about recent 7 days.

Recent 4 Weeks — Display the information of WAN
operation about recent 4 weeks.

Session

Click the Session tab.
There are three selections provided for you to specify.

Recent 24 Hours — Display the information of sessions
about recent 24 hours.

Recent 7 Days — Display the information of sessions about
recent 7 days.

Recent 4 Weeks — Display the information of sessions about
recent 4 weeks.
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Below show a graphic for CPU:

Diagnostics == Traffic Graph => CPU (2]
CPU Memaory LAM AN Session Setup

Interval : (%) Recent 24 Hours () Recent 7 Days () Recent 4 Weeks

CPU Usage{%)
Idle Systern User [¢] Nice
1.0

0.4

0o

-0.5

0:00

m
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4.12.8 Web Console

Click Diagnostics and click Web Console to pen the web page for typing commands used in
console connection. A remote user can operate Vigor300B from this web page without
installing and opening other connection utility.

Login:

4.12.9 Ping/Trace Route

This page allows you to trace the routes from router to the host. Simply type the IP address
of the host in the box and click Start. The result of route trace will be shown on the screen.

Diagnostics >> Ping/Trace Route 2]

Auto Logout © | Off Ping/Trace Route

Quick Start Wizard
Online Status

Routing Table

ARP Cache Table
DHCP Table
Session Table

MAC Address Table
Traffic Statistics
Traffic Graph

Weh Console

Ping/Trace Route
Data Flow Monitor @ Ping @ IPvt

User Stat Host : Interface < [
= ,us (O TraceRoute () IPv6 lan1 Stat O Stop
External Devices

Each item will be explained as follows:

Item Description

Ping / TraceRoute Click Ping to perform ping function.
Click TraceRoute to invoke trace router function.

IPv4 [ IPv6 Click 1Pv4 /IPv6 to determine the format of the IP address
that you can type.

Host Type the IP address of the host.

Interface Choose one of the LAN or WAN profile to be applied by
such function.

Start Click it to start the action of Ping or TraceRoute.

Stop Click it to terminate the action of Ping or TraceRoute.
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4.12.10 Data Flow Monitor

This page displays the running procedure (such as IP address, session number, transmission
rate, receiving rate, and duration of the time block) by list or by chart for the IP address
monitored and refreshes the data in an interval of several seconds.

4.12.10.1 Data Flow Monitor

Diagnostics == Data Flow Monitor @)
Drata Flow Maonitor
Enable Dataflow Monitor ) 1@ (®) Recent 1 Hour ) Recent 24 Hours () Recent 7 Days Auto Refresh |1 finute v| &9 Re
IP Address RX Rate (Kbps) TX Rate (Kbps) RX Bytes TX Bytes Sessions Block Time
Mo itemns to show.
Profile P RX Rate (Kbps) TX Rate (Kbps) RX Bytes TX Bytes
warnl 172163123 24 14 34.85 (MB) 5.66 (MB)
wan2 10.0.0.39 0 0 371.06 (KB) 326.48 (KB)
total 24 15 35.22 (MB) 5.7 (MB)
Each item will be explained as follows:
Item Description

Enable Dataflow

Check this box to enable dataflow monitor performed by the

Monitor router.
Refresh Click it to renew the web page.
Chart Click this button to illustrate data chart. Refer to the

following figure as an example.

Data Flow Monitor =%

Bandwidth Chart for IP:224.0.0.5
P ——— — —

oS+ i =)

Bytes/sec

0.0

14:15

O 75 EERX Last Updated: 2091/08/08 14:16:16

=p—r—TT

Recent 1 Hour/ Recent
24 Hours / Recent 7
Days

Display the records with 1 hour/24 hours/7 days recently.

Auto Refresh

Specify the interval of refresh time to obtain the latest status.
The information will update immediately when the Refresh
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button is clicked.

IP Address Display the IP address of the monitored device.

RX Rate (kbps) Display the receiving speed of the monitored device.

TX Rate (kbps) Display the transmission speed of the monitored device.

RX Bytes Display the receiving file size of the monitored device.

TX Bytes Display the transmitted file size of the monitored device.

Sessions Display the session number that you specified in Limit
Session web page.

Block Time Display the time for the duration of the block.

Profile Display the WAN interface.

IP Display the IP address of the WAN interface.

RX Rate(kbps) Display the rate of data received.

TX Rate(kbps) Display the rate of data transmitted.

RX Bytes Display the file size of data received.

TX Bytes Display the file size of data transmitted.

4.12.10.2 Service Usage Monitor

Diagnostics >> Data Flow Monitor >> Service Usage Monitor 2]
Auto Logout - | off v Data Flow Manitor | Senvice Usage Monitar
7| Enable Dataflow Monitor [¥|Filter Status IP Address : 0.0.0.0 Subnet Mask 255 255 255.255/32
3 Add 3 Edit [ij Delete AutoRefresh: |1 minutz |~ | o Refresh Profile Murnber it 100
Profile Port Protocol RX Rate (Kkbps) TX Rate (Kbps) RX Bytes TX Bytes
FTP-data 20 TCRIUDP 1} 1} 1} 1}
FTP-cl 7 TCRIUDP 0 0 0 0
S8H 22 TCRIUDP 0 0 0 0
Telnet 73 TCRIUDP 0 0 0 0
Bouting|liable SMTP 5 TCRIUDP 0 0 0 0
ARGiCachejTable DiE 53 TCPIUDP 0 0 0 0
DHCP Table TFTP 69 TCPIUDP 0 0 0 0
Session Tabla HTTP 80 TCRIUDP 0 0 7.79 (ME) 0
MAC Address Table
Traffic Statistics POP3 110 TCP 1] 1] 1] 1]
Traffic Graph SFTP 115 TCP 1] 1] 1] 1] ]
Weh Console MMNTP 118 TCP a a a a
Ping/Trace Route Profile 2] RX Rate (Kbps) TX Rate (Kbps) RX Bytes TX Bytes
User Status total g a g o
External Devices
Product Registration -

Each item will be explained as follows:

Item Description
Enable Dataflow Check this box to enable such function.
Monitor
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4.12.11 User Status

This page displays related information of user status, PPPoE Server, and User Management,
for reference.

Diagnostics >> User Status >> User Status 7]

Auto Logout . | of ‘ v |

Firevsall
Objects Setting
User Management
Applications
Bandwidth Management
USB Application
System Maintenance
Diagnostics
Routing Table
ARP Cache Tahle
DHCP Tahle
Session Table
MAC Address Tahle
Traffic Statistics
Traffic Graph
Web Console
Ping/Trace Route
Data Flow Monitor

|‘ User Status | PPPOE Server || UserManagemem.

Auto Refresh : |1 Minute v| & Refresh

User Name / VPN Type IP iRemote IP Up Time / Login Time

Ma items to show,

External Devices
|  Product Registration =
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4.13 External Devices

Vigor router can be used to connect with many types of external devices. In order to control
or manage the external devices conveniently, open External Devices to make detailed

configuration.

External Devices >> External Devices 2)

Auto Logout | 5pin b4 External Devices

Quick Start Wizard
Online Status
Status

External Devices

Product Registration

External Device Auto Discovery % Refresh

Model Name MAC Address IP Address Connection Time Clear

Maitermns to show.

Each item will be explained as follows:

ltem

Description

Enable External Devices

Check the box to detect the external device connected to
Vigor300B.

Refresh Click it to renew the web page.

Status Display the status (on line or off line) of the external device.
Model Name Display the model name of the external product.

MAC Address Display the MAC address of the external product.

IP Address Display the IP address of the external product.

Connection Time

Display the connection time that the external product
connecting to Vigor300B.

Clear

B
Allow to delete the selected profile. Click the icon " | to

remove the record of the device when it is offline.

From this web page, check the box of Enable External Devices. Later, all the available
devices will be displayed in this page with icons and corresponding information. You can
change the device name if required or remove the information for off-line device whenever

you want.

\ Note: Only DrayTek products can be detected by this function.
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4.14 Product Registration

Please refer to section 2.3 Register Vigor Router for more detailed information.
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Chapter 5: Trouble Shooting

This section will guide you to solve abnormal situations if you cannot access into the Internet
after installing the router and finishing the web configuration. Please follow sections below
to check your basic installation status stage by stage.

®  Checking if the hardware status is OK or not.

®  Checking if the network connection settings on your computer are OK or not.
® Pinging the router from your computer.

® Checking if the ISP settings are OK or not.

®  Backing to factory default setting if necessary.

If all above stages are done and the router still cannot run normally, it is the time for you to
contact your dealer for advanced help.

5.1 Checking If the Hardware Status Is OK or Not

Follow the steps below to verify the hardware status.

1. Check if the power line and WLAN/LAN cable connections is OK.
If not, refer to “1.3 Hardware Installation” for reconnection.

2. Turn on the router. Make sure the ACT LED blink once per second and the
correspondent LAN LED is bright.

® @

. ACT DeS DMZ
Vigor300B °® o o
MUK -WAR Load Bolancar T —— ufl

: e o
FRElony wilkd WaNd USRS
Reset

3. If not, it means that there is something wrong with the hardware status. Simply back to
“1.3 Hardware Installation” to execute the hardware installation again. And then, try
again.
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5.2 Checking If the Network Connection Settings on Your
Computer Is OK or Not

Sometimes the link failure occurs due to the wrong network connection settings. After trying
the above section, if the link is stilled failed, please do the steps listed below to make sure
the network connection settings is OK.

For Windows

The example is based on Windows XP. As to the examples for other operation
E—_“ systems, please refer to the similar steps or find support notes in
www.draytek.com.

1. Open All Programs>>Getting Started>>Control Panel. Click Network and
Sharing Center.

A LIRS R )

[ lawa

| :‘.: Metweark and Sharing Center
Persanalization

il Recowery

2. Inthe following window, click Change adapter settings.

& Metwark and Sharing Center

G(_:}v -Lf » Control Panel = &ll Control Panel Ikerns + Metwark and Shar'ing Center

Control Panel Home Wiews wour basic network information and set up connect

Change adapter settings :-«L-.. |}_’
Lhange aa'\.ran-:ed sharing WINTPRO-SVR Mebwork 28
settings {This computer)

Wiews wour active nebaworks

Metwork 28
Wiork network

3. lcons of network connection will be shown on the window. Right-click on Local Area
Connection and click on Properties.

Local!

kahl

| rel(F

L-b" Local Area Conneyr  Diagnose 1 Wig
TS Metweork cable unp scar
3¢ @7 TAP-Win32 Adapt ¥ Bridge Connections |

Create Shortcut

! -.l
% Renarne

‘?:;“Prnperties
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4.  Select Internet Protocol Version 4 (TCP/IP) and then click Properties.
2 Local &rea Connection Properties X

Metwarking | Sharing |

Connect using:

| E“ IntellR) PROA1000 T Mebwork, Connection

Thiz connection uzes the fallowing items:

R Client for Microzoft Metworks

.@ Privacyware Filker Driver

.@ (o5 Packet Scheduler

.@ File and Printer Sharing for Microsoft Metworks

I T P Ry KW S pSg s Wi =01 =g}
BS |rtermet Protoc ion 4 [TCRAPw4)

] K

e :
[ - Link-Layer Topalogy Dizcovery Fesponder

Ingtall... Properties

5. Select Obtain an IP address automatically and Obtain DNS server address
automatically. Finally, click OK.

Internet Protocol Wersion 4 (TCP/APw4) Praperties _';’_Jﬂ
General | alkernate Configuration |

You can get IP settings assigned automatically if wour network supports
this capability, Otherwise, vou need to ask vour netwark. administrator
for the appropriate IP settings,

{* Obtain an IP address automatically

r USE E (=3 u] | (w2 T ] Ip aEHress:

{* Obtain DMS server address aukomatically

U Use the Fallowing DS server addresses:

I
|

[ Jate setking C Advanced. .,
lol's | Cancel ‘
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For Mac OS

1.  Double click on the current used Mac OS on the desktop.

2. Open the Application folder and get into Network.

3. On the Network screen, select Using DHCP from the drop down list of Configure

IPv4.
CHSES) Network ()
i =g
= N & =3
Show All Di‘spla:,'rs Sound  Network Startup Disk
Location: = Automatic ﬂ
Show: | Built-in Ethernet ﬂ
{ TCP/IP | PPPoE = AppleTalk Proxies Ethernet
Configure IPv4 "Usiﬂg DHCP T]
IP Address: 192.168.1.10 { Renew DHCP Lease )
Subnet Mask: 255.255.255.0 DHCP Client ID
(If required)
Router: 192.168.1.1
DNS Servers (Optional)
Search Domains (Optional)
IPvb Address: fe80:0000:0000:0000:020a:95ff fe8d:72e4
( Configure IPv6... ) o)
—_——— B
J- Click the lock to prevent further changes. (_ Assistme... ) ( Apply Now )
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5.3 Pinging the Router from Your Computer

The default gateway IP address of the router is 192.168.1.1. For some reason, you might
need to use “ping” command to check the link status of the router. The most important
thing is that the computer will receive a reply from 192.168.1.1. If not, please check the
IP address of your computer. We suggest you setting the network connection as get IP
automatically. (Please refer to the section 5.2)

Please follow the steps below to ping the router correctly.

For Windows

1.
2.

3.

4.

Open the Command Prompt window (from Start menu> Run).

Type command (for Windows 95/98/ME) or cmd (for Windows NT/ 2000/XP/Vista/7).
The DOS command dialog will appear.

e+ Command Prompt

Microsoft Windows XP [Uersion 5.1.26881
(C> Copyright 1985-20@1 Microsoft Corp.

D:~Documents and Settingsfae>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: bytes=32 time<{ims TTL=255
Reply from 192_168.1.1: bytes=32 time{ims TTL=255
Reply from 192.168.1.1: hytes= time{ims TTL=255
Reply from 192.168.1.1: hytes=32 time{ims TTL=255

Ping statistics for 192_168.1.1:

Packets: Sent = 4, Received = 4, Lost = B (Bx loss),
Approximate round trip times in milli-seconds:

Minimum = Bmz, Maximum = Bms, Average = Bmgz

D:“Documents and Settings“fael_

Type ping 192.168.1.1 and press [Enter]. If the link is OK, the line of “Reply from
192.168.1.1:bytes=32 time<1lms TTL=255" will appear.

If the line does not appear, please check the IP address setting of your computer.

For Mac OS (Terminal)

1.

2
3.
4

Double click on the current used Mac OS on the desktop.
Open the Application folder and get into Utilities.
Double click Terminal. The Terminal window will appear.

Type ping 192.168.1.1 and press [Enter]. If the link is OK, the line of “64 bytes from
192.168.1.1: icmp_seq=0 ttI=255 time=xxxx ms” will appear.
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5.4 Checking If the ISP Settings are OK or Not

Open Online Status to check current network status. Be careful to check if the settings
coming from your ISP have been typed correctly or not.

<5 Refresh (2]
Auto Logout . | of D
Qui_[:k Start Wizard v—‘r-;-:;"w_nr’_-r; -~
Online Status ACT DoS DMZ
waN Vigor300B i wan uses
v M Legd B e ® &
L — G ot o
Reset
L —
L —— Device Information System Information __]‘]
CoealR el B ol Yigoranos CPU Usage [l 7% |
P USERHENagEMERtES e 1.0 Memary i i -
| Applications gl 120 | Uswge.  embrd%  gmecned3i% | i
| Bandwidth Management  |RIECEY RIS 5723 " Copracessor | CPU0% [ Memarin | &
__USB Application i 2015-12:03 01 4854 Session =
LA | SystemTime: 2011-01-04 012516 Usage: | 0% (23/100000) |
Systern Up Time : 2 days 17:25:18
External Devices
Product Registration 1Pvd IPv6
Profile Conn.. Desc.. UpTime Mac  Proto.. IP Gate.. DNS RXR. TKRa. RXBy. TXBy. Opera.
wanl dawn 0 days... 00:1d.... dhepl.. a a a 0 <&
anl  up 2days.. 00:1d:.. Static{. 19241 17 12 560(. 7.34(..
| " I =
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If there is something wrong with the configuration, please go to WAN page and choose
General Setup again to modify the WAN connection.

5.5 Backing to Factory Default Setting If Necessary

Sometimes, a wrong connection can be improved by returning to the default settings. Try to
reset the router by software or hardware.

Warning: After pressing factory default setting, you will lose all settings you did
before. Make sure you have recorded all useful settings before you pressing. The
password of the factory default is null.

Software Reset
You can reset router to factory default via Web page.

Go to System Maintenance and choose Reboot System on the web page. The following
screen will appear. Choose Reboot with Factory Default Configuration and click Reboot.
After few seconds, the router will return all the settings to the factory settings.

System Maintenance > Reboot System >> Reboot System 7]

Reboot System | Schedule Reboot

) Reboot with Current Configurations
Reboot Option - (2} Reboot with Factory Default Configurations
() Reboot with Customized Configurations
Clear All Certificate Files

& Rehoot

Hardware Reset

While the router is running (ACT LED blinking), press the Factory Reset button and hold
for more than 5 seconds. When you see the ACT LED blinks rapidly, please release the
button. Then, the router will restart with the default configuration.
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Factory
Reset

- Dos  Dmi
Vigor300B e o o
Mubi-WAN Load Balancar B o e

FRCIOf waMs WhN4 USE?
Reset

After restore the factory default setting, you can configure the settings for the router again to
fit your personal request.

5.6 Contacting DrayTek

If the router settings are correct at all, and the router still does not connect to internet, please
contact your ISP technical support representative to help you for configuration.

Also, if the router still cannot work correctly, please contact your dealer for help. For any
further questions, please send e-mail to support@draytek.com.
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