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Introduction

The ioLogik Active Ethernet modular I/O family of advanced, slice-type network I/O products with local
intelligence can connect sensors and on/off switches for automation applications over Ethernet and IP-based
networks.

The following topics are covered in this chapter:

O ioLogik Active Ethernet Modular I/0 System Overview
» Traditional Remote I/O
» Active Ethernet Modular I/0
O Product Features
» Slice Form Factor, High Density Modular I/O
Greater Flexibility with Various I/O Module Choices
Expand to a Maximum of 256 Digital Input/Output Points
Auto Detection of Installed Modules
Event-based Logic with up to 80 Rules and Unicode Active Messaging
Dual Ethernet LAN Support
SMS Supported via a GPRS Modem
Built-in Web Console

O Package Checklist

vV V. .V V V V VY

O Product Descriptions
Network Adaptors

DC Digital Input Modules
AC Digital Input Modules
Digital Output Modules
Relay Output Modules
Analog Input Modules
Temperature Input Modules

Analog Output Modules

YV V VYV ¥V V V VYV V V

System Modules
O Dimensions
> Network Adaptor
> I/0 Module
O Hardware Reference
» Panel Guide
O Hardware Specifications
O LED Indicators
> LED Indicators for Network Adaptors
» LED Indicators for I/O Modules



ioLogik E4200 Introduction

ioLogik Active Ethernet Modular I/0 System
Overview

The ioLogik Active Ethernet modular I/O family of slice-type network I/O products can connect sensors and
on/off devices in any combination and can transfer the captured data or device status to a host computer via
an Ethernet or IP-based network.

ioLogik Active Ethernet modular I/O products consist of two main parts: (1) the network adaptor, and (2) I/O
modules. The network adaptor provides system and field power to connected I/O modules. Up to 16 I/O
modules can be connected to one network adaptor.

Network I/0 expansion modules; up to 16 slots
Adaptor (up to 256 DIOs or 64 AIOs)

Traditional Remote I/0

Remote Ethernet modular I/0 solutions have been on the market for a long time. Traditional solutions are
“passive,” in the sense that I/O devices wait passively to be polled by a host computer. The response time in
this type of setup, however, tends to be on the order of seconds. The “passive” remote modular I/O structure
is inadequate for data acquisition and control systems that require an efficient, real-time I/O solution with a
response time on the order of hundredths of a second.

Active Ethernet ModularI/0

Moxa’s Active Ethernet modular I/O solutions were developed specifically to address the limitations of the
traditional passive approach. With the passive approach, the host computer polls the I/O device over the
network for the status of each I/0 device. With the active approach, the Active Ethernet modular I/O product
intelligently sends the host computer status information only when specified events occur. Using push
technology, the ioLogik I/O device greatly reduces the load on the CPU and network resources. Far fewer
network packets are required and in general the packets are smaller in size since I/0 information is only sent
when needed, and only information from the specified I/O device is sent.

Moxa’s active I/O messaging system uses TCP or UDP for I/O messaging and supports sending messages to up
to ten host computers simultaneously. In addition to providing intelligent status reporting, Active Ethernet I/O
products are backwards compatible. That is, they support all of the functions and capabilities of traditional
passive remote I/O products.
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ioLogik E4200 Introduction

Product Features

Slice Form Factor, High Density Modular I/0

The ioLogik E4200’s compact design is well-suited for environments with limited space. The amount of space
needed at the installation site is determined by the number of modules used. For example, the I/O system’s
width is only 117 mm if you are using 5 I/O modules, compared to 231 mm for an I/O with an 8 slot backplane
design.

Greater Flexibility with Various I/0 Module Choices

The ioLogik E4200 Active Ethernet modular I/O family supports various types of I/O modules, including DC
digital input, AC digital input, digital output, relay output, analog input, and analog output.

Expand to a Maximum of 256 Digital Input/Output Points

The ioLogik Active Ethernet I/O family can support up to 16 modules. In other words, the family can support up
to 256 digital input/output points or 64 analog input/output points.

Auto Detection of Installed Modules

A utility provided by Moxa automatically detects and displays all of the modules that are installed. This feature
allows users to see exactly what is installed.

Event-based Logic with up to 80 Rules and Unicode Active
Messaging

Active Ethernet modular I/O products come pre-installed with 80 rules of event-based logic. All alarm
messages also support Unicode text.

Dual Ethernet LAN Support

For reliability, ioLogik products have two independent Ethernet ports with two MAC addresses and two IP
addresses.

SMS Supported via a GPRS Modem

Alarm messages can be automatically sent through the RS-232 COM port when the I/0 is connected to a GPRS
modem, such as Moxa’s OnCell 2111 or OnCell 2151.

Built-in Web Console

The ioLogik E4200 includes a pre-installed web console that allows you to monitor the I/O status via a web
browser.

1-3



ioLogik E4200

Introduction

Package Checklist

Each network adaptor and I/O module is packed securely in a small box.

If you ordered a network adaptor, the package includes:
e iolLogik E42xx Active Ethernet network adaptor

e End module cover

e Quick installation guide (printed)

If you ordered an I/0 module, the package includes:

e M-xxxx I/O module x 1

NOTE: Please notify your sales representative if any of the above items are missing or damaged.

Product Descriptions

Detailed specifications for the ioLogik E4200 are available in the software’s product specification help file. Refer
to the help file for more information. Models supported by this manual are:

Network Adaptors

lioLogik E4200

| Dual Ethernet LAN, RS-232, Active Ethernet network adaptor

DC Digital Input Modules

M-1800 8 digital inputs, sink, 24 VDC, removable terminal block
M-1801 8 digital inputs, source, 24 VDC, removable terminal block
M-1600 16 digital inputs, sink, 24 VDC, 20-pin header

M-1601 16 digital inputs, source, 24 VDC, 20-pin header

AC Digital Input Modules

M-1450

4 digital inputs, 110 VAC, removable terminal block

M-1451

4 digital inputs, 220 VAC, removable terminal block

Digital Output Modules

M-2800 8 digital outputs, sink, 24 VDC, 0.5 A, removable terminal block
M-2801 8 digital outputs, source, 24 VDC, 0.5 A, removable terminal block
M-2600 16 digital outputs, sink, 24 VDC, 0.3 A, 20-pin header

M-2601 16 digital outputs, sink, 24 VDC, 0.3 A, 20-pin header

Relay Output Modules

M-2250

2 relay outputs, Form A (N.O.), 2 A, removable terminal block (phased out in May 2009)

M2450

4 relay outputs, Form A (N.O.), 2 A, removable terminal block

Analog Input Modules

M-3802

8 analog inputs, 4 to 20 mA, 12-bit, removable terminal block

M-3810

8 analog inputs, 0 to 10 V, 12-bit, removable terminal block

1-4




ioLogik E4200 Introduction

Temperature Input Modules

M-6200 2 analog inputs, RTD, removable terminal block

M-6201 2 analog inputs, thermocouple, removable terminal block

Analog Output Modules

M-4202 2 analog outputs, 4 to 20 mA, 12-bit, removable terminal block (phased out in May 2009)
M-4210 2 analog outputs, 0 to 10 V, 12-bit, removable terminal block (phased out in May 2009)
M-4202 2 analog outputs, 4 to 20 mA, 12-bit, removable terminal block

M-4210 2 analog outputs, 0 to 10 V, 12-bit, removable terminal block

System Modules

M-7001 System expansion power supply, 1.0 A (5 VDC)

M-7002 Field power distributor, 10 A (24/48 VDC, 110/220 VDC)

M-7804 Potential distributor, 8-ch, 0 VDC

M-7805 Potential distributor, 8-ch, 24 VDC
Dimensions

Network Adaptor
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Unit: mm; W x H x D: 45 x 99.8 x 70 mm

1-5



ioLogik E4200 Introduction

I/0 Module

n o B N
o0 O O IFIFIF!FIEI
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99.00
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Unit: mm; W x H x D: 14 x 99.8 x 70 mm

Hardware Reference

Panel Guide

1 §

e

Ethernet LAN 1 /’E ’

g

LED Indicators
Ready: System Status

I/0: Module Detection

Ethernet LAN O Serial: RS-232 Status

Field Power: Power for I/O Points

Reset

~ Ve System Power (0 VDC)
— System Power (24 VDC)
L3
SGE(|SE Shielding Ground
COM (RS-232) [selsc] 0
G 5

4
[ov][ ov ———Field Power (0 vDC)

Field Power (24 ¥DC)

== =% Field Power {0 VDC)
=== ® Field Power (24 VDC)

[ =
J

NOTE The reset button restarts the system and resets all settings to factory defaults. Use a pointed object such as a
straightened paper clip to hold in the reset button down for 5 sec. The READY LED will turn red as you are
holding the reset button down. The factory defaults will be loaded once the READY LED turns green again. You
may then release the reset button.
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Hardware Specifications

LAN

Ethernet: 2 x 10/100 Mbps: 2 MACs, 2 IPs, RJ45 connectors

Protection: 1.5 KV magnetic isolation

Protocols: Modbus/TCP, TCP/IP, UDP, DHCP, Bootp, SNMP, HTTP, SNTP, SMTP

Serial Communication

Interface: 1 x RS-232 (9-pin D-Sub, male)
Parameters: N, 8, 1

Baudrate: 115,200 bps

Power Requirements

Power Input: 24 VDC nominal, 12 to 36 VDC
Power Consumption: 175 mA @ 24 VDC
Current for I/0 Modules: Max. 1.5A @ 5 VDC

Field Power
Rated Voltage: 11 to 28.8 VDC, 24 VDC typical
Current in Field Power Contact: Max. 10 A

Isolation
System Power to I/0 Driver: Optical isolation, 3k VDC or 2k Vrms

Physical Characteristics

Dimensions: 45 x 99 x 70 mm (1.77 x 3.90 x 2.76 in)
Note: Please see pages 15-23 for the dimensions diagram.
Weight: 180 g

Mounting: DIN rail

Environmental Limits

Operating Temperature: -10 to 60°C (14 to 140°F)

Storage Temperature: -40 to 85°C (-40 to 185°F)

Ambient Relative Humidity: 5 to 95% (non-condensing)

Altitude: Up to 2000 m

Note: Please contact Moxa if you require products guaranteed to function properly at higher altitudes.

Standards and Certifications

Safety: UL 508

EMI:

61000-3-2; EN 61000-3-3; EN 61000-6-4; FCC Part 15, Subpart B, Class A
EMS:

EN 61000-4-2, EN 61000-4-3, EN 61000-4-4,

EN 61000-4-5, EN 61000-4-6, EN 61000-4-8,

EN 61000-6-2, IEC 61000-4-11

Shock: IEC 60068-2-27

Freefall: IEC 60068-2-32

Vibration: IEC 60068-2-6

Green Product: RoHS, CRoHS, WEEE

Note: Please check Moxa’s website for the most up-to-date certification status.

MTBF (mean time between failure)
Time: 357,000 hrs

Database: Telcordia (Bellcore)
Warranty

Warranty Period: 2 years

Details: See www.moxa.com/warranty
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ioLogik E4200 Introduction
LED Indicators
LED Indicators for Network Adaptors
Group Pins/Description Printed label
Ethernet On the Plug
Green: The power is on and the system is working normally
Green-Flashing: Click&Go is active
Ready ) Ready
Red-Flashing: System error
Off: No power
OFF: The I/O module is not installed
Green: Connecting to the I/O module
1/0 Green-Flashing: Data is being transmitted 1/0
Red: Safe mode (implies host connection failure)
Red-Flashing: Safe mode (implies I/O module failure)
Green: Tx
Serial Yellow: Rx Serial
Red: Data transmission failure
. Green: Normal input of 11 to 28.8 V .
Field Power Field power

Red: Voltage out of range

LED Indicators for I/0 Modules

Each DIO or AIO module is equipped with a Module Status LED indicating operation status.

LED Name LED Color LED Function
Off Was not powered on during initialization
Steady On: System ready
Status Green Flashing: I/O module ready for data transmission
Red Steady On: I/O module hardware problem
e

Flashing: System bus data transmission error

1-8
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Initial Setup

In this chapter, we explain how to install the Ethernet network adaptor and I/O modules.
The following topics are covered in this chapter:

System Architecture

Installing an I/0 Module on a DIN Rail

Removing the I/0 Module from the DIN Rail

Removing the RTB (Removable Terminal Block) from the I/0 Module
Installing the RTB on the I/0 Module

Installing the System Power Module

Installing the Field Power Module

Connecting the Power System

Qaoaoaaogoooaa

Connecting to the Network
> ioLogik E4200 Active Ethernet Network Adaptor

» Configuring Your Network Architecture



ioLogik E4200 Initial Setup

System Architecture

The ioLogik E4200 modular I/0 consists of a network adaptor that supports Ethernet and up to 16 I/O modules.

The ioLogik E4200 Active Ethernet network adaptor is the brains of the system. It is responsible for
collecting information from each I/O module and deciding what parameters to use to operate the I/O
module. Communication between the network adaptor and I/O modules is achieved by a system
communication bus.

Modbus addresses for each I/0O channel are arranged dynamically by the network adaptor according to the
installed I/O modules.

The network adaptor requires two sets of 24 VDC power inputs. One is for the internal logic circuit, and the
other is for field I/O circuits.

The network adaptor provides 5 VDC power to all connected I/O modules. When the total current
consumption of the I/O modules exceeds 1.5 A, you will need to insert an extra power expansion module.

To determine how many power expansion modules are required, refer to the spreadsheet in Program Files
-> MOXA - IO Server > HELP.

Systam GND
| Sl\,rstem PWR (24Vdc)

VCC 5vdc
ModbnzTCP Gnd
Fast Ethernet
| | s a4 s Sysiem

Communication

Bus

Network Slot1 | | Slot2 Slot 16

Adapter
Field power (24Vdc)
Field Ground

S . ___h___/
Field GND N
Field power (24Vdc) /O Expansion Modules

(DC DI, DO, Al AD)
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Installing an I/0O Module on a DIN Rail

Step1: Align the I/O module side by side with the network adaptor, making sure that the upper and lower rails
are hooked together.

Step 2: Align the I/O module side by side with the network module and then push the I/O module until it
touches the DIN rail. Next, apply more force until the module clips on to the DIN rail.
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Removing the I/0 Module from the DIN Rail

Step1: Use your finger or a screw driver to pull down the tab on the lower part of the module.

A |

MV

\
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Removing the RTB (Removable Terminal Block)
from the I/0 Module

Pull out the plastic belt from the RTB, and then apply more force until the I/O module is pulled away from the
I/0 module.

b ¥

-t

1 ]
e

>
e

Installing the RTB on the I/0 Module

Step1: Hook the bottom end of the RTB to the I/O module.

Step2: Push down the RTB until it fits snugly on the I/O module, and then push in the plastic belt.

Installing the System Power Module

The system power expansion module is designed to provide extra power when additional I/O expansion
modules are connected. Each ioLogik E4200 can provide 1.5 A @ 5 VDC. If you require more power for your
installed I/O modules, you will need to use an M-7001 module. However, please note that the M-7001 can only
provide 1 A @ 5 VDC.

i i T & 1 f i i L 1]
- . E ! : ! : : gl
; = g
b g EE E EFEEEE &
= FE | 5% 2 ER SE & &m0 88
oo oo oo e oY oo oo oo oo e o=
= FE . i Ex Em mm mm am 1
i H oo e 12 oe oe o e OB EOR |
= Em  Em oEm H EE  EE  Em  omm o HH
o s o8 oo 182 %88 s s S8 sE =2
e FE T - EE  EE  mE  omm o -
s e o5 o5 1°%, °% s8 sE LU 105
] | 1 i | i | | | - | i | | R =
150mA 150mA 150mA 150mA 200mA  Supports 1000 mA 200mA 200mA ‘Supports 1000
150mA 150mA 150mA 150mA 200mA 20mA 20mA Supporis 1000mA
Total: 1400 mA Total: 1000 mA
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A

ATTENTION

When the total current consumption for connected I/O modules exceeds 1.5A, an M-7001 power expansion
module is required.

To determine if an additional power expansion module is needed, open the Power Consumption Spreadsheet
located here: Program Files > MOXA -> I0 Server > HELP. The spreadsheet requires Microsoft Excel to
operate. Once you enter the I/O module quantity, the spreadsheet will compute automatically how many
power expansion modules are required.

When extra power expansion modules are installed, restart the system in the following sequence to ensure a
proper start-up.

Power Off Sequence

1. Unplug the network adaptor’s removable terminal block.

2. Unplug the expansion module’s removable terminal block.
Power Up Sequence

1. Plug in the power expansion module’s removable terminal block.

2. Plug in the network adaptor’s removable terminal block.

A

ATTENTION

The “End Module” should be covered to prevent unexpected damage to exposed data pins.

Installing the Field Power Module

The field power distributor is designed to isolate different field voltages. Most of the field power DIO/AIO
modules for the ioLogik E4200 series are 24 VDC. If you need to connect 110 VAC, 230 VAC digital input or
output modules, you must use the Field Power Distributor to isolate different field powers within a single ioLogik
E4200 system.

If all of the DIO modules are 110 VAC, you will need at least one field power distributor to isolate the field power
from the network adaptor (likewise when using 24 VDC or 230 VAC). For example, before you connect a 110
VDC or 220 VAC AC digital input module to a 24 VDC DI/O module, you will need an M-7002 field power
distributor.
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20 VAC

Some types of Potential Distributor modules provide extra wiring points such as shielding ground, 0 V field
power, and 24 V field power. For example, the 8-channel digital input (sink type) module itself does not have
a 24 V wiring point, but you can add a 24 V potential distributor for easy wiring.
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Connecting the Power System

Two 24 VDC power sources are required to power the ioLogik E4200. One 24 VDC power input is for system
power, and the other 24 VDC power input is for the field I/O. For field installation, system power and field power
are provided by different power supply systems.

(oLogk E4200 4] .
5 ——————y— System Power (VD) System power:
—_— e cwezr (GO
oy [] T System Fower (GG 24 VDC nominal, 11 to 28.8 VDC
Qe i P
g B System Bz 4 Power dissipation:
\_ Pwer ] Ir:;_---‘l-l‘“'ir\l:r-‘s::-a:-:-'u 60 mA @ 24 VvDC
[ """": '~ 1 Swiching
| U 1 .. jFower Current for I/0 module:
[wdfer | System Power (VD) 1.5A @ 5VDC
———Sy=tem Fower (24 VOD) R
@ |c:E||:E Shiglding Ground Field power:
=) 11 to 28.8 VDC
T [ev] v J——Fieki Fower (0 VD) Max. current for field power contact:
:: . DC 10 A max.
- [z4][zaf——— Fizkd Fower (24 VDT)
@ e — = Field ) I/0 Cable Gauge:
N ' AWG14 to AWG28

ATTENTION

A Determine the maximum possible current for each power wire and common wire. Observe all electrical codes
dictating the maximum current allowed for each wire size. If the current exceeds the maximum rating, the
wiring could overheat, causing serious damage to your equipment. For safety reasons, we recommend an
average cable size of 22 AWG. However, you may want to use a different cable size depending on the current
load (the maximum wire size for power connectors is 2 mm).

Connecting to the Network

ioLogik E4200 Active Ethernet Network Adaptor

The ioLogik E4200 Active Ethernet network adaptor supports standard 10/100 Mbps Ethernet. For first time
users, we recommend that you link from your host computer to the ioLogik E4200 over a local Ethernet network
to take care of IP and system configuration. Once the installation is done, you may move the entire I/O system
to the field. Note that you can insert any LAN port to make the configuration setting work.

1. Connect the ioLogik E4200 to the host PC with an Ethernet cable. For initial setup of the ioLogik E4200, we
recommend configuring the ioLogik E4200 using a direct connection to a host computer, rather than
remotely over the network.

Note: While configuring the device, only use one connection. To prevent unexpected errors from
occurring, do not use two connections to connect the ioLogik E4200.

2. If you connect to the host PC through LAN 0, configure the host PC’s IP address to 192.168.127.xxx, with
xxx ranging from 001 to 253). If you connect to the host PC through LAN 1, configure the host PC’s IP
address to 192.168.126.xxx, with xxx ranging from 001 to 253).

In Windows, you will need to do this from the Control Panel.

LAN Port Default IP Address Default Netmask Default Gateway
LAN O 192.168.127.254 255.255.255.0 None
LAN 1 192.168.126.254 255.255.255.0 None
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3. Use Modular ioAdmin or the web console to detect the ioLogik E4200. Once the ioLogik E4200 has been
detected, modify the settings as needed for your network environment, and then restart the I/0.

Configuring Your Network Architecture

After connecting the ioLogik E4200, you will need to configure the network. Refer to the following figure for an

example.

Host 1: 192.168.18.10 Host 2: 192.168.19.20 Host 3: 192.168.17.20

IP: L92.168.18.1 1P 192165151
Subnet: 2352552550 Subnet: 2552552550
Router LANL: 1921681700

==

LANO: 192.165.19.11
1 e

inLogik E4200

To manage the ioLogik E4200 from Host 1, use the parameters in the following table to add a routing rule to the
ioLogik E4200’s routing table:

Destination 192.168.18.10
Network-Mask 255.255.255.255
Gateway 192.168.19.1
Interface LAN-0

To allow all hosts on subnet 192.168.18.x to connect to this ioLogik E4200, use the parameters in the following
table to add a routing rule to the ioLogik E4200’s routing table:

Destination 192.168.18.0
Network-Mask |255.255.255.0
Gateway 192.168.19.1
Interface LAN-0
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Utilities

In this chapter, we introduce software utilities you can use when configuring the Windows-based ioLogik Active
Ethernet modular I/O system. The software utilities include:

1. Modular ioAdmin: The main utility that allows you to configure, monitor, and edit Click&Go.

2. TFTP: The utility that allows you to mass deploy the configuration file.

3. ioEventLog: The utility that allows you to determine the system cold-start/warm-start status and time.
The following topics are covered in this chapter:

O Introduction to Modular ioAdmin
» Features of Modular ioAdmin

Getting Started

Functions on the Menu Bar

Navigation Panel

Server Context Menu

Quick Links

vV V V ¥V V V

Main Window (General)

» Administrator Functions
O Using TFTP to Import/Export a Configuration
O Using ioEventLog

» Installing ioEventLog

» Basic Functions

» Main Menu
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Introduction to Modular ioAdmin

The ioLogik Modular I/O can be managed and configured over the Ethernet using Modular ioAdmin, a Windows
utility provided with your ioLogik E4200. Modular ioAdmin’s graphical user interface gives you easy access to
all status information and settings. Although the ioLogik E4200 also supports configuration by web console, full
configuration and management is only available through Modular ioAdmin. It has the following functions:

¢ Full function setting

e Click&Go Logic

e The Wiring Guide

Features of Modular ioAdmin

Auto Search and Detection

When you connect to the ioLogik E4200, the utility can automatically determine how many devices are
connected to the network. A picture of each installed module will be displayed on the screen after successfully
logging in. You do not need to add I/O modules manually one by one. All of the devices you’ve installed will
appear onscreen. In addition, ioAdmin will resolve any IP conflicts that arise from installing two or more ioLogik
Active Ethernet modular I/Os at the same time.

Remote Management

Over an Ethernet network, Modular ioAdmin allows users to find and configure multiple ioLogik systems, and
monitor and configure attached I/O devices. You can also test I/O devices and reset the system.

Click&Go Logic Editor

Click&Go is an event-based, front-end intelligent logic that allows you to make your I/O system smarter.
Modular ioAdmin also includes a Click&Go event logic editor for configuring the control logic of your Active
Ethernet I/O system.

On-line Wiring Guide

An on-line wiring guide can be opened from within Modular ioAdmin. The easily accessible wiring guide can
significantly reduce the amount of time administrators need to devote to planning and troubleshooting.

Import/Export files

Modular ioAdmin can generate three types of files automatically: (1) system configuration files, (2) server lists,
and (3) Modbus tables.

e This function can import/export configuration files and server management lists.

e Modular ioAdmin allows the entire configuration of the ioLogik I/O system to be saved as a file. The file is
viewable as text and can serve as a record for configuration backup, or as a template for configuring other
ioLogik devices.

e The file includes title, date, time, model information, and Click&Go rules.

e ModularioAdmin can also import and export a list of ioLogik devices that are being managed. The list makes
it easier to manage all devices on the network, and includes server name, module type, IP address, and unit
1D.

e This function can also export the Modbus tables, which are generated automatically.
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Getting Started

Installing Modular ioAdmin Utility

Modular ioAdmin can be downloaded from Moxa’s website.

1. Installing Modular ioAdmin from website:
a. First click on the following link to access the website’s search utility:
http://www.moxa.com/support/search.aspx?type=soft

b. When the web page opens, enter the model nhame of your product in the search box.
c. Click the model name and navigate to the product page, and then click on Modular ioAdmin, located in
the box titled Software.
d. Download and then unzip the file. Run SETUP.EXE from that location.
The installation program will guide you through the installation process and install the software.
2. Open Modular ioAdmin: After installation is finished, run Modular ioAdmin from the Windows Start menu:
Start > Program Files > MOXA - IO Server - Utility > Modular ioAdmin.

G MOzL 0 Server a

T R E ki

ﬂ' Modular inAdmin

& inEventlog

Connecting Your Active Modular I/0O System

After you open Modular ioAdmin, the auto search window will pop up and begin searching for the I/O system.
Click Start Search to find the I/O system automatically, or click Exit and then add the I/O system manually.

j"L Exit | ) Start Search |
—Found adapters]
0 |/0 Adapter(z] were found !
# | Adapter | IPDAddress /1P Address | MACD Address / MACT Address | Desription

| < 8 Stop |

3-3


http://www.moxa.com/support/search.aspx?type=soft

ioLogik E4200 Utilities

If two or more I/0 systems with the same IP address are found, Modular ioAdmin will ask you to modify IP
addresses in a pop-up window, and then reboot the I/O system. For example, if multiple ioLogik E4200 units
are initially installed on the same network, each unit has the same default IP address. You will need to assign
a different IP address to each unit to avoid IP conflicts. Modular ioAdmin automatically detects IP conflicts and
gives you a chance to modify each unit’s IP address in the IP Address column. Click the Set button to reboot
the corresponding unit with its new IP address. Click the Re-Search button to refresh the list of units found by
Modular ioAdmin.

IP Address Conflict

WARNING:
IFP address conflict detected. modify them to different address before proceeding.

8 | 1/0Sewver | IP Address | MAL Address I Desciiption |
1 E4200 92 . 00-90-E 8-0D-0E -44 Active Ethemet | /0 Server
2 E4Z200 192.168.127.254 00-90-E8-00-0E-33 Active Ethemet |/0 Server

XK lgnore these devices |

In certain situations, Modular ioAdmin will be unable to detect the existing I/O system, such as when the I/O
system is not on the same network segment. In these cases, you can add the systems manually. Right click the
tag of the ioLogik in the Navigation Panel, and then choose Add ioLogik I/O Adaptor in the pop-up window
and key in the correct I/O system IP address.

ATTENTION

If multiple network interfaces are installed on a host computer, be sure to select the correct one before
searching from menu bar > system > Network Interface.

pri

etwark [nterfacs @

Broadcom 440 10100 Intearated Controller - Packet Sc}’j

| o 0K I X Cancel |

After the ioLogik E4200 is displayed in the main window, select Adaptor Settings and then click login. The I/O
modules will be automatically detected and shown on the main window of the I/0 configuration tab.
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ATTENTION

If this is not a first-time installation, the Module Order Error window might appear. If the initial installation
is successful, the ioLogik E4200 will memorize all settings and current module combinations. If the module
combination changes, the ioLogik E4200 will detect an unmatched module combination event and show a
warning window as pictured below.

Module Order Exrox

Previous order of the modules Current order of the modules

ES M-4211 ES M-4211
w02 | M-4202 w02 | M-4202
wo3z | M-1450 wo3z | M-1450
'noa | M-2402 'noa | M-2402
‘wos | M-2401 ‘wos | M-2401
O M-1401 O M-1401
e M-3402 e M-3402
‘wos | M-3412 ‘wos | M-3412
7 ESC M-2800

w0 M-2601

w1 | M-6201

w1z M-1801

i (¥ Reset and Clear | F] Continue &% Festore order

Three options are available for handling unmatched module combination events:

Reset and Clear:

If you know the I/O modules combination has changed, then choose this option. This action resets all module
configurations, clears all Click&Go logic, and restarts the system.

Continue:
If you have just added new I/O modules onto the end of the existing I/O system, then choose this option. This
action does not clear Click&Go settings, it only stops it; you can still re-start it, but at your own risk. All

configurations of previously installed modules are preserved, and newly added modules will be applied with
default settings.

Restore order (recover the previous module combination)
If you don’t know why the I/O modules combination has changed, then choose this option. You need to shut
down the system’s power, and then reset the module combination to the previous settings individually.
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Modular ioAdmin Main Screen

This is Modular ioAdmin’s main screen. The main window defaults to the I/0O Configuration tab, which
displays a figure of the ioLogik E4200 and the status of every I/O channel below it. The other tabs in the main
window take you to device and network settings, and further functions are available when you log on as an
administrator. Note that configuration options are not available until you log on as an administrator.

Fle  Swtem St dep || 52 ||

£ Host: [192.168.127.3]
B3 ioLagik
=-4f 192168.127.254
B 4200
+h-1800

10 Configuration | . Adapter Infa. | §* Adapter Setings | = Message Monitar | ®e. Metwork | 5= Fimware Update | Click & GoLogic | & Wwatcheoa |

—

4

—

0o
3 @ 01: 12800

*M-2601
o h-3411
< M-4210

-2800
M-2601
M-3411
M-4210

M-1800 |M-1800, 8DI, sink, 24VDC. RTB

M-2800, 8DO, sink, 24VDC, 0.54, RTB
M-2601. 16D0. source. 24¥DC. 0.3A. 20pin
M-3411. 4A1 010V 14bit. RTB

M-4210. 2AD. 0~10¥. 12bit. RTB

ajl

Ready

E4200 170 sync rate: 1/sec 0:00:00:27 P 01:2213

Modular ioAdmin Title

Menu Bar

Navigation Panel

Status Bar

Quick Link

an|hrIW|IN|F

Main Window

Wiring Guide

Modular ioAdmin provides a wiring guide to the ioLogik Active Ethernet modular I/0. You may access the wiring
guide by right-clicking the figure of the ioLogik E4200 or I/0 Module in the I/0 Configuration tab. Select
Wiring Guide in the submenu to open a help file showing the wiring information and electrical characteristics

of the ioLogik E4200.

System Wiring

— System Fowet {5 VDG
4= Systern Power (GHD)

“ =} Non-isolation
| Switching

- | Power
d

System Power (0 VOC)
System Power (24 VDC)

1
[E5][5e}———shieling Ground
[Bv] 57— Field Powar (0 ¥0C)

L
Fueecl Power {24 VDC)

=== Figld Powes [ VDC)
=== Field Pawer (24 VOC)
nl

ioLogik E4200 Active Ethernet Network Adapter

Specifications

System power : 24 VDC nominal, 11 to 28.8 VDC
Power dissipation: 80 mA typical @ 24 VDC

Current for I/0 module: 1.54 @ 5 VDC

Field power 1 11 to 28.8 VDC

Mazx. current for field power contact: DC 104 Max.

Protection Qutput current limit : (Min. 1.5A)
Reverse polarity protection
System power to I/O driver : isolation

AVIG14 ~ AWG28

I/O Cable Gauge :
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Functions on the Menu Bar

File  Sestem  Soit Help a2 ‘ 8 v
I

From the File menu, you can export the Server List, which contains a list of ioLogik devices that are currently
displayed in the navigation panel. You also can import a list of ioLogik I/Os into Modular ioAdmin.

When importing a server list, you will be prompted to select which I/O devices on the list need to be imported.
The file will have an .SLT extension and can be opened as a text file.

Select I er to Inpos L pon
Select Server List File to Impart

v: - E4200 - 752 T8 19,141

o Selectal X unSelect Al

W B 4200 - 192, 166.15.141

Select Server List Fils to Expart :
T e g
 OK XK Cancel | o 0K X Cancel |

The server list will provide the following information for each adaptor:

e Adaptor name
e Module type

e P address

System

Several operations are possible from the System menu.

Auto Scan Active Ethernet Network Adaptor will search for ioLogik devices on the network. When
connecting for the first time or recovering from a network disconnection, you can use this command to find I/O
systems that are on the network.

Network Interface allows you to select a network to use if the PC has multiple network adaptors installed.

If you can't find the Network Adaptor, try specifying the network interface the host uses to connect to the

Network Adaptor.

Network Interface :

o OK XK Cancel

I/0 Status Refresh Interval is used to adjust how often the I/O system synchronizes with Modular ioAdmin
for I/0 system status. The current rate is displayed on Sync. Rate Information at the bottom of the window.
Note that higher sync rates result in higher loads on the network. The default value is 50 (500 msec.). To
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change the configuration, click I/0 Status Refresh Interval under the System menu, and then adjust the
data refresh rate. Note that the unit is in 10 msec increments, so if you enter 100, the refresh rate becomes 1
sec.

TCP Socket Timeout Interval allows you to select the preferred timeout value for TCP socket
communication.

Active Message Listen Port specifies the port number to use for Active Ethernet I/O messages. If your
network uses a firewall, you can coordinate this setting with your firewall settings to ensure that active
messages get through. The default Listen Port is 9001.

Sort

The Sort menu allows the server list in the navigation panel to be sorted by connection, type, and location.

They are sorted by Adaptor Location by default. You can also change the sorting method through the sorting
function or Quick Link. You can sort by connection, location, or type.

Help

Use the Help menu to can view wiring guides and information about Modular ioAdmin.

Navigation Panel

On this panel, Modular ioAdmin will show you the information for the Host IP, and how many I/Os are in your
system.

Right clicking on the ioLogik tag will allow you to manually add ioLogik Adaptor. Choose Add ioLogik I/0
Adaptor and then in the pop-up window key in the I/O system IP address that you want to add.

Right click on the E4200 tag and the Server Context Menu will pop up. This allows you to execute
Connect/Disconnect, Delete I/O Adaptor, Restart System, Reset to Default, and Import/Export file functions.

-2 Host: [192.168.127.3)
=53 ioLogik
=B 192168127 254
=1}

ponnect

Disconnect

Welete fdanter

Flestart Swstem

Feset to Defanlt

Tmport Swstem Condig
== Export Systern Config

i o

ap
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Server Context Menu

The server context menu is accessed by right clicking on the server model name in the navigation panel.

Connect

Select this command if you want Modular ioAdmin to attempt to reconnect over the network to the selected
ioLogik I/0.

Disconnect

Select this command if you want Modular ioAdmin to drop the network connection with the selected ioLogik I/O.

Delete Adaptor

Select this command if you want Modular ioAdmin to remove the selected I/O system.

Restart System (Administrator Function)

Select this command to restart your ioLogik I/O system from a remote site. You will need to log in as
administrator to use this function.

Reset to Default (Administrator Function)

Select this command to reset all settings, including the console password, to factory default values. You will
need to log in as administrator to use this function.

Import/Export System Config (Administrator Function)

Select this command to reload a configuration that was imported /exported to a text file. You will need to log
in as administrator to use this function, and restart the ioLogik I/O system in order for the new configuration
to take effect. This command may be used to restore a configuration after loading the factory defaults, or to
duplicate a configuration to multiple ioLogik servers.

Export Modbus Map

Select this command to export the Modbus Map of the ioLogik I/O system to a .CSV file. You will need to log in
as administrator to use this function. We strongly recommend using this method to record your Modbus Map
after you have finished configuring the ioLogik I/O system for your application.

NOTE: The I/0 Modbus table is in *.csv format, it can be easily read both in a text editor or the
Windows Excel program.

3-9



ioLogik E4200 Utilities

Quick Links

| Be swem s o[l B | 8 BV iz
Quick links are provided to search for I/O servers on the network and sort the server list.
Q Search network for I/O servers
;L__l Sort by connection
E| Sort by type
't-r Sort by location
Main Window (General)
~— =

/0 Configuratian |u Adapter [nfo. I 3 adapter Settings | = Message Monitor

I/0 Configuration Tab (General)

If you are not logged in, the I/O Configuration tab shows the picture of the ioLogik E4200 without I/O modules.
This is the default tab when you first open Modular ioAdmin.

Adaptor Info Tab

Adaptor information, such as firmware revision, is displayed in the Adaptor Info tab.

Adaptor Settings Tab (General)

Use the Adaptor Settings tab to log in as administrator, which is required to gain access to the ioLogik E4200
configuration options. If an administrator password has not been configured, simply click on Login and leave
the Password field blank. More details are provided later in this chapter.

Message Monitor Tab

The Message Monitor tab will display any TCP/UDP I/O messages received from the ioLogik E4200. When you
install the ioLogik E4200 for the first time, the Active I/O messaging ruleset will not have been defined yet, so
there will be no messages in the Message Monitor Tab. Refer to Chapter 5 for information on how to program
the ioLogik E4200’s Active I/O messaging system.

Once the active I/O messaging system has been configured and activated, TCP/UDP messages sent from the
ioLogik E4200 will be viewable in the Message Monitor tab.

Messages can be displayed in ASCII, UNICODE, or HEX. To display messages in HEX, checkmark Toggle HEX.
To display messages in UNICODE, checkmark UNICODE (UCS-2).
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Administrator Functions

. 1/0 Configuration I“ tidapter Info. ¥ Adapter Settings | = Message Moritor r%kNelwolk | 4= Fimware Update | o Click & Go Logic | #Wwatchdog |&AcwtveTags |

For full access to all configuration options, log in as administrator from the Adaptor Settings tab. This is
required whenever you start up ioAdmin or boot up/restart the ioLogik E4200. When you install the ioLogik
E4200 for the first time, the password will be blank; in this case, click on Login to proceed.

Additional functions will be available after logging in, including the following new tabs:

e Network

e Firmware Update
e Click&Go Logic

e Watchdog

e Active Tags

ATTENTION

You must log in to access administrator functions, including Network, Communication Watchdog Timer, and
Firmware Update tabs. If you forget the password, you may hold down the ioLogik’s reset button to clear the
password and load factory defaults. This will result in the loss of all configuration settings and your
Click&Go Logic Active I/0 messaging program!

When making configuration changes, you will need to click on Update or Apply to save the changes. Some
changes will require a restart of the ioLogik I/O system in order to take effect, and you will be given the option
to restart the computer if necessary.

I/0 Configuration Tab (Administrator)

When logged on as administrator, click on an I0 Module figure in the I/0 Configuration tab or click the
module name displayed on the Navigation Panel, and then double click on a channel to configure that channel’s
settings. A window will open with Modbus Address, 1/0 status, and Config options (for output modules only) for
that module.

170 Sta | ot Adoss |

ChawelName: o

L T —

Loged:fon

Rosin [iionones 1| ooksste | msa |

Modbus Address

This sub-tab includes a part for Address and another for Module Information. The Address section shows
your channel’s Modbus type: Discrete Input, Coil, or Register. Module Information allows you to check the
module firmware version.
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I/0 Status

I/0 Status shows the value of the channel and channel name. It also allows you to assign an alias name to the
channel, and ON and OFF statuses. Drag the vertical line to enlarge or reduce the column width.

10 Staus | Modbus Addressl

(D100 ORF
D101 OFF
[D1}:02 o
[D1}:03 T
[D1}:04 OFF
[D1}:05 OFF
[D11:06 OFF
[D11:07 OFF

Config (For output modules only)

The list in this tab shows you the module’s Safe Mode Settings for Power On, Disconnecting, and System

Failure.

1/0 Staus  Corfig I Modbuz Address I

[Cromel® ] SeloModeSettmg [ FautVaw [ PomeiOnSettng |
woro0
[DO}01 Fault ¥alue OFF OFF
[DO]:02 Fault ¥alue OFF OFF
[DO]-03 Fault Value OFF OFF
[DD]:04 Fault ¥alue OFF OFF
[DD]:05 Fault ¥alue OFF OFF
[DD]:06 Fault ¥alue OFF OFF
[DOL:07 Fault ¥alue OFF OFF

Double click to enter the setting. After you double click, the channel setting window will pop up.

You can set safe mode, power on status, test I/O, and alias name.

D E3 Q|00 Channel #0 EA W D0 Channel #0

=2 Config | TEStI B A|iaS| & Config Test ||:‘)’ Aliasl ) Eonligl Test

—Safe Mod Setting

& Fault Yalue

Channel Mame: IDD

€ Hold Last Status

OFF [OFF

—Power On Setting

OFF -

ON IDN

Power on Settings
Use this field to set the initial behavior of the DO/AO channel when the ioLogik system is powered on. For DO

channels, you may configure whether or not the DO is set to OFF or ON at power up. For AO channels, you may
configure whether or not the AO is set to pre-defined values at power up.
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Safe Status Settings

Use this field to specify how the I/O channel behaves when the network connection is lost. When the network
connection is lost for the amount of time specified in the Host Connection Watchdog, the ioLogik E4200 enters
Safe Status, and each I/O channel’s Safe Status settings will go into effect.

ATTENTION

Two situations will prompt the Active Ethernet modular I/O to enter Safe Status. One is Host Connection Lost
and the other is Internal I/O Bus Failed. When the ioLogik E4200 is in safe mode, you cannot start Click&Go
logic or change the module configuration.

1. Host Connection Lost: The “I/O” LED shows a steady red.
The Host Connection Watchdog is disabled by default. If the Host Connection Watchdog is disabled, the
ioLogik I/0 system will never enter Safe Status and the Safe Status settings will have no effect.

2. Internal I/O Bus Failed: The “I/O"” LED flashes red. Check your I/O system installation.

TestI/O

Modular ioAdmin can be used to test a DO or AO channel.

OFF  ON
[l J

4.00 mA, RAW=0

Adaptor Settings Tab (Administrator)

There are five parts to this TAB: Password, Management Settings, Time settings, System Log, and Modbus
Address Mode. You can set up a password, adaptor name, location, date, time zone, and time server in the
Adaptor Settings tab. Modular ioAdmin supports long adaptor names and a location description of up to 58
characters.

If you will be using ioEventLog to receive system status reports, such as for warm or cold starts, indicate the
IP address and port number for the PC that will be running ioEventLog in the System Log field. The default port
number is 4040. For additional information, refer to the ioEventLog section later in this chapter.

Modular ioAdmin also provides different Modbus address modes, including Fixed mode (the default) and
Dynamic mode. For detailed information, refer to the appendix.
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1/0 Configuration | (g Adapter Info.

Enter Pasword :

I anagement Settings
Change Password (8 char max.] :
Reconfirm Passwaord :
« Update

Adapter Mame

Adapter Location :

[

Spstem Log

Laog Server Address

Modbus Addressing Mode
@ Fired Mode

_ Updte |

Dpnarnic Made

[l Lagout

Time Settings

Local :

Date: 2000 %21 31 3
Tme: 0 31 3 3
Time Zone :

[(5MT Grzenwich Mean Time: Dut ~ |

Time Server :

v

Fort: 4040 ﬂ Ve

(B Refrash

Network Tab (Administrator)

§*Audapter Settings l = Message Monitor -lﬁgNetwork ] 45 Fimware Update | ¥ Click&Go Logic ]s'\:\falchdog I ActiveT ags ]

Use the Network tab to configure IP settings, Modbus/TCP Alive Check Timeout settings, DNS settings, SNMP
settings, and Web Access settings for the ioLogik E4200.

140 Configuration ]@' Adapter Info. ] ijdaDterSettlngs ] = Meszage Monitor -"'L Hetwork l __.';_‘Flrmwale Update ] " Click&Go Logic ] S'Watchdog ]&AcllveTags ]

Mumber of Modbuz/TCP connection(s] : 2

IP Settings
LAND
IP Canfiguration : Stalic -
IP Address : 1592.168.127.254
Subret b ask 255.256.255.0

MAC:  00-90-E8-00-42-30

Default Gateway

Gateway : 1921621261

% Accessible P |

LANT

IP Configuration - Static -
IP Address : 1592168.126.254
Subnet Mask.: 255.255.255.0

MAC:  00-90-E8-00-42-31

LANO @ LA

% Route Table | + Update |

Modbuz/TCP Alive Check Timeout

/| Enable Modbus/TCP idle connection

timeaut interval :
&0 ﬂ 3B
DNS Settings aht
DNS #1: 255.255.255.255
DMS #2: 255,255,255 255

SHMP Settings

/| Enable SHMP

Fiead Community : public
wirite Community private
Contact :
Locatian :

‘Web Access Settings

| Enable

IP Settings: You can set up a static or dynamic IP address for the ioLogik E4200’s two LAN ports, and also
configure the subnet mask and gateway address.

In the following example, we configure the dual Ethernet ports to connect to two independent networks. LAN1

connects through router R1 to network 192.168.1.0, and LANO connects through router R2 to network
192.168.2.0. Router R1 acts as the default gateway.
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" Internet .

R\

o 192.168.126.254
5@ S B [
192.168.1.0 R3 R1 il
- 192.168.126.1 ||
—1 LAN O
& &2
192.168.2.0 " R2 192.168.127.254

192.168.127 .1

1. Configure the IP address and subnet mask.

—IP Setting
LAk —LaMi
|F Canfiguration Static - IF Canfiguration : Static -

IP &ddress 132168.127.254 IP &ddress 132168.126.254

Subnet Mask. : 285.255.255.0 285.255.255.0

Subnet Mazk

MAC:  00-90-E8-00-42-30 MAC:  00-90-E8-00-42-31

—Default Gateway

Gateway : no.oao @ LAND (70 LAMT
% Acceszible [P | % Foute T able " Update
2. Click Route Table to set up the routing table.
—IP Setting
—LaND —LaM1
|F Canfiguration Static - IFP Canfiguration Static -
IP Address : 192168127 254 IP Address : 192168.126.254
Subnet Mazk 255.255.255.0 Subret Mask 255, 250.255.0

MaC:  00D-90-ES-00-42-30

MaC:  DD-90-E8-00-42-31

—Default Gateway

Gatewway ;

0000 @ LAND

) LAMT

% Accezsible [P
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3.

Route Table Configuration

Fill in the routing table information and then click Add.

[FEaaOelete Foule Ertm
Destination Metmask Gateway Interface I etric
1921688.1.0 255.255.255.0 192.168.1261 LAM-1 v] "I -

o udd | X Delete |

rMetwork, Route Table

Dreztination I Metmaszk I G ateway | Interface I b etric: I

192.168.1.0 |25 5.0 [1921681261  [LaNA 1
192.168.2.0 2685.255.255.0 1921681271 LAN-O 1
1921681260  255.255.255.0  (192168.126.254  LANM-1 1
192168127.0  255.295.255.0 192168127254 LANO 1

gateway.
—IP Setting
—LAND —LAM1
|F Canfiguration Static - |F Canfiguration Static
IP Address : 192168127 254 IP Address : 132.168.126.204
Subnet Maszk. ; 255.255.255.0 Subret Mask 2Rh 250 2550
MAC:  D0D-90-E8-00-42-30 MACl:  DD-90-E8-00-42-31
—Default Gateway
Aateniay | 192.168.126.1

% Accessible P | % Foute Table « Update
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5. Click Update to update the configuration, and then restart the ioLogik E4200 to activate the new network

settings.
P Settingz
LaMO LaM1
|F Canfiguration Static - |F Canfiguration Static -
IP &ddress 192.168.127.254 IP &ddress 192.168.126.254
Subnet Maszk. ; 255.255.255.0 Subnet Maszk. ; 2h5.2585.255.0
MAC:  00-90-E8-00-42-30 MAC:  00-90-E8-00-42-31

Default Gateway

Gateway : 1321681261 ) LAND @ LANT

% Acceszible P | % Fioute T able | ||

6. Click Route Table again to verify that the setup was successful. The New Route Table will appear as follows
if the configuration was done correctly.

Route Table Configuration e S

Add/Delete Route Entry

Destination Metmazk Gateway Interface Metric
I LMD+ [ -

o Add | |

|~ Network Foute Table

Destination Metmask Gateway | Interface | I etric: |
255,25 1921681261 |LAN-T ]
192168.2.0 255.255.255.0 192.168.127.1 LAM-0 1

0.0.00 0000 192.168.1261 L&MW1 15
192168.126.0 285.256.255.0 192168.126.254 | LANA
1921681270 256.266.256.0 192168.127.254  LaN-O 1

NOTE

You should avoid setting up two IPs on the same physical network and subnet, since doing so could cause
unpredictable results.

The Accessible IP screen can be used to control network access to the ioLogik E4200 and attached sensors.
Network requests that originate from sources that are not listed in the accessible IP list will be unable to use
Modbus/TCP or Modular ioAdmin to access the ioLogik E4200.

Note: You also can create your own Route Table by clicking the “"Route Table” button.

Modbus/TCP Alive Check Timeout Settings: The Modbus/TCP Alive Check Timeout is designed to avoid
TCP connection failure. When the host is down, the ioLogik E4200 will continue to wait for a response from the
host. This will cause the TCP port to be indefinitely occupied by the host. When the Modbus/TCP idle connection
timeout interval is enabled, the ioLogik E4200 will close the TCP connection automatically if there is no TCP
activity for the specified time. Please note that Modbus/TCP connections will be blocked when setting up
Accessible IP.

DNS Settings: Use this field to specify the IP addresses for up to 2 DNS servers. These two DNS servers may
be used to automatically find available e-mail addresses when configuring for Active Ethernet I/O e-mail
messaging.
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SNMP Settings: The ioLogik E4200 provides SNMPv2 (Simple Network Management Protocol) to monitor the
network and I/O devices with SNMP Network Management software. It is useful in building automation and
telecom applications. Use these fields to enable SNMP and set the read and write community strings.

Web Access Settings: This field enables and disables the ioLogik E4200’s web console. The web console
allows the configuration of many settings using a web browser that is directed to the I/O device’s IP address.
If the web console is not enabled in this field, you will not be able to access the web console.

Firmware Update Tab (Administrator)

The ioLogik E4200 supports remote firmware updates through the Firmware Update tab. Enter the path to
the firmware file or click on the icon to browse for the file. Click Update to update the firmware. The wizard will
lead you through the process until the I/O device is restarted.

Fimware File Path

Warning:

1. The fimware download may take around 2 minutes.
2. Disconnecting power of network cable during the time vwould lead to firmware conuption,

Wpdate

ATTENTION

Do not interrupt the firmware update process! An interruption in the process may result in your device
becoming unrecoverable. After the firmware is updated, the ioLogik will restart and you will need to log in again
to access administrator functions.
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Watchdog Tab (Administrator)

Use the Watchdog tab to configure the Host Connection Watchdog, which is used with the Safe Status settings
to define each I/O channel’s response to a lost network connection. When the ioLogik E4200 loses its network
connection for the amount of time specified in the timeout, the Host Connection Watchdog will switch the
ioLogik E4200 to Safe Status and the I/O channels will reset to their Safe Status settings. By default, the
Watchdog is disabled. To enable the Watchdog, make sure Enable Host Connection Watchdog is checked,
set the Timeout value, and then click the Update button.

1/0 Configuration l @& Adapter Info. l [ Adapter Settings l = Meszage Monitor ]
B Netwark l &= Fimware Update l v Click & Ga Logic ¥ ‘watchdag

Host Connection Monitor

[v ‘Enable Host Connection %/ atchdog :

ZBC

Timeout walue :

Clear watchdog flag

Host Connection Lost Alarmed or 10 Error! § Clear Alam D

After the Watchdog is enabled, the ioLogik E4200 will enter safe status if the network connection is lost. Once
the connection has been restored, you will need to return to the Watchdog Tab in order to exit safe status. You
will see a “"Host Connection Lost” message indicating that the I/O device is in safe status. Click Clear Alarm to
exit safe status and return to normal operation.

Active Tags (Administrator)

Click the Active Tags tab to configure the I/O channels to report their status to a Moxa proprietary Active OPC
Server package. The Active Tags and the Moxa Active OPC Server package provide I/0 status reports by event
via TCP packets. This allows the ioLogik to provide the OPC-SCADA architecture with better I/O monitoring and
control. Specify the IP address of the Active OPC Server, select the I/O channel that needs to be updated, and
then click the “Create Tag” button. The tags will be created automatically. In other words, users only need to
launch the Active OPC Server program, and the I/O channels selected by the user will be “pushed” from the
ioLogik to Active OPC Server.

1. Download Active OPC Server Lite from Moxa's website and install it.
2. Log in to the Modular ioAdmin utility and go to the Active Tags tab.

3. Specify the Active OPC Server IP Address by clicking on the IP button. After clicking OK, Modular ioAdmin
will ask you to restart the ioLogik E4200.

4. Click the Active Tags tab to specify which I/O modules and channels need to be updated.

After clicking the Active Tags tab, we recommend specifying the Heartbeat Interval so that the Active OPC
Server is able to detect when the ioLogik E4200 is disconnected.

Next, click on the Create Tags button.

7. Launch the Active OPC Server program from the PC; all of the tags will be generated automatically.
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Sloth | Module [ Chanel Seleetion [Percent |
1] -4211
1 -4211
2 f-3402 1
3 |
4 f-3403 1
5 f-2404
E -4210
kI 2
T ALL &l Channels
[ CHOO [ CH-O [ CHO2 [ CHO3
On change : |'| % " OF

Heartbeat Interval : IU zec [1~BBE3R)

[ Al zlot Channels enabled [default range: 13) \/ Create Tags

e

A

ATTENTION

When the ioLogik E4200 is in safe mode, you cannot start Click&Go logic and cannot change the module
configuration. The Host Connection Watchdog is disabled by default. If the Host Connection Watchdog is
disabled, the ioLogik I/O system will never enter Safe Status and the Safe Status settings will have no effect.
During Host Connection Lost, the “I/O” LED will show a steady red to indicate that it is in Safe Mode. After
clearing the alarm, you must restart the system. If you see the I/O LED indicator flashing Red, power off the
system and power it on again to return to normal operation.

Click&Go Logic Tab (Administrator)

The Click&Go logic tab is used by the administrator to set up the ioLogik E4200’s Active I/O messaging logic.
Instead of the I/O device reacting passively to repeated polling requests from a host for I/O data, the ioLogik
E4200 can actively send I/0 information to the host when an I/O channel satisfies conditions that you specify.
Click&Go logic was developed by Moxa to provide a powerful and easy-to-use tool for defining the conditions
under which I/0 information will be sent over the network. Refer to Chapter 5 for detailed information.

Changes made on the Click&Go logic tab are not effective until you download the logic and the ioLogik E4200
is restarted, as with changes made to other tabs.

ATTENTION

Note that when Click&Go logic is being used, the range and units of I/O channels being used in Click&Go logic
cannot be modified.
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Using TFTP to Import/Export a Configuration

TFTP (Trivial File Transfer Protocol) was defined in 1980 to provide basic FTP functionality in a very simple
protocol. Due to TFTP’s simplicity, it can be implemented using a very small amount of memory, an important
consideration when it was first developed. The ioLogik E4200 I/0 supports the use of TFTP to import or export
configuration files.

The following example uses Windows TFTP and an ioLogik E4200 with an IP address of 192.168.127.254:

1. Enter “TFTP 192.168.127.254 GET ik4200.txt"” to get the ioLogik’s configuration file.
2. Enter “TFTP 192.168.127.254 PUT ik4200.txt” to load a configuration file onto the ioLogik

You must use “ik4200.txt” as the destination filename when copying a configuration file to the ioLogik E4200
unit. Otherwise, you will receive the error message shown below:

You can use TFTP in a batch file to transfer configuration files for different units. For example, you might have
two configuration files that need to be copied to two different I/O devices: ik4200_1.txt for 192.168.127.253,
and ik4200_2.txt for 192.168.127.254. A batch file could be written as follows:

tftp 192.168.127.253 put ik4200_1.txt ik4200.txt

tftp 192.168.127.254 put ik4200_2.txt ik4200.txt
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ATTENTION

You can also run TFTP client software, open the configuration file, and enter the remote I/O’s IP. Note that both
ASCII and Octet mode are supported. When the download process is complete, the I/O will reboot.

| WinTFIF Clieat Fro |
4 ¥ b4 & i ) !
Upload  Download Ahart Settings Ahout Help Exit

Remote server
192 168.19.26

Local file name

fCuiika200.b =

Tirmeout

|2 T
Femote file name Port IBS

[i_l(l-iESUU.m — Block size |5'|2 byptes
ame as local I_
kade |MetsSC1

[Bytes sent: 7226 [

Trade Mark Notice: WIinTFTP Client Pro is a trademark of WinTFTP. All rights reserved.

Using ioEventLog

Installing ioEventLog

ioEventLog is a Windows utility that can be used anywhere on the network to monitor the ioLogik E4200.
ioEventLog can be downloaded from Moxa’s website.

1. Installing ioEventLog from website:
a. First click on the following link to access the website’s search utility:
http://www.moxa.com/support/search.aspx?type=soft

b. When the web page opens, enter the model name of your product in the search box.
c. Click the model name and navigate to the product page, and then click on ioEventLog, located in the box
titled Software.
d. Download and then unzip the file. Run SETUP.EXE from that location.
The installation program will guide you through the installation process and install the software.
2. Open ioEventLog: After installation is finished, run ioEventLog from Start > Program Files > MOXA >
I0 Server > Utility > ioEventLog.

d ) Help » |
B oténa

#F Bodular inddmdn

% 1nEventl
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3. The main window will appear as shown below.

'@ M0XA icEventLog

=

Loenaction Log Halp

——

D estination [P Hast Date/ Time

Source Model

0000235 | 1016351 |

Letive Chent Comnections; 1 |

Basic Functions

ioEventLog is installed along with ioAdmin. It is designed to help you keep a record of ioLogik status events over
the network. The log is stored on the Windows PC. You will need to set up your ioLogik to send status events
to the PC’s IP address. The following events are monitored:

e cold start

e warm start

For each event, the following information is provided. The log can be sorted by any of seven fields:

| #® | Eventiype | EventDate/Time |  SouceMame | SourccIP | DestinationIP | HostDate/Time | Source Model
Main Menu
& MOXA ioEventLog
I I Sustem LConnection Log Help
System

Select Settings from the System menu to configure ioEventLog.

The Alarm Listen Port is the TCP port number that will be monitored for status events. You can modify this
setting as necessary to receive signals through a firewall. It must match the settings for the ioLogik that is
being monitored. The Log Directory is where the log files will be stored. The default directory is C:\Program
Files\Moxa\ioEventLog\log. A separate log file is created for each day, with file names assigned automatically.
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You can also select the color of each event type in the log.

& System Settings [SEY =
Alarmn Liztan Port
Fait : |4D4CI
Log Dinzchony
Crrectoy |E;\F'|og|am Fles\MasahioE veniLoghlog =
Soreen Color
Event Type Color
Cold Stert I ek hd
wWamn Star M vy bl
DifLite W ciR= ]
Online Il clGrecn -

o 0K I XK Cancel |

Connection

Checking Connected Devices

You can see which I/O devices are already connected to ioEventLog by selecting Connected Device List from the
Connection menu.

& Connected Device List ===

Device IP | Connect Date/Time |

' OK Refresh |

Log

Opening Log Files

You can view previously saved logs by selecting Open from the Log menu. You will be prompted for the data
that you wish to view.

The logs for the selected day will be displayed.
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Clearing the Lo

If you wish to clear the log, you can select Clear from the Log menu. This will clear all events for the current day.

The cleared events will not be saved in that day’s logs. After the logs are cleared, new events will be displayed
and recorded as usual.

: Date of Log File =13

Select date of log file to views

Sun Mon Tue Wed Thu Fri Sat

1 2 3 4 5§
6 7 & adhn 12
13 14 15 16 17 18 189
200N 2 23 24 5 6
27 28 29 30 AN

T Today: 571072007

X Cancel |

Help

Check the information of ioEventLog here, including version.
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Using the Built-in Web Console

In this chapter, we introduce the built-in web console, used to monitor the ioLogik Active Ethernet modular I/O
system.

The following topics are covered in this chapter:

a

QQaQaa

]

Overview for the ioLogik E4200
Entering the Web Console
Overview

Basic Settings

Network Settings

» Adaptor Settings

> Ethernet Configuration

» Route Table

I/0 Module

System Management
Accessible IP Settings
SNMP Agent

Network Connection
Firmware Update

Import System Config

YV V VYV ¥V V V

Export System Config
Change password
Load Factory Default

Save/Restart
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Using the Built-in Web Console

Overview for the ioLogik E4200

The ioLogik Active Ethernet modular I/O web console is a browser-based configuration utility built in to the

ioLogik E4200. When the ioLogik Active Ethernet modular I/0 is connected to your network, you may enter the
I/O’s IP address in your web browser to access the web console. Note that although most configuration options
are available in the web console, some settings are only available through Modular ioAdmin. Furthermore, the
web console can be disabled under Web Access Settings in Modular ioAdmin. If you are unable to access the
web console, check the Web Access Settings in Modular ioAdmin.

33 Main Menu - E4200
I3 overview
{I1 Basic Settings

Welcome to Active Ethernet Modular I/0 Family

Active Ethernet Network Adapter

I:I Network Settings
®{] 1/0 Modules

Cl System Management
{1 change Password
+{ Load Factory Default
“{1 Save/Restart

Model name

Serial number

Firmware version
Ethernet LAN-0 1P address
Ethernet LAN-1 IP address
Ethernet MAC-D address
Ethernet MAC-1 address
Supported MIB

E4200

42015

V1.0 Build08111417
192.168.127.254
192.168.126.254
00-90-e8-00-42-30
00-90-e8-00-42-31
MOXA-IO-E4200-08111415.mib

External GSM modem

GSM module name

GSM modem status Stop detecting modem status.
Signal No signal.

Serial settings 115200,n,8,1,RTS/CTS

The left navigation panel contains an expandable tree menu for navigating among the various settings and
categories. When you click on a menu item in the navigation panel, the main window will display the
corresponding options for that item. Configuration changes can then be made in the main window. For example,

if you click on Basic Settings in the navigation panel, the main window will show a page of basic settings that
you can configure.

You must click on the Submit button after making configuration changes. The Submit button will be located
at the bottom of every page that has configurable settings. If you navigate to another page without clicking the
Submit button, your changes will not be retained. Submitted changes will not take effect until they are
saved and the ioLogik E4200 is restarted!

You may save and restart the ioLogik in one step by clicking on the Save/Restart button after you submit a
change. If you need to make several changes before restarting, you may save your changes without restarting
by selecting Save in the navigation panel. If you restart the ioLogik E4200 without saving your configuration,
the ioLogik E4200 will discard all submitted changes.

Entering the Web Console

Modular ioAdmin utility is the main configuration interface for the ioLogik Active Ethernet modular I/0.

However, for the ioLogik E4200 Active Ethernet network adaptor’s web console, information for basic system
status is available.

Enter the IP address of the Active Ethernet Modular I/0 in Internet Explorer.

/2 Active Ethernat U0 Sarvar - Windows Intarnat Fxnlnrar

P
g.‘ y ~ ‘g‘http:f1192‘168.127‘254p’

e | 8 active Ethernet [ Server ‘ |

The default IPs are listed below:

LAN Port Default IP Address Default Netmask Default Gateway
LAN O 192.168.127.254 255.255.255.0 None
LAN 1 192.168.126.254 255.255.255.0 None
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Overview

When you log in to the web console with the ioLogik E4200 IP address, you will see the welcome page. The page
includes basic information about the ioLogik E4200, such as network adaptor model name, serial number,
firmware version, and IP and MAC addresses. It also shows you the information of the GSM modem and status.

ATTENTION

The web console only supports Moxa OnCell 2111 and 2151 GPRS modem. In addition, auto detection is only
available for the GSM modem when using SMS in the Click&Go ruleset. The default serial baudrate is 115200
bps, and parameters are N, 8, 1.

= Active Ethernet I/0 Server - Windows Internet Explorer

E1 M ‘g‘http:ﬁlgz‘lﬁﬁ‘lZ?‘ZE# Vl‘? X | ‘p -

e
— - . »
W [@A(tlve Ethernet Ij0 Server I 1 Tio- Bl em o~ [hPage - (0 Tooks -

‘33 Main Menu - E4200

Welcome to Active Modular I/0 Family
Overview

RS ST Active Ethernet Network Adapter

]

1 |

{0 Metwork Settings
11 1/0 Modules
&
a
&
]

System Management
Change Password
Load Factory Default
Save/Restart

Model Name

Serial Number

Firmware Version
Ethernet LAN-0 IP Address
Ethernet LAN-1 IP Address
Ethernet MAC-0 Address
Ethernet MAC-1 Address

External GSM Modem
GSM Module Name
GSM Modem Status
Signal

E4200
42011

V1.0 Build08103013

192.168.127.254
192.168.126.254
00D-90-e8-00-42-16
00-90-e8-00-42-17

Not connected.
No signal.

Serial Settings 115200,n,8,1,RTS/CTS

Done (% € Intermet F100% -

Basic Settings

On the Basic Settings page, you may set the ioLogik E4200’s system time or provide the IP address of a time
server for time synchronization.

‘23 Main Menu - E4200
@ overview
{1 Basic Settings

F{] Network Settings

{1 1/0 Modules

B{] System Management
{1 Change Password
{1 Load Factory Default
{0 save/Restart

Basic Settings

Time Settings

Time zone (24 hour)
Local time

System Elapsed Time
Time server

Web console

‘(GMT)Greemwmh Mean Time: Dublin, Edinburgh, Lisbon, London V‘

[02 |[43 : 53 | rwacity 1

0:1:19

@ Enable CDisable
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Network Settings

Adaptor Settings

On the Adaptor Settings page, you may assign an adaptor name and location to assist you in differentiating

between different network adaptors. You may also enable the Host Communication Watchdog and define the
timeout value.

3 Main Menu - E4200
3 overview

- Basic Settings
23 Network Settings
] Adapter Settings
{1 Ethernet Configurations Adapter location I

Adapter Settings

I/0 Adapter Settings

Adapter name |

! {2 Route Table DNS server 1 255.255.255.255
H 1/0 Modules DNS server 2 255.255.255.255
) N
3 System Managzmant [T Enable communication watchdog 0 sec

-] Change Password
~{1 Load Factory Default

(0 save/Restart Submit

The Host Connection Watchdog activates Safe Status when the ioLogik E4200 loses its network connection for
the specified amount of time. By default, the Watchdog is disabled. When the Watchdog is enabled and a
timeout occurs, the ioLogik E4200 will enter Safe Status. You may use Modular ioAdmin to configure how each
output channel responds under that channel’s Safe Status settings. To enable the Watchdog, check off Enable
connection watchdog, set the timeout value, and restart the I/O system. With Watchdog enabled, the
ioLogik E4200 will enter Safe Status after a disruption in communication that exceeds the specified time.

Ethernet Configuration

On the Ethernet Configuration page, you may set up a static or dynamic IP address for the ioLogik I/O system,
as well as the subnet mask and gateway address.

33 Main Menu - E4200
- overview

~(Z] Basic Settings
B Network Settings
{0 General Settings

Ethernet Configurations

LAN-0 Ethernet Parameters

IP Configuration

[ Ethemnet Configurations 1P Address 92.168.127.254
“{] Route Table Subnet Mask 55.255.255.0
F{] 1/0 Modules Gateway .0.0.0

B{] System Management
{1 change Password LAN-1 Ethernet Parameters
~{) Load Factory Default
~(] Save/Restart

IP Configuration

IP Address 92.168.126.254
Subnet Mask 55.255.255.0

ol [w][=][n ol [m][=][n
& e
o o
o =4
a a
£ £

Gateway .0.0.0
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Using the Built-in Web Console

Route Table

The ioLogik E4200 has two independent Ethernet ports (2 MACs and 2 IPs). Appropriate routing is needed to
make sure the network works properly. You can define your network route table through the network

administrator.

4 Main Menu - E4200

3 overview

{1 Basic Sattings

Y Network Settings

{1 General Settings

21 Ethernet Configurations
{2 Route Table

B{1 1/0 Modules

E4Y System Management
{1 Accessible IP Settings
{1 SNMP Agent

{2 Network Connection
-1 Firmware Update

1 Import System Config
{1 Export System Config
{1 Change Password

{3 Load Factory Default

{1 save/Rastart

I/0 Module

»» Total Solution for Industrial Device Networking

Route Table Configuration

Add/Delete a route entry

Destinati k Gateway Interface Metric
| I I |lano w14 ¥
Network Route Table
Destinati k Gateway Interface Metric
192.168.126.0 255.255.255.0 192.168.126.254 LAN-1 1
192.168.127.0 255.255.255.0 192.168.127.254 LAN-O 1

On this page, you can find the modules you installed in this I/O system. They are displayed in sequence
according to the module Name you installed. With different modules, you are allowed to configure various
channels. For details, see Chapter 3.

The following example illustrates configuring an Analog Output channel:

»» Total Solution for Industrial Device Networking

2 Main Menu - E4200
-0 Overview

{1 Basic Settings
B0 Network Settings
E49 1/0 Modules

B3 00: M-2250
EHEY 01 M4211
(O cCorfigoration
“{ 140 Status
E{] 02 :M-4202
B 03 : M-1450
B 04 : M-2402
B{] 05:M-2401
B 06 : M-1401
B
B
B
B

H{] 07 @ M-3402
H{] 081 M-3412
H{] 09 : M-2200
H{] 10 : M-2601

>

M-4211 AO Module, 2 channels, -10~10%, 12bit

Channel # Power On Setting

0.00v
[AO-D1]

AO Channel #00 Settings

[NOTE]: * channelis |
NOTE]: ** i i
L ! system (s PowerOn Yalue(HEX)

ooo

i

Safe Action
Fault Yalue{ HEX )
0oo

i

<3 hitp:#/192.168.127.254 - AT Channel Settings - Microsoft In...

Safe Mode Setting
0.00v
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The following example illustrates configuring a Digital Output channel:

| MOXA wwwmoracom |

‘A Main Menu - E4200 b
) M-2601 DO Module, 16 channels
-0 Overview
[;D i Settlngé Channel # Power On Setting Safe Mode Setting
{0 Metwork Settings DO-00 OFF OFF
E3 1/0 Modules [DO-01] OFF OFF
#{1 00 : M-2250 [DO-02] OFF OFF
EHEY 01 Me4211 [DD-03] OFF OFF
X . DO-04
{:I Configuration {DO-DS} 2} hitp:#1192.168.127.254 - Al Channel Settings - Microsoft Internet E._|
0 10 Status [DO-06]
B 02 M-4202 [DO-07] DO Channel #00 Settings
B 03 : M-1450 [DO-08]
o - [DO-09]
0 04 M-2402 [DO-10] PowerOn Yalue
B 05 : M-2401
[DO-11] [OFF +
BT 06 : M-1401 [DO-12] [orr &
E{3 07 : M-2402 [DO-13] Safe Action
B{] 08:M-3412 [DD-14] OFF v
DO-15]
EHI 09 : M-2800 3 [
[]a 10 : M-2601 [NOTE]: * channel is locked b
{3 4. [NOTE]: ** system is in safe
“{ /O Status
EHA 11 : M-6201
CI Configuration o

You may use the PowerOn Value field to specify the channel’s settings when the ioLogik system is powered
on, and the Safe Status Setting field to specify channel’s settings when the ioLogik system enters Safe Status.
Note that Safe Status is controlled by the Host Connection Watchdog, which is disabled by default. If the Host
Connection Watchdog is disabled, the ioLogik system will never enter Safe Status and your Safe Status settings
will have no effect.

System Management

Accessible IP Settings

You may add a specific address or range of addresses (up to 10) using a combination of IP address and netmask,
as follows:

To allow access to a specific IP address
Enter the IP address in the corresponding field; enter 255.255.255.255 for the netmask.

To allow access to hosts on a specific subnet
For both the IP address and netmask, use 0 for the last digit (e.g., 192.168.1.0 and 255.255.255.0).

To allow unrestricted access

Deselect the Enable the accessible IP list option.

Refer to the following table for additional configuration examples.

Allowed Hosts IP Address/Netmask

Any host Disable

192.168.1.120 192.168.1.120 / 255.255.255.255
192.168.1.1 to 192.168.1.254 192.168.1.0 / 255.255.255.0
192.168.0.1 to 192.168.255.254 192.168.0.0 / 255.255.0.0
192.168.1.1 to 192.168.1.126 192.168.1.0 / 255.255.255.128
192.168.1.129 to 192.168.1.254 192.168.1.128 / 255.255.255.128
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MO\ vwww.moxa.com :
ot et £ 8 HIORSL O » Total Solution for Industrial Device Networking

‘23 Main Menu - E4200
R Accessible IP Settings
{1 overview
{1 Basic Settings [] Enable the accessible 1P list { “Disable” will not allow all IP's connection request.)
¥ Network Settings No. Active IP Address Netmask
18 - EE— [
B4 System Management
P e — I
“C1 SNMP Agent : o[ ] L 1
{11 Network Connection 4 O l:l l:l
3 rimwars past ] — —
| & 1mpor System Config s o[ ] L]
{11 Export System Config
Y — o[ ] ]
{1 Load Factory Default g O I:l l:l
21 Save/Restart o o[ ] L 1
w o[ 1

SNMP Agent

On the SNMP Agent page, you can enable SNMP and set the read and write community strings. The ioLogik
E4200 supports SNMPv2 (Simple Network Management Protocol) to allow monitoring of network and I/O
devices with SNMP Network Management software. It is useful in building automation and telecom applications.

MOX A\ wviwmoxa.com :
e  Total Solution for Industrial Device Networking

33 Main Menu - E4200

SNMP Agent
~{Z] Overview g
(1 Basic Settings Configurations
#{] Network Settings SNMP @ Enable O Disabl
Enable Disable

B 1/0 Modules
163 System Management Read Community Name |pub|\c ‘

{2 Accessible IP Settings Write Community Name |pnvate ‘

{1 SNMP Agent Contact | |
- Network Connection Location | ‘

{3 Firmware Update
3 Import System Config
i:l Export System Config

{1 change Password

{1 Load Factory Default

~{Z] Save/Restart

Network Connection

On the Network Connection page, you can view the TCP connections from other hosts, which can assist you
with the management of your devices.

MOX/\ www.moxa.com :
_ » Total Solution for Industrial Device Networking

‘3 Main Menu - E4200
~{1 overview

{21 Basic Settings
B Metwork Settings
#{3J 1/O Modules

Network Connection

Total TCP/IP Connection(s)
1

Source Host Address Connection Type
-
) SEE RETECEIELS 192.168.127.3 Web/HTTP
{1 Accessible IP Settings ination Host Address o e

{1 SNMP Agent
{3 Network Connection
-0 Firmware Update
~{1 Import System Config
~{Z1 Export System Config
{20 Change Password
{0 Load Factory Default
~{1) save/Restart
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Firmware Update
On the Firmware Update page, you can load new or updated firmware to the ioLogik.

‘31 Main Menu - E4200
-0 overview

~{Z1 Basic Settings
EHZI Network Settings

Firmware Update

Choose a new firmware file path :

~{l1 General Settings | ‘M}
~{Z] Ethernet Configurations
- Route Table [Warning:]
1 110 Modes T
EHZY System Management 3. Disconnecting power or network cable would lead to firmware corruption during the time.

~{Z] Accessible IP Settings

- SNMP Agent

-0 Network Connection
~{Z1 Firmware Update
~{Z1 Import System Config
~{Z] Export System Config
~{ Change Password

~{1 Load Factory Default
~{1 save/Restart

Import System Config

On the Import System Config page, you can import a configuration to the ioLogik system. The configuration file
can be generated by ioAdmin or through the web console. This function can be used to duplicate settings

between ioLogik systems. You will be prompted for the location of the configuration file (i.e., “ik4200.txt") and
if you wish to overwrite network settings.

‘33 Main Menu - E4200 i o
Import System Configuration File
{1 overview
{1 Basic Settings i i
¥ update network settings(IP settings, DNS and Route table)
#{] Network Settings

B 1/0 Modules Choose a system configuration file path :
EHZY System Management BE
{1 Accessible IP Settings

[warning:]
{0 SNMP Agent 1. The file import process may take around 10 seconds.
2. After completing the process, the system will restart automatically.
{0 Network Connection

3. Disconnecting power or network cable would lead to system configuration file corruption during the time.
{1 Firmware Update

1 Import Svstem Config M‘
*{] Export System Config

~{1 Change Password

-0 Load Factory Default

-1 sSave/Restart

Export System Config

On the Export System Config page, you can click the file name “ik4200.txt"” to save the ioLogik’s configuration

to a file for backup or for importing into another ioLogik system. Note that the system will specify the filename
as ik4200.txt.

3 Main Menu - E4200

0 overview

{1 Basic Settings
423 Network Settings
{21 General Settings
{1 Ethernet Configurations
(1 Route Table
#{J 1/0 Modules
E42Y System Management
{2 Accessible IP Settings
{1 SNMP Agent
{2 Network Connection
{1 Firmware Update
{1 Import System Config
{1 Export System Config
{1 change Password
{2 Load Factory Default
{1 save/Restart

Export System Settings

Click "ik4200.txt" to export & save system settings.
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Change password

For all changes to the ioLogik E4200’s password protection settings, you will first need to enter the existing
password. Leave this blank if you are setting up password protection for the first time. To set up a new
password or change the existing password, enter your desired password under both New password and

Confirm password. To remove password protection, leave the New password and Confirm password fields
blank.

33 Main Menu - E4200
{11 overview

~{Z1 Basic Settings
BI{Z] Network Settings

Change Password

Password

Old d:

B{] 1/0 Modules passwon l:l

3 System Management New password : l:l
[ Accessible IP Settings Retype password : l:l

+{Z] SNMP Agent

03 Network Connection
{1 Firmware Updata

{1 Import System Config

{1 Export System Config

~{Z1 Change Password

{0 Load Factory Default

{11 Save/Restart

ATTENTION

If you forget the password, the ONLY way to configure the ioLogik E4200 is by using the reset button to load
the factory defaults.

Before you set a password for the first time, it is a good idea to export the configuration to a file when you have
finished setting up your ioLogik E4200. Your configuration can then be easily imported back in to the ioLogik
E4200 if you need to reset the ioLogik E4200 due to a forgotten password or for other reasons.

Load Factory Default

This function will reset all of the ioLogik E4200’s settings to the factory default values. All previous settings,
including the console password will be lost.

Save/Restart

If you change the configuration, do not forget to reboot the system.
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Click&Go Introduction

Click&Go logic was developed by Moxa to provide an easy way to set your ioLogik E4200 for Active I/0O
messaging. In this chapter, we will show you how Click&Go logic works and how to use it to develop your Active
I/0 messaging program.

The following topics are covered in this chapter:

O Overview

O Features

O Click&Go Logic Basics
O Working with Rules

» Developing Your Logic Rules

]

Define Global Variables
> Internal Register Settings
» Timer Settings
SNMP Trap Server
E-Mail Server
Active Message Settings
SMS Phone Number Book
O IF/THEN/ELSE Statement
» IF Conditions
» THEN/ELSE Actions
O Working with Click&Go Rulesets

YV V V V

» Activating the Ruleset
» Ruleset Management Bar

> Ruleset Import/Export



ioLogik E4200

Click&Go Introduction

Overview

Everybody can be a programmer! Moxa’s Click&Go
event-based control logic for the ioLogik Active Ethernet I/O
sk eliminates the cumbersome programming generally required

CI_ICK&GD for data acquisition, alarm messaging, and local control
LOGIC for field applications. Instead, users familiar with
IF-THEN-ELSE statements will have no problem understanding the Click&Go interface and will be able to
control I/0 channels and alarm messaging after a few simple steps. The configuration utility also makes the
control process easy to define and configure. Simply download the logic to the ioLogik Active Ethernet I/0O
device and Click&Go will be ready-to-go in no time. Click&Go performs various functions including local I/O

tasks. No knowledge of C-language or PLC ladder is required

status, remote output control, alarm generation and messaging, and event-driven or time-based I/O status
reporting. Click&Go eliminates the need for host computers to continually poll I/O devices for status. Instead,
the device itself is able to monitor the status of each I/O device and take the appropriate action when the I/0
status satisfies a user-defined condition. For example, users may need to configure the ioLogik to send a
TCP/UDP message only when the switch attached to DI-0 is turned on. This event-based structure results in a
much improved response time and a much reduced load on the host computer’s CPU and on network
bandwidth. Simple IF-THEN-ELSE statements are used to specify conditions that are required for certain
actions to take place. Up to three conditions, three actions and three opposite actions (ELSE), can be combined
in a rule, and you can define up to 80 rules. Supported actions include sending SNMP traps or TCP/UDP
messages to up to 10 hosts at a time.

~I¥ Enable
i+ Enable Logic
IF ~THEN ~ELSE
ol - .. oo & i - &

|<Emntu> 'l
|<Empt}l> Vl

|<Emntv> 'l
|<Empty> 'l

|<Emntu> 'l
|<Empt}l> Vl

AND 7

* Relation between condtions :

The ioLogik E4200’s Active Ethernet I/O system eliminates the need for host computers to continually poll I/O
devices for status. Instead, the ioLogik itself is able to monitors the status of each I/O channel and take the

appropriate action when the I/O status satisfies a user-defined condition. For example, the ioLogik E4200 could
be configured to send a TCP/UDP message only when a temperature sensor attached to TC-00 channel reports
a reading of 85°C. This structure results in a much improved response time and a much reduced load on the
host computer’s CPU and on network bandwidth.

Click&Go Logic was developed to provide an easy and intuitive way to configure when and how I/0 information
is transmitted over the network. Using simple IF-Then-Else statements, you set the conditions that need to be
satisfied and the resulting actions. Up to three conditions and three actions can be combined in any one rule,
and up to 80 rules can be defined in a ruleset. Each SNMP trap, TCP/UDP message, up to 10 hosts, and SMS can
be transmitted to up to 5 hosts simultaneously.
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Features

Click&Go logic’s key features are as follows:

80 Rules for Intuitive IF-THEN-ELSE Style Logic

Users do not need any programming experience to use Click&Go. The easy and straightforward IF-THEN-ELSE
programming style greatly simplifies the development and installation of I/O applications. With 80
IF-THEN-ELSE rules pre-installed and up to 3 IF conditions and 3 THEN/ELSE outputs or network actions per
rule, Click&Go is suitable for most remote monitoring and alarm applications.

Local Monitoring and Local Intelligence
Click&Go can continually monitor the local I/0 status for each input channel, trigger the status, or direct it to
local output channels.

Remote Control and Control by Remote

Click&Go is capable of accepting control commands from a remote host or an ioLogik. In addition, it can send
out commands to remotely control another ioLogik.

Time-stamped Active Messaging
All alarms, messages, e-mail notices, and TCP, UDP, SNMP traps, and SMS are time-stamped with the exact
time of the events.

Unicode Active Messagin

All alarms, messages, e-mail notices, and TCP, UDP, SNMP traps, and SMS can be defined in different
languages based on the events’ context.

Click&Go Logic Basics

To use Click&Go logic, open Modular ioAdmin and log on as administrator from the Adaptor Settings tab. Once
you are logged on, go to the Click&Go logic tab. It should appear as follows:

S 140 Cunhgulatiunl Wi Adapter \nlu.l 1 Adapter Settingsl = Message Mumlurl e Nslwurkl 45 Fimware Update ' Click & Go Logic | ¥ Walchdog

{1 (ol e HEEetieve [evwhlGed! [l i =] Ston

Global Variables: In this field, you can assign variables for all rules used.
Logic Name: In this field, you can assign a name for the set of rules.

Rules List: In this area, each rule’s conditions, actions, and status are displayed.

S

Ruleset Management Bar: In this area, you manage the ruleset
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Working with Rules

Rules are the building blocks of your Active Ethernet I/O system. With rules, you define the exact trigger
conditions for transmission of I/0 information as well as the content and destination of that information. Output
channel operation can also be automated based on input channel trigger conditions.

In the main screen, you will see the list of rules in the current ruleset. Double click on a rule to open that rule’s
configuration window, or double click on an empty rule to start a new rule.

¥ Enable

IF ~THEN
[oi i [ 5 f#0 =&
[Empty> o [<Empty> l -
[Empty> o [<Empty> l -

* Relation between conditions : |40 i

—Equivalent Logic Statement :

<[F=>

(Slotl: 1d-1800 DI-0 OFF)
<THEN=>

(Slotd: M-4210 AC-0 = 0,003}
<ELSE>

(Zend Femote Cmd. Set #1 To ... every 0 sec)

o OK I X Cancel |

Under Relation between conditions, select AND to specify that all conditions must be satisfied for the actions to
take place; select OR to specify that any one of the conditions can be satisfied for the actions to take place.

The configuration window is where the rule is defined. Basic IF-THEN-ELSE logic is used to set up event-based
triggers.

The Equivalent Logic Statement at the bottom shows a real-time text-based summary of the rule that you are
defining. It can be a useful way to make sure that the rule is designed as you intended.

ATTENTION

The unit of measurement and alias name of I/O channel is defined on the I/O configuration tab. When an I/O
channel is used in a Click&Go logic rule, the channel’s range, units, and alias name cannot be modified. We
strongly recommend configuring these parameters for the I/O channel being used before performing any
further configuration or programming.
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Developing Your Logic Rules

Each rule consists of three columns. The “IF” column defines I/O conditions, the “THEN” and “ELSE” column
defines actions. When the ioLogik detects that the IF conditions have been satisfied, the THEN or ELSE actions
will be performed.

After searching and setting up the IP address for an ioLogik Active Ethernet device, Click&Go logic can be
developed with the following procedure:

I’o Define Global Work with
Configuration Variables Logics

|

Import/ Export Activate
Configuration Rule-set

Define Global Variables

Global Variables include Internal Register Settings, Timer Settings, SNMP Trap Server, E-Mail Server,
and Active Message Server and SMS Phone Number Book. If these functions are going to be used in a
Click&Go ruleset, the default configuration must first be set in the Global Variable Menu Bar.

m\| k_-l ‘l -l

SMS Phone Number Book

7| =

Active Message Server
E-Mail Server

SNMP Trap Server

Timer Settings

Internal Register Settings

Internal Register Settings

Internal Register is a flag that can be used with the Click&Go logic internally or externally. It allows you to
control an output channel used in the Click&Go rule from a remote site. It is useful for database control systems,
such as a door access system. The 80 sets of internal registers can be polled and controlled by SCADA software
using standard Modbus/TCP format, or can be implemented to redirect the result of one Click&Go logic to
another.

The initial value (power-on value) of an internal register is 0. There are 80 Internal Registers, Reg-0 to Reg-79,
which can be assigned values from 0 to 255 during runtime (working value). Detailed Modbus addresses can be
retrieved from Modular ioAdmin’s exported Modbus Table.

Note that the Modbus address of the internal registers are divided into two parts: (1) the initial value, and
(2) the runtime value. The initial value is first activated when the system is powered up, and the runtime value
can be changed when Click&Go is running.
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# Initial ¥alue Deszcription
1 0 Reg-1
#2 1] Reg-2
#3 0 Reg-3
4 1] Reg-4
#5 0 Regh
#6 1] Reg-6
#7 0 Reg-7
#a 1] Reg-a
#39 0 Reg4
#0 I Reg-10
#11 a Reg-11
2 I Reg-12
#13 a Reg13
4 I Reg-14

-

i

o 0K I

X Cancel |

Timer Settings

The Timer function allows users to delay an action, to trigger an action to run, or repeat an action. A timer is
activated by a change of the logic event. After the timed interval has expired, the output will be performed.
There are 80 timers that can be implemented using Click&Go logic, and the default value of their interval is set
to 5 seconds in the STOP state. Configure the interval before using them. If the default state is set to START,
the timer will start when the Click&Go logic is activated. There are 80 Timers, labeled Timer-0 to Timer-79,
which can be assigned an initial status of either START or STOP.

Initial State |

Interval [sec)

| Description

#0

#1

#2

#3

#4

#5

HE

#7

STOP
STOF
STOF
STOP
STOF
STOF
STOP

5

m M@ @ @ m mmm

Tirner-0
Tirner-1
Tirner-2
Tirner-3
Tirner-4
Tirmer-5
Tirmer-&
Tirner-7

-

|

" 0K |

X Cancel |
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SNMP Trap Server

The ioLogik Active Ethernet Modular I/O provides SNMPv2 (Simple Network Management Protocol) to allow
monitoring of the network and I/O devices with SNMP Network Management software. It is useful for building
automation and telecom applications. When the system information of an ioLogik is required to be monitored,
or a Click &Go logic is defined to update the I/O status via SNMP traps, one or up to 10 SNMP trap servers must
be defined.

—hanager List

i Manager Address |
#1 1921681274
#2
#3
4
#5
HE
#7
#2
#3
#10

o UK I x I:ancell

E-Mail Server

The E-mail Server configures the parameters of the target e-mail servers and the recipient e-mail addresses.
The Recipient Database should contain a list of available e-mail addresses for your network environment.

The e-mail message defined in the Click&Go logic will be sent to all addresses listed in the Receiver(s) list. To
add e-mail addresses to the Available receiver(s) list, enter the Name and Mail Address and click the Add
finger icons to move addresses to the Recipient Database; use the Remove finger icon to remove it. Under
Mail Server Settings, you must configure the address of the SMTP server with your username and password.

—Mail Addrezz Settings

Mame ; I tail Address : I
g ¥

Recipient Databasze

Mame e-Mail Address

—Mail Server Settings

SMTP Server Address [IF]: Login Mame I

I Login Pazzword I

Retry ID Iriterval II:I SR, 7 s I x Cancel |
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NOTE When using an FQDN (Fully Qualified Domain Name) address, such as ms.moxa.com, users must specify the
DNS settings in the ioLogik.

140 Cnnfigurationl e Adapterlnfo.l 3 Adapter Seftings | = Message Monitor B Metwork += Fimware Update | v Click & Go Logicl ¥ Watchdog

Mumber of Modbus/TCP connection(z] : 2

—IF Setting:
LAND L&t

IP Configuration : m |P Configuration : m
IF &ddress : IW IF Address : IW
Subnet Mask : IW Subnet Mask : IW
Gateway : IW Gateway : IW

MAC:  00-90-E8-00-42-10 MAC : 00-90-E8-00-42-11

& Accessible IP | & Foute Table |

Modbus/TCP Alive Check Timeout———— [ SMMP Setting:

¥ Enable Modbus/TCR idle connection ¥ Enable SMMP

tirmeout interyval : Read Commuity IDuinc
IBU 3‘ e “Wirite Cammurity - IDrivale

Cortoet= | — ]
Location : I
~DNS Setting:

polate

DHS #1: |255.255.255.255
DHS H2: |255.255.255.255 “Weh Aooess Setting

G’ Refresh |

Active Message Settings

Active Message Settings is used to configure one or more destination IP addresses of the Message Servers
that receive the event messages generated by the Click&Go logic. Message protocol (TCP or UDP) and the
message socket port also need to be configured here. The active message defined in the Click&Go logic will be
sent to all addresses listed in the Message Recipient List.

~Meszage Recipient List Messaging Protocol
# Destination Address ﬂ i+ UDP
#2
#3
#4
pre= Message Port [TCP/UDP] I!]I]I]1
#6
#7
vy Retry ID— Interval ID— SEC.
#a LI

x Cancel |
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SMS Phone Number Book

The SMS Phone Number Book configures 1 to 5 destination Phone Numbers that receive SMS event
messages generated by the Click&Go logic. The active message defined in the Click&Go logic will be sent to all
phone numbers listed in the Phone Number List

SMS Phone Number

i Phone Number | Description |
©

#1
#2
#3

#4

SIM PIN | select Band (00,1800 MHz =l
Rietiy: IU Interval:lﬂ sec
e OK I X Cancel |

IF/THEN/ELSE Statement

Rules are the building blocks of your ioLogik system. With rules, you define the exact trigger conditions for
transmission of I/0 information as well as the content and destination of that information.

Click&Go Logic can be defined with the following manner:
IF “A” THEN “B”, ELSE “C”

For one control logic rule, three “A’s” can be configured, where “A” refers to the IF conditions that trigger an
action. These three conditions can be operated on by "AND"” or "OR" logic. When using “"AND,"” all three
conditions must be true for the result to be true. When using "OR,” the result is true if one or more of the three
conditions are true.

Result of Result of

Al A2 A3 AND Logic Al A2 A3 OR Logic
o o0 o 0 o o0 ¢ 0
o o 1 0 o 0 1 1
o 1 o 0 o 1 @ 1
o 1 1 0 o 1 1 1
1 o o0 0 1 o 0 1
1 0o 1 0 1 0o 1 1
1 1 o0 0 1 1 0 1
i i | | 1 1 1 1

All 80 rules are defined individually and are executed one by one in a loop. The 2nd rule can only be processed
after running the 1st rule and the entire ruleset will run from the beginning after the last rule is processed.

Note: Refer to the Click&Go V2 Users Manual for more details.

5-9



ioLogik E4200 Click&Go Introduction

IF Conditions

DI

Al

RTD

TC

IF conditions are events that trigger the THEN/ELSE actions. In the IF column, you can set up to 3 conditions
that must be satisfied for the actions under the THEN/ELSE columns to take place. As soon as the IF conditions
are satisfied, the specified THEN/ELSE action is performed. For example, an alarm can be activated when a

door is opened. Use the dropdown menus to specify the conditions and units of measurement (e.g., DI-0=0OFF).

[+ Enable
1F ~THEN ~ELSE

] j IDD j |<Empt_l,l> YI
<Empty>
Dl |<Empt_l,.l> j |<Empt_l,l> YI
Intermnal Reqister - -
Remote Action |<E""I3t."J> J |<Empt_l,l> I
Timer
Schedule

Hogt Connection Fail
* Relation bebween conditions : |'QND j'

DI refers to the status of a digital input channel. Edge detection can be used to refine the conditions. For
example, the condition DI-0=OFF is satisfied for as long as DI-0 remains off. The condition DI-0=ON to OFF,
however, is only satisfied the instant the DI-0 turns off. The transition of the status change can also be
indicated using the Change operator. In this case, it will trigger the related action depending on whether it is
ON-to-OFF or OFF-to-ON. Set the IF condition to DI and click the property button to enter the DI Settings
window.

AI refers to the readings of an analog input channel. An analog input value is specified to trigger an action.
Units of the value are defined by the selected analog modes (voltage or current), or the scaling results. For
example, AI-0 > 15 mA could represent the highest allowed level of a water tank.

RTD refers to the readings of an RTD channel. RTD channels are used to measure temperature. For example,
an alarm could be triggered when the temperature reaches 40°C (RTD-0 > 40). Celsius or Fahrenheit
temperature units can be selected in the I/O Configuration tab after logging in as administrator.

TC refers to the readings of a TC channel. TC channels are used to measure temperature. For example, an
alarm could be triggered when the temperature reaches 500°C (TC-0 > 500). Celsius or Fahrenheit
temperature units can be selected in the I/O Configuration tab after logging in as administrator.
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Internal Register

Internal Register represents a status flag to link the status of the first logic to the second one. It is most often
used with the Timer function or to combine other input statuses together. The Internal Register function also
allows a PC to control the ioLogik’s local output when the remote output is controlled by the Click&Go log (e.g.,
digital output, active message, e-mail, or SNMP Trap). Select the IF condition for the Internal Register and click
on the property button to enter the Set Internal Register window.

The Used in: column indicates that this Internal Register is also used in Rule-0, which helps the user to identify
the relationship between the rules. The Set Internal Register button allows the user to define the default value
of all Internal Registers.

NOTE

Internal Registers can be controlled by the Modbus/TCP protocol. Refer to the exported Modbus file for the
address list for all the Internal Registers.

Remote Action

In IF conditions, Remote Action receives the command from one or more remote ioLogik units. Specifying the
ID and the source IP addresses can create an event. For example, a remote push button connected to an
ioLogik can trigger a local siren. Select the IF condition for Remote Action and click on the property button to
enter the Remote Action Settings window.

Timer

The Timer function can be used to control the timing of a logic rule in the IF conditions. TIMEOUT is the only
operator here. Possible uses include delaying the triggering of an action, or repeating an action periodically.
Select the IF condition for Timer and click on the property button to enter the Internal Register Settings
window.

The Used in: column indicates that this Timer is also used in Rule-0, which helps the user identify the
relationship between rules. The Set Timer button helps define the default value for the Timer.

Schedule

The Schedule function allows users to set a starting point or time period for a task. For example, if a pump is
required to start at 9: 00 PM and stop at 11:00 PM every Monday, Wednesday, and Friday, select the IF
condition for Schedule and click on the property button to enter the settings window. For recurrent actions,
select the Recurrence checkbox and select the appropriate weekdays. If a time period needs to be defined,
specify the stop date in the range column.

Host Connection Fail

The Host Connection Fail function refers to when an ioLogik detects the timeout from a remote Modbus/TCP
host and directs it to one of the IF conditions of the Click&Go logic. Timeout can be used to trigger an action
such as resetting the attached power line on a DO or relay channel to reboot the device. Select the IF condition
for Host Connection Fail and click on the property button to enter the settings window. The Host Connection
Fail condition means that the two ioLogik E4200 connections were lost at same time after a specific period.

5-11




ioLogik E4200 Click&Go Introduction

THEN/ELSE Actions

DO

Under the THEN column, you can specify up to 3 actions that will be performed when the IF conditions are
satisfied; 3 actions under the ELSE column will also be performed when the IF condition is NOT satisfied.
Possible actions include changing the status of a DO channel, or sending a message by SNMP trap, TCP, UDP,
SMS, or e-mail.

I+ Enable
IF ~THEN ~ELSE

IDl j 0o ﬂ |<Empty> 'I
Internal R egister =

I <Empty> j Remote Action I <Empty: 'l
Tirmer
SNMP T lﬁ

I <Empty> j Active M::spsage <Empty> hd
e-ail
CGI Command 1=
Shoart Message Service [T

* Relation between conditions : |4 M

DO refers to the action of controlling the local digital output channels that react to the IF conditions. Select the
THEN/ELSE action for DO and click on the property button to enter the DO Settings window.

NOTE

A Relay output channel is also referred to as a DO channel in the THEN/ELSE action fields.

AO

AO refers to the local control of the analog output channels, including voltage and current. Analog output can
be used to control the open angle of a valve that controls the movement of a solar panel.

Internal Register

The Internal Register represents a status flag to link the status of the first logic to the second one by specifying
other actions in the THEN/ELSE fields. Values from 0 to 255 can be configured here. Select the THEN/ELSE
action to Internal Register and click on the property button to enter the Internal Register Settings window. In
the above figure, the Used in: column indicates that this Internal Register is also used in Rule-0, which helps
the user identify the relationship between the rules. The Set Internal Register button will help to define the
default value of all the registers.

NOTE

Internal Register can be controlled by Modbus/TCP protocol, refer to the appendix for the address list for all the
Internal Registers.

Remote Action

When responding to a proper IF condition, Remote Action in the THEN/ELSE action fields sends out a specific
command ID to the remote ioLogik to create a remote IF condition. Select the THEN/ELSE action for Remote
Action and click on the property button to enter the Remote Action Settings window. After specifying the
command ID, click on the Remote IP button to fill in the target ioLogik IP addresses.
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Timer

The Timer function can be used to control the time settings of a logic rule. Actions such as START, STOP, and
RESTART can be configured here. Select the IF condition to Timer and click on the property button to enter the
Internal Register Settings window. In the above figure, the Used in: column indicates that this Timer is also
used in Rule-0, which helps the user identify the relationship between the rules. The Set Timer button defines
the default value for the Timer.

NOTE The STOP operator stops the timer and returns to 0; the RESTART operator clears and restarts the timer.
ATTENTION
STOP or RESTART should always be used to reset or restart the timer. If you do not use these operators, the
Timer function will only be triggered once.
SNMP Trap

The SNMP Trap function sends an SNMP trap to one or more IP destinations. You can select a trap number
between 1 and 80. (You may need to consult with your network administrator to determine how trap numbers
are used and defined on your network.) Select the THEN/ELSE action for the SNMP Trap and click on the
property button to enter the SNMP Trap Settings window. You can also bind the status of up to three I/O
channels within each trap. Click the Set SNMP button to specify up to 10 recipients for the SNMP trap.

Logic #0 Configuration

I+ Enable

IF THEN ELSE
[l =l [ SHMP Trap | [<Empty> |
|<Empt_l,l> j |<Em|:|ty> j |<Empty> 'I

|<Empt_l,l> SHMP Trap Setting vl
~Binding Yariabl
* Relation between conditions ¥ Bird 140 channel status & ID: W-4211 j I[.&D 1 00 j
[~ Bind /0 channel status : IU: W-4211 j I[AD]: o j
—Eqguivalent Logic Statement :—— I Bind /D channel status : ID: YRR ﬂ I[Nj]: o ﬂ

<[F=
lleis L 22 A1 0 Select Specific ID:|1 1..80)

* Sent every IEI zec. [0 = sent once] ﬁ |
o OK I x Cancel |

o OK I X Cancel |
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Active Message

In response to a proper IF condition, the Active Message function sends a customized message to one or more
IP destinations using TCP or UDP packets. Select the THEN/ELSE action to Active Message and click on the
property button to enter the Message Content Settings window.

Enter your desired message in the Message Content column. Dynamic fields such as time, date, IP address, and
I/0 status can be inserted in your message by clicking Keyword Lookup. Messages are sent in ASCII by default,
but can be sent in HEX by selecting the Message Format as HEX (separated by %,’) checkbox or sent in
Unicode by selecting the Message Format as UNICODE (UCS-2) checkbox. Click the Set Active Message
button to configure the default parameters, such as the messaging protocol (TCP or UDP), socket port (9001 by
default), and up to 10 target message servers.

—Mezzage Content

Message Format: [ ASCIl [~ UMICODE(UCS-2) [ HEX [Separated by ')

2 Keyword Lookup | 0 [max chars=200]

=1 | *Sent everny ID zec. [0 = gent once] Q/ ]t

Messages can be received by a program using standard sockets, the Moxa MXIO library, or ioAdmin’s Message
Monitor.

When sending a message in HEX, each HEX value must be delimited by commas. View the incoming message
in the Message Monitor tab and select the Toggle HEX checkbox. Note numbers that are control characters
will not show up in the Message Monitor.

E-mail

The E-mail function sends a customizable e-mail to one or more mail boxes or Blackberrys. Select the
THEN/ELSE action to e-mail and click on the property button to enter the Mail Settings window. After entering
the subject of an e-mail, enter the message in the Mail Content area. Dynamic fields such as time, date, IP
address, and I/0 status can be inserted in your message by clicking Keyword Lookup.

NOTE

Content in the same logic entry can be sent by either Active Message or e-mail, in which case the content of the
messages will be the same. If you would like to send an Active Message and e-mail based on the same event,
but with different content, you will need to use two separate logic entries, one for the Active Message and one
for the e-mail.

SMTP server information, including username/password and the recipient database, can be configured by
clicking the Set Mail Address button. Clicking the finger icon can move the selected address from the Recipient
Database to the Recipient List. To manually add e-mail addresses to the Recipient Database, enter the Name
and Mail Address and click Add. Once the address has been added to the Recipient Database, use the finger
icons to move it to or from the Recipient List.
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CGI Command

Not only do the ioLogik products support CGI commands, they also allow the Click&Go logic to interact with
proper IF conditions and send out CGI commands to IP Video devices such as the Moxa V351 video server or
VPort 25 IP camera. Support for user-defined CGI commands in the Click&Go THEN/ELSE action turns the
ioLogik product into the expansion I/O controller for these video devices. For example, setting a trigger to focus
and taking a snapshot when there is an intrusion. Select the THEN/ELSE actions for the CGI command and click
on the property button to enter the CGI Command Settings window.

Short Message Service (SMS)

The SMS function sends a customizable SMS to up to 5 mobile phones. Select the THEN/ELSE action to Short
Message Service and click on the property button to enter the Phone setting window. After entering the subject
of an SMS, enter the message in the Message Content area. Dynamic fields such as time, date, IP address, and
I/0 status can be inserted in your message by clicking Keyword Lookup

et Setting

—Message Content

Message Format: & ASCIl ¢ UMNICODE[UCS-2] ¢ HEX [Separated by *."]

0 [max charz=140]

o= | * Sent every ID zec. [0 = sent once] o Ok | X Cancel |
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Working with Click&Go Rulesets

Activating the Ruleset

In the Click&Go tab, the rules that are displayed in the Click&Go Logic tab comprise the current ruleset, which
acts as the brains of your ioLogik system. The ruleset must be activated for the ioLogik to commence local
control operation, as follows:

1. The ruleset must first be downloaded from Modular ioAdmin to the ioLogik. To download the ruleset, click
Download from the Ruleset Management bar.

2. After the ruleset has been downloaded, Modular ioAdmin will prompt to restart the ioLogik automatically

after clicking yes to confirm. Do not use the reset button, as that will load all factory defaults and erase your
ruleset from memory.

9 Yo must restart the device for the new setting(z) to take effect.

Do o weant o restart now'?

3. After the ioLogik has been restarted, the ruleset must be activated. After logging in to Modular ioAdmin as
administrator, go to the Click&Go Logic tab and click Run in the Ruleset Management bar to activate the
ruleset.

When the ruleset has been activated, it will remain active even when the ioLogik is disconnected from the host
computer or from the network. If the ioLogik is turned off, Active Ethernet I/O operation will resume when it is
turned back on. This allows you to use the ioLogik I/O for PC-independent automation.

Ruleset Management Bar

On the Click&Go tab, when the ruleset has been activated it will remain active even when the iolLogik is
disconnected from the host computer or from the network. If the ioLogik is turned off, Active Ethernet I/0O
operation will resume when it is turned back on. This allows you to use the ioLogik E4200 for PC-independent
automation.

[ Clear Retrieve w0 Upload to ioLogik | [ Fun [=] Stop

e Clear: Erases the ruleset in both Modular ioAdmin and the ioLogik I/0O series.

e Retrieve: Copies the ruleset from the ioLogik I/O series into Modular ioAdmin.

e Upload to ioLogik: Copies the ruleset from Modular ioAdmin onto the ioLogik I/O series.
e Run: Activates the ruleset that the ioLogik booted up with.

e Stop: De-activates the Click&Go ruleset and returns the ioLogik to normal, passive operation.

Ruleset Import/Export

Although rulesets alone cannot be imported and exported, the entire system configuration, including the
current ruleset, can be imported and exported. As you make changes to a ruleset, you can export the system
configuration in order to save that ruleset.

5-16



A

Pinouts and Cable Wiring

Port Pinout Diagrams

Ethernet Port Pinouts

1 8
Pin Signal
1 Tx+
2 Tx-

3 Rx+
6 Rx-

Serial Port Pinouts

R

S-232 Network Adaptor Pin Assignment.

Pin

RS-232 Signal

DCD (in)

RxD (in)

TxD (out)

DTR (out)

GND

DSR (in)

RTS (out)

CTS (in)

V(o |N([ojnn|h[W|N|H

543 21

@00 Oo o OO Oob

9 8 7 6




Using Modbus/TCP

The ioLogik E4200 Modbus map has three categories:

1. IO image map: For all input and output channels installed in the system.
2. Module configuration map: Settings for each module.

3. System configuration map: Settings for the entire I/O system.
The following topics are covered in this appendix:

O System Configuration Map Addresses

> 3xxxx Read only Registers (Support function 4)

» 4xxxx Read/Write Registers (support function 3, 6, 16)
I/0 Image Map Addressing

Fixed mode (default mode):

Dynamic Mode

Module Configuration Map

Qaaaa

DO Module Configuration Map
» Input Register Map (R)
» Holding Register Map (R/W)
> Coil Map (R/W)
O DI Module Configuration Map:
» Input Register Map(R)
» Holding Register Map(R/W)
O AO Module Configuration Map
» Input Register Map (R)
> Holding Register Map (R/W)
O AI Module Configuration Map
» Input Register Map (R)
> Holding Register Map (R/W)
0O TC Module Configuration Map:
» Input Register Map (R)
> Holding Register Map (R/W)
O RTD Module Configuration Map
» Input Register Map (R)
> Holding Register Map (R/W)
O Internal Registers
O Function 8
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System Configuration Map Addresses

3xxxx Read only Registers (Support function 4)

System information
Reference Address Data Type Description
324577 0x6000 1 word Reserved
324578 0x6001 1 word Unit ID (Ethernet=1)
324579 0x6002 1 word Product Code=0x4200
324580 0x6003 to 0x6016 20 word Reserved
324600 0x6017 to 0x602A 20 word Product name string="E4200 Active Ethernet
Network Adaptor”
324620 0x602B to 0x602C 2 word Product serial number (decimal)
324622 0x602D to 0x602E 2 word Firmware revision:
Word 0 Hi byte = major (A)
Word 0 Lo byte = minor (B)
Word 1 Hi byte = release (C)
Word 1 Lo byte = build (D)
format is A.B.C.D
324624 0x602F to 0x6030 2 word Firmware release date
High word = 0x2006
Low word = 0x1101
firmware release date is Nov. 1, 2006
324626 0x6031 1 word Number of TCP connected
324627 0x6032 1 word Ethernet Interface-0 speed, 0x10(10Mbps) or
0x100(100Mbps)
324628 0x6033 1 word Ethernet Interface-1 speed, 0x10(10Mbps) or
0x100(100Mbps)
324629 0x6034 3 word Ethernet Interface-0 MAC
324632 0x6037 3 word Ethernet Interface-1 MAC
324635 0x603A 1 word Reserved
324636 0x603B 1 word Reserved
324637 0x603C 1 word Reserved
324638 0x603D to 0x603E 2 word System Elapsed Time (in sec)
324640 0x603F 1 word Modbus/RTU Unit ID=1
324641 0x6040 to 0x6041 2 word Reserved
324643 0x6042 1 word Reserved
324644 0x6043to0x6062 32 word Reserved
324676 0x6063 1 word Reserved
324677 0x6064 1 word Number of attached modules
324678 0x6065 1 word Reserved
324679 0x6066 1 word Reserved
324680 0x6067 1 word LEDs status
Low-byte:SYS-LED
High-byte:I0-LED
bit0:OFF>0x01
bitl:Green->0x02
bit2:Red->0x04
bit3:Flashing Green->0x08
bit4:Flashing Red->0x10
bit5:Green&Read->0x20(reserved)
324681 0x6068 1 word Reserved
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324682

0x6069

GSM modem error code:
0:0K

1:No SIM

2:Error PIN

3:Not connected
4:Can't register to GSM
5:don’t care

1 word

6:1Init modem error

324683

0x606A

GSM RSSI
99:1Invalid

0 to 12:Low

13 to 20:Average
>20:Good

1 word

324684

0x606B

1 word Reserved

324685

0x606C to 0x607C

16 word Moxa code of each attached module:
Address 0x606C:Slot0
Address 0x606D:Slot1
Address 0x606E:Slot2

Address 0x607C:Slotl15

324681

0x6086 to Ox612E

144 word Reserved

324903

0x6146

1 word Modbus working addressing mode:

0:Fixed mode

1:Dynamic mode

4xxxx Read/Write Registers (support function 3, 6, 16)

System information

Reference Address Data Type Description
424577 0x6000 to 0x6001 2 word LAN-O IP address (need reboot)

Word 0 Hi byte = 192 (0xC0)

Word 0 Lo byte = 168 (0xA8)

Word 1 Hi byte = 15 (0x0F)

Word 1 Lo byte = 1 (0x01)

IP address is "192.168.15.1"
424579 0x6002 to 0x6003 2 word LAN-1 IP address (need reboot)

Word 0 Hi byte = 192 (0xCO0)

Word 0 Lo byte = 168 (0xA8)

Word 1 Hi byte = 14 (Ox0E)

Word 1 Lo byte = 2 (0x02)

IP address is "192.168.14.2"
424581 0x6004 to 0x6005 2 word LAN-0 Subnet mask (need reboot)

Word 0 Hi byte = 255

Word 0 Lo byte = 255

Word 1 Hi byte = 255

Word 1 Lo byte = 0

Subnet mask is “"255.255.255.0”
424583 0x6006 to 0x6007 2 word LAN-1 Subnet mask (need reboot)

Word 0 Hi byte = 255

Word 0 Lo byte = 255

Word 1 Hi byte = 255

Word 1 Lo byte = 0

Subnet mask is “"255.255.255.0”
424585 0x6008 to 0x6009 2 word LAN-O Geteway (need reboot)
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Word 0 Hi byte = 192
Word 0 Lo byte = 168
Word 1 Hi byte = 15
Word 1 Lo byte = 1
Geteway is "192.168.15.1"
424587 0x600A to 0x600B 2 word LAN-1 Geteway (need reboot)
Word 0 Hi byte = 192
Word 0 Lo byte = 168
Word 1 Hi byte = 15
Word 1 Lo byte = 1
Geteway is "192.168.15.1”
424589 0x600C 1 word LAN-O IP Acquisition mode
424590 0x600D 1 word LAN-1 IP Acquisition mode
424591 0x600E to 0x6011 4 word DNS Server 1/ Server 2 IP Address
Word 0 Hi byte = 192
Word 0 Lo byte = 168
Word 1 Hi byte = 15
Word 1 Lo byte = 1
Word 2 Hi byte = 192
Word 2 Lo byte = 168
Word 3 Hi byte = 15
Word 3 Lo byte = 2
DNS Server 1 IP Address is "192.168.15.1"
DNS Server 2 IP Address is "192.168.15.2"
424595 0x6012 1 word Timeout for idle TCP/IP connection
In sec
424596 0x6013 to 0x6018 6 word System Local Time:
Word 0= Sec: 00-59
Word 1= Min: 00-59
Word 2= Hour: 00-23
Word 3= Day: 01-31
Word 4= Month: 01-12
Word 5= Year: 2000-2099
424602 0x6019 1 word System Local Time zone (1 to 63), refer to appendix
time zone code.
424603 0x601A to 0x601F 6 word Reserved
424609 0x6020 1 word Enable/disable web access
Enable=1, disable=0
424610 0x6021 to 0x6034 20 word Reserved
424630 0x6035 5 word Reserved
424635 0x603A 1 word Host connection loss Time Out value
(enter safe state)
424636 0x603B 1 word Host connection loss Time Out flag
(enter safe state)
424637 0x603C 1 word SNMP Enable
424638 0x603D to 0x6046 10 word SNMP community
424648 0x6047 to Ox605A 20 word SNMP Contact
424669 0x605C to Ox606F 20 word SNMP Location
424690 0x6071 1 word Reserved
424691 0x6072 to 0x607B 10 word Reserved
424701 0x607C to Ox608F 20 word Reserved
424721 0x6090 to 0x60A3 20 word IP Allow Mask List
424741 0x60A4 to 0x60A5 2 word System Time Server Address
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Word 0 Hi byte = 192

Word 0 Lo byte = 168

Word 1 Hi byte = 15

Word 1 Lo byte = 1

Time Server Address is "192.168.15.1"
424761 0x60B8 to 0x60CB 20 word Log server
424781 0x60CC 1 word Log server port
424782 0x60CD to 0x60EA 30 word Adaptor location
424812 Ox60EB to 0x6108 30 word Adaptor name
424842 0x6109 1 word Reserved
424843 0x610A 1 word Modbus addressing mode

0:Fixed mode

1:Dynamic mode
424844 0x610B to 0x611A 16 word Reserved
424860 0x611B 1 word Reserved
424861 0x611C to 0x611D |2 word Reserved
424863 Ox611E 1 word Reserved
424864 0x611F 1 word Reserved
424865 0x6120 to 0x6184 101 word Reserved
424966 0x6185 to 0x6194 16 word Reserved
432769 0x8000 1 word Reserved
432850 0x8051 to 0x8058 8 word Logic & Go Name
434422 0x8675 1 word Internal Register 00 Value (Power On)
434423 0x8676 1 word Internal Register 01 Value (Power On)
434424 0x8677 1 word Internal Register 02 Value (Power On)
434425 0x8678 1 word Internal Register 03 Value (Power On)
434426 0x8679 1 word Internal Register 04 Value (Power On)
434427 0x867A 1 word Internal Register 05 Value (Power On)
434428 0x867B 1 word Internal Register 06 Value (Power On)
434429 0x867C 1 word Internal Register 07 Value (Power On)
434430 0x867D 1 word Internal Register 08 Value (Power On)
434431 0x867E 1 word Internal Register 09 Value (Power On)
434432 0x867F 1 word Internal Register 10 Value (Power On)
434433 0x8680 1 word Internal Register 11 Value (Power On)
434434 0x8681 1 word Internal Register 12 Value (Power On)
434435 0x8682 1 word Internal Register 13 Value (Power On)
434436 0x8683 1 word Internal Register 14 Value (Power On)
434437 0x8684 1 word Internal Register 15 Value (Power On)
434438 0x8685 1 word Internal Register 16 Value (Power On)
434439 0x8686 1 word Internal Register 17 Value (Power On)
434440 0x8687 1 word Internal Register 18 Value (Power On)
434441 0x8688 1 word Internal Register 19 Value (Power On)
434442 0x8689 1 word Internal Register 20 Value (Power On)
434443 0x868A 1 word Internal Register 21 Value (Power On)
434444 0x868B 1 word Internal Register 22 Value (Power On)
434445 0x868C 1 word Internal Register 23 Value (Power On)
434446 0x868D 1 word Internal Register 24 Value (Power On)
434447 0x868E 1 word Internal Register 25 Value (Power On)
434448 0Ox868F 1 word Internal Register 26 Value (Power On)
434449 0x8690 1 word Internal Register 27 Value (Power On)
434450 0x8691 1 word Internal Register 28 Value (Power On)
434451 0x8692 1 word Internal Register 29 Value (Power On)
434452 0x8693 1 word Internal Register 30 Value (Power On)
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434453 0x8694 1 word Internal Register 31 Value (Power On)
434454 0x8695 1 word Internal Register 32 Value (Power On)
434455 0x8696 1 word Internal Register 33 Value (Power On)
434456 0x8697 1 word Internal Register 34 Value (Power On)
434457 0x8698 1 word Internal Register 35 Value (Power On)
434458 0x8699 1 word Internal Register 36 Value (Power On)
434459 0x869A 1 word Internal Register 37 Value (Power On)
434460 0x869B 1 word Internal Register 38 Value (Power On)
434461 0x869C 1 word Internal Register 39 Value (Power On)
434462 0x869D 1 word Internal Register 40 Value (Power On)
434463 0x869E 1 word Internal Register 41 Value (Power On)
434464 0x869F 1 word Internal Register 42 Value (Power On)
434465 0x86A0 1 word Internal Register 43 Value (Power On)
434466 0x86A1 1 word Internal Register 44 Value (Power On)
434467 0x86A2 1 word Internal Register 45 Value (Power On)
434468 0x86A3 1 word Internal Register 46 Value (Power On)
434469 0x86A4 1 word Internal Register 47 Value (Power On)
434470 0x86A5 1 word Internal Register 48 Value (Power On)
434471 0x86A6 1 word Internal Register 49 Value (Power On)
434472 0x86A7 1 word Internal Register 50 Value (Power On)
434473 0Ox86A8 1 word Internal Register 51 Value (Power On)
434474 0x86A9 1 word Internal Register 52 Value (Power On)
434475 Ox86AA 1 word Internal Register 53 Value (Power On)
434476 0x86AB 1 word Internal Register 54 Value (Power On)
434477 0x86AC 1 word Internal Register 55 Value (Power On)
434478 0x86AD 1 word Internal Register 56 Value (Power On)
434479 Ox86AE 1 word Internal Register 57 Value (Power On)
434480 Ox86AF 1 word Internal Register 58 Value (Power On)
434481 0x86B0 1 word Internal Register 59 Value (Power On)
434482 0x86B1 1 word Internal Register 60 Value (Power On)
434483 0x86B2 1 word Internal Register 61 Value (Power On)
434484 0x86B3 1 word Internal Register 62 Value (Power On)
434485 0x86B4 1 word Internal Register 63 Value (Power On)
434486 0x86B5 1 word Internal Register 64 Value (Power On)
434487 0x86B6 1 word Internal Register 65 Value (Power On)
434488 0x86B7 1 word Internal Register 66 Value (Power On)
434489 0x86B8 1 word Internal Register 67 Value (Power On)
434490 0x86B9 1 word Internal Register 68 Value (Power On)
434491 0x86BA 1 word Internal Register 69 Value (Power On)
434492 0x86BB 1 word Internal Register 70 Value (Power On)
434493 0x86BC 1 word Internal Register 71 Value (Power On)
434494 0x86BD 1 word Internal Register 72 Value (Power On)
434495 0x86BE 1 word Internal Register 73 Value (Power On)
434496 0x86BF 1 word Internal Register 74 Value (Power On)
434497 0x86C0 1 word Internal Register 75 Value (Power On)
434498 0x86C1 1 word Internal Register 76 Value (Power On)
434499 0x86C2 1 word Internal Register 77 Value (Power On)
434500 0x86C3 1 word Internal Register 78 Value (Power On)
434501 0x86C4 1 word Internal Register 79 Value (Power On)
434945 0x8880 1 word Internal Register 00 Value (Working)

434946 0x8881 1 word Internal Register 01 Value (Working)

434947 0x8882 1 word Internal Register 02 Value (Working)

434948 0x8883 1 word Internal Register 03 Value (Working)
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434949 0x8884 1 word Internal Register 04 Value (Working)
434950 0x8885 1 word Internal Register 05 Value (Working)
434951 0x8886 1 word Internal Register 06 Value (Working)
434952 0x8887 1 word Internal Register 07 Value (Working)
434953 0x8888 1 word Internal Register 08 Value (Working)
434954 0x8889 1 word Internal Register 09 Value (Working)
434955 0x888A 1 word Internal Register 10 Value (Working)
434956 0x888B 1 word Internal Register 11 Value (Working)
434957 0x888C 1 word Internal Register 12 Value (Working)
434958 0x888D 1 word Internal Register 13 Value (Working)
434959 0x888E 1 word Internal Register 14 Value (Working)
434960 0x888F 1 word Internal Register 15 Value (Working)
434961 0x8890 1 word Internal Register 16 Value (Working)
434962 0x8891 1 word Internal Register 17 Value (Working)
434963 0x8892 1 word Internal Register 18 Value (Working)
434964 0x8893 1 word Internal Register 19 Value (Working)
434965 0x8894 1 word Internal Register 20 Value (Working)
434966 0x8895 1 word Internal Register 21 Value (Working)
434967 0x8896 1 word Internal Register 22 Value (Working)
434968 0x8897 1 word Internal Register 23 Value (Working)
434969 0x8898 1 word Internal Register 24 Value (Working)
434970 0x8899 1 word Internal Register 25 Value (Working)
434971 0x889A 1 word Internal Register 26 Value (Working)
434972 0x889B 1 word Internal Register 27 Value (Working)
434973 0x889C 1 word Internal Register 28 Value (Working)
434974 0x889D 1 word Internal Register 29 Value (Working)
434975 0x889E 1 word Internal Register 30 Value (Working)
434976 0x889F 1 word Internal Register 31 Value (Working)
434977 0x88A0 1 word Internal Register 32 Value (Working)
434978 0x88A1 1 word Internal Register 33 Value (Working)
434979 0x88A2 1 word Internal Register 34 Value (Working)
434980 0x88A3 1 word Internal Register 35 Value (Working)
434981 0x88A4 1 word Internal Register 36 Value (Working)
434982 0x88A5 1 word Internal Register 37 Value (Working)
434983 0x88A6 1 word Internal Register 38 Value (Working)
434984 0x88A7 1 word Internal Register 39 Value (Working)
434985 0x88A8 1 word Internal Register 40 Value (Working)
434986 0x88A9 1 word Internal Register 41 Value (Working)
434987 Ox88AA 1 word Internal Register 42 Value (Working)
434988 0x88AB 1 word Internal Register 43 Value (Working)
434989 0x88AC 1 word Internal Register 44 Value (Working)
434990 0x88AD 1 word Internal Register 45 Value (Working)
434991 Ox88AE 1 word Internal Register 46 Value (Working)
434992 Ox88AF 1 word Internal Register 47 Value (Working)
434993 0x88B0 1 word Internal Register 48 Value (Working)
434994 0x88B1 1 word Internal Register 49 Value (Working)
434995 0x88B2 1 word Internal Register 50 Value (Working)
434996 0x88B3 1 word Internal Register 51 Value (Working)
434997 0x88B4 1 word Internal Register 52 Value (Working)
434998 0x88B5 1 word Internal Register 53 Value (Working)
434999 0x88B6 1 word Internal Register 54 Value (Working)
435000 0x88B7 1 word Internal Register 55 Value (Working)
435001 0x88B8 1 word Internal Register 56 Value (Working)
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435002 0x88B9 1 word Internal Register 57 Value (Working)
435003 0x88BA 1 word Internal Register 58 Value (Working)
435004 0x88BB 1 word Internal Register 59 Value (Working)
435005 0x88BC 1 word Internal Register 60 Value (Working)
435006 0x88BD 1 word Internal Register 61 Value (Working)
435007 0x88BE 1 word Internal Register 62 Value (Working)
435008 0x88BF 1 word Internal Register 63 Value (Working)
435009 0x88C0 1 word Internal Register 64 Value (Working)
435010 0x88C1 1 word Internal Register 65 Value (Working)
435011 0x88C2 1 word Internal Register 66 Value (Working)
435012 0x88C3 1 word Internal Register 67 Value (Working)
435013 0x88C4 1 word Internal Register 68 Value (Working)
435014 0x88C5 1 word Internal Register 69 Value (Working)
435015 0x88C6 1 word Internal Register 70 Value (Working)
435016 0x88C7 1 word Internal Register 71 Value (Working)
435017 0x88C8 1 word Internal Register 72 Value (Working)
435018 0x88C9 1 word Internal Register 73 Value (Working)
435019 0x88CA 1 word Internal Register 74 Value (Working)
435020 0x88CB 1 word Internal Register 75 Value (Working)
435021 0x88CC 1 word Internal Register 76 Value (Working)
435022 0x88CD 1 word Internal Register 77 Value (Working)
435023 0x88CE 1 word Internal Register 78 Value (Working)
435024 0x88CF 1 word Internal Register 79 Value (Working)

I/0 Image Map Addressing

Modular ioAdmin allocates I/O channels into four groups.

1. DI: Modbus input coil map (read-only)

2. DO: Modbus coil map (read/write)

3. AI: Modbus input register map (read-only)

4. AO: Modbus holding register map (read/write)

There are two ways to arrange the I/O image Map, which is set on the Adaptor Settings Tab.

kodbuz Addreszing MMode
+ Fized Mode

+f Update
= Dynamic Mode 4'

1. Fixed mode (Default): Every slot has its own memory bank. This is easy way to understand, but is less
efficient due to the fact that a larger memory size is required.

2. Dynamic mode: Modular ioAdmin will try to group the same type of input/output channels together to
reduce memory size and increase efficiency.

NOTE

You can easily find the Modbus address with the Modular ioAdmin utility. After clicking the I/O Configuration
tab, select the I/O modules, and then click the Modbus Address tab.

Note that you can right click the selected ioLogik E4200 in the Modular ioAdmin utility to export the Modbus
address table to a CSV (Microsoft Excel) file.
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Fixed mode (default mode):

Modular ioAdmin allocates 512 memory address sizes based on each I/O module’s sequence in the I/O system.
Slot 0 will range from 0x0000 to Ox01FF and slot 1 will range from 0x0200 to Ox03FF. For example:

If the M-3402 is in position 5 (the 6th slot), then

Channel-0: (0x0200 * 5 + 0) = 0x0AO0O0 (input register map)
Channel-1: (0x0200 * 5 + 1) = 0x0A01 (input register map)
Channel-2: (0x0200 * 5 + 2) = 0x0A02 (input register map)
Channel-3: (0x0200 * 5 + 3) = 0x0A03 (input register map)

If the M-4202 is in position 0 (the 1st slot), then
Channel-0: (0x0200 * 0 + 0) = 0x0000 (holding register map)
Channel-1: (0x0200 * 0 + 1) = 0x0001 (holding register map)

Dynamic Mode

To improve the fragmented memory size and increase performance efficiency, dynamic mode forces Modular
ioAdmin to arrange the same I/0 types together, without memory holes. If you have developed your own
program, you can use it to continually retrieve I/O status. The starting memory address is 0x0000. For
example:

If M-2800 (8 channel DO) is in position 0 (the 1st slot), then
Channel-0: 0x0000 (coil map)
Channel-1: 0x0001 (coil map)
Channel-8: 0x0007 (coil map)

If the 1st M-3402 (a 4 channel Al) is in position 2 (the 3rd slot), then

Channel-0: 0x0000 (input register map)
Channel-1: 0x0001 (input register map)
Channel-2: 0x0002 (input register map)
Channel-3: 0x0003 (input register map)

If the 2nd M-3402 (a 4 channel Al) is in position 4 (the 5th slot), then

Channel-0: 0x0004 (input register map)
Channel-1: 0x0005 (input register map)
Channel-2: 0x0006 (input register map)
Channel-3: 0x0007 (input register map)

If M-2801 (an 8 channel DO) is in position 3 (the 4th slot), then

Channel-0: 0x0008 (coil map)
Channel-1: 0x0009 (coil map)
Channel-2: 0x000A (coil map)
Channel-3: 0x000B (coil map)
Channel-4: 0x000C (coil map)
Channel-5: 0x000D (coil map)
Channel-6: 0x000E (coil map)
Channel-7: 0x000F (coil map)
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Module Configuration Map

The module configuration map is defined in Fixed mode, starting from 0x3000. Each module occupies a 0x200

(512) address. For example:

1. If there is one module in position 0 (the 1st Slot), its module configuration address will start from

(0x3000+0x200*0) = 12288

2. If there is one module in position 1 (the 2nd Slot), its module configuration address will start from

(0x3000+0x200*1) = 12800

3. If there is one module in position 2 (the 3rd Slot), its module configuration address will start from

(0x3000+0x200*2) = 13312

DO Module Configuration Map

Note: N = the number of channels.

Input Register Map (R)

Addrss offset Access Word Description

0x0000 Read-only 1 Moxa code, (If M-2801, the value is 0x2801)
0x0001 to 0x0002 |Read-only 2 Reserved

0x0003 Read-only 1 Number of channels

0x0004 Read-only 1 Channel occupied list. (bit-wise)

0x0005 Read-only 1 Firmware version

Holding Register Map (R/W)

Addrss offset Access Word Description

0x0000 to 8N-1 R/W N*8 Channel alias name (Alias Name is 8 word)
8N to 16N-1 R/W N*8 Alias for ON status (Alias Name is 8 word)
16N to 24N-1 R/W N*8 Alias for OFF status (Alias Name is 8 word)

Coil Map (R/W)

Addrss offset Access Bit Description

0x0000 to N-1 R/W N Safe mode action (0:fault value, 1:hold last state)
N to 2N-1 R/W N Fault value

2N to 3N-1 R/W N Power-on status
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DI Module Configuration Map:

Note: N = then number of channels.

Input Register Map(R)

Addrss offset Access Word Description

0x0000 Read-only 1 Moxa code, (If M-2801, the value is 0x2801)
0x0001 to 0x0002 |Read-only 2 Reserved

0x0003 Read-only 1 Number of channels

0x0004 Read-only 1 Channel occupied list. (bit-wise)

0x0005 Read-only 1 Firmware version

Holding Register Map(R/W)

Addrss offset Access Word Description

0x0000 to 8N-1 R/W N*8 Channel alias name (Alias Name is 8 word)
8N to 16N-1 R/W N*8 Alias for ON status (Alias Name is 8 word)
16N to 24N-1 R/W N*8 Alias for OFF status (Alias Name is 8 word)

AO Module Configuration Map

Note: N = then number of channels.

Input Register Map (R)

Addrss offset Access Word Description

0x0000 Read-only 1 Moxa code, (If M-2801, the value is 0x2801)
0x0001 to 0x0002 |Read-only 2 Reserved

0x0003 Read-only 1 Number of channels

0x0004 Read-only 1 Channel occupied list. (bit-wise)

0x0005 Read-only 1 Firmware version

Holding Register Map (R/W)

Addrss offset Access Word Description

0x0000 to 8N-1 R/W N*8 Channel alias name (Alias Name is 8 word)
8N to 9N-1 R/W N Fault action (Each channel 1 word)

9N to 10N-1 R/W N 00:fault value, 01:hold last value

10N to 11N-1 R/W N 10:low limit, 11:high limit
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AI Module Configuration Map

Note: N = then number of channels.

Input Register Map (R)

Addrss offset Access Word Description

0x0000 Read-only 1 Moxa code, (If M-2801, the value is 0x2801)
0x0001 to 0x0002 |Read-only 2 Reserved

0x0003 Read-only 1 Number of channels

0x0004 Read-only 1 Channel occupied list. (bit-wise)

0x0005 Read-only 1 Firmware version

Holding Register Map (R/W)

Addrss offset Access Word Description
0x0000 to 8N-1 R/W N*8 Channel alias name (Alias Name is 8 word)
8N to 16N-1 R/W N*8 Reserved

TC Module Configuration Map:

Note: N = then number of channels.

Input Register Map (R)

Addrss offset Access Word Description
0x0000 Read-only 1 Moxa code, (If M-2801, the value is 0x2801)
0x0001 to 0x0002 |Read-only 2 Reserved
0x0003 Read-only 1 Number of channels
0x0004 Read-only 1 Channel occupied list. (bit-wise)
0x0005 Read-only 1 Firmware version
0x0006 Read-only 1 CIC value
Holding Register Map (R/W)
Addrss offset Access Word Description
0x0000 to 8N-1 R/W N*8 Channel alias name (Alias Name is 8 word)
8N to 16N-1 R/W N*8 Reserved
16N R/W 1 Sensor type
16N+1 R/W 1 Temperature type
16N+2 R/W 1 Enable/Disable Filter (0:Normal, 1:Enchanced)
16N+3 R/W 1 Enable/Disable CIC (0:on, 1:0ff)
16N+4 R 1 Reserved
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RTD Module Configuration Map

Note: N = then number of channels.

Input Register Map (R)

Addrss offset Access Word Description

0x0000 Read-only 1 Moxa code, (If M-2801, the value is 0x2801)
0x0001 to 0x0002 |Read-only 2 Reserved

0x0003 Read-only 1 Number of channels

0x0004 Read-only 1 Channel occupied list. (bit-wise)

0x0005 Read-only 1 Firmware version

Holding Register Map (R/W)

Addrss offset Access Word Description

0x0000 to 8N-1 R/W N*8 Channel alias name (Alias Name is 8 word)
8N to 16N-1 R/W N*8 Reserved

16N R/W 1 Sensor type

16N+1 R/W 1 Temperature type

16N+2 R/W 1 Enable/Disable Filter (0:normal, 1:enchanced)

Internal Registers

Refer to the exported Modbus address file for details.

Function 8

Sub-function Data Field Data Field Description
(Request) (Response)
0x0001 OxFFOO Echo Request Data Reboot
0x0001 0x55AA Echo Request Data Reset with Factory default
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CGI Commands

Using a web browser or standard HTTP protocol makes it easier for a Security SCADA system to monitor and
control an ioLogik via CGI commands.

To get all the syntax of the CGI Commands on line, open a web browser and connect to the ioLogik E4200 using
the following syntax. Replace IP with the IP address of the target ioLogik E4200.

hitp://IP/Help.cgi
Use the following syntax to get the settings. Start with the ioLogik’s IP or URL followed by getParam.cgi and

a question mark. Next, specify the command followed by another question mark. The commands are case
sensitive, and the & (ampersand) symbol is used to combine multiple commands.

hitp://IP/getParam.cgi?command_channel=?&command_channel=?&.......(Max 200 char)

“'get” command example Description
SLOTOOCHOO_STATUS Get the slot-0 channel-0 status
SLOTOOCHO1_STATUS Get the slot-0 channel-1 status
SLOTOOCHO2_STATUS Get the slot-0 channel-2 status
SLOTO01CHOO_STATUS Get the slot-1 channel-0 status
SLOT02CHOO_STATUS Get the slot-2 channel-0 status
SLOTO3CHOO_STATUS Get the slot-3 channel-0 status
SLOTOO0_MOXA Get the slot-0 moxa code
SLOTOO_CHANNEL Get the slot-0 number of channels
NUM_SLOTS Get the number of modules attached
FWR_V Get firmware version

SN_NUM Get system serial number

TIME Get system time

DATE Get system date

Use the following syntax to set the parameters. Start with the ioLogik’s IP or URL followed by setParam.cgi
and a question mark. Next, specify the command followed by another question mark. The commands are case
sensitive, and the & (ampersand) symbol is used to combine multiple commands.

hitp:/IP/setParam.cgi?command_channel=?&command_channel=?&......(Max 200 char)

“'set” command example Description

SLOTOOCHOO_STATUS=1 Set the slot-0 channel-0 output raw data 1(unsigned decimal)

SLOTOOCHO1_STATUS=50 Set the slot-1 channel-2 output raw data 50(unsigned decimal)
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Network Port Numbers

E4200 Network Port Usage:

Port Type Usage

80 TCP Web Server

502 TCP Modbus Communication

161 TCP SNMP

68 UDP BOOTPC

68 UDP DHCP

4801 UDP Auto search

4040 TCP ioEventLog

9001 TCP Active Message

9900 TCP Active Tags updates (default)




SNMP MIB File

The ioLogik E4200 has SNMP (Simple Network Management Protocol) agent software built in. The software
supports SNMP traps, RFC1317 RS-232-like groups, and RFC 1213 MIB-II. The following table lists the
standard MIB-II groups, as well as how the variables are implemented for the ioLogik E4200.

0 RFC1213 MIB-II supported SNMP variables:

O Private MIB File and SNMP Variables
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SNMP MIB File

RFC1213 MIB-1I supported SNMP variables:

System MIB Interfaces MIB IP MIB ICMP MIB
SysDescr ifNumber ipForwarding IcmpInMsgs
SysObjectID ifIndex ipDefaultTTL IcmpInErrors
SysUpTime ifDescr ipInreceives IcmpInDestUnreachs
SysContact ifType ipInHdrErrors IcmpInTimeExcds
SysName ifMtu ipInAddrErrors IcmpInParmProbs
SysLocation ifSpeed ipForwDatagrams IcmpInSrcQuenchs
SysServices ifPhysAddress ipInUnknownProtos IcmpInRedirects
ifAdminStatus ipInDiscards IcmpInEchos
ifOperStatus ipInDelivers IcmpInEchoReps
ifLastChange ipOutRequests IcmpInTimestamps
ifInOctets ipOutDiscards IcmpTimestampReps
ifinUcastPkts ipOutNoRoutes IcmpInAddrMasks
ifInNUcastPkts ipReasmTimeout IcmpOutMsgs
ifinDiscards ipReasmReqds IcmpOutErrors
ifInErrors ipReasmOKs IcmpOutDestUnreachs
ifinUnknownProtos ipReasmpFails IcmpOutTimeExcds
ifOutOctets ipFragOKs IcmpOutParmProbs
ifOutUcastPkts ipFragFails IcmpOutSrcQuenchs
ifOutNUcastPkts ipFragCreates IcmpOutRedirects
ifOutDiscards ipAdEntAddr IcmpOutEchos
ifOutErrors ipAdEntIfIndex IcmpOutEchoReps
ifOutQLen ipAdEntNetMask IcmpOutTimestamps
ifSpecific ipAdEntBcastAddr IcmpOutTimestampReps
ipAdEntReasmMaxSize IcmpOutAddrMasks
ipRouteDest IcmpOutAddrMaskReps
ipRouteIfIndex
ipRouteMetricl
ipRouteMetric2
ipRouteMetric3
ipRouteMetric4
ipRouteNextHop
ipRouteType
ipRouteProto
ipRouteAge
ipRouteMask
ipRouteMetric5
ipRouteInfo

IpNetToMedialfIndex

IpNetToMediaPhysAddress

IpNetToMediaNetAddress

IpNetToMediaType

IpRoutingDiscards

E-2




ioLogik E4200

SNMP MIB File

UDP MIB TCP MIB SNMP MIB

UdpInDatagrams tcpRtoAlgorithm snmplInPkts

UdpNoPorts tcpRtoMin snmpOutPkts

UdpInErrors tcpRtoMax snmplInBadVersions
UdpOutDatagrams tcpMaxConn snmpInBadCommunityNames
UdpLocalAddress tcpActiveOpens snmpInBadCommunityUses

UdpLocalPort

tcpPassiveOpens

snmpInASNParseErrs

tcpAttempFails

snmplInTooBigs

tcpEstabResets snmpInNoSuchNames
Address Translation MIB tcpCurrEstab snmplnBadValues
AtIfIndex tcpInSegs snmplnReadOnlys
AtPhysAddress tcpOutSegs snmpInGenErrs
AtNetAddress tcpRetransSegs snmplnTotalReqgVars
AtNetAddress tcpConnState snmplnTotalSetVars
tcpConnLocalAddress snmplnGetRequests
tcpConnLocalPort snmplnGetNexts
tcpConnRemAddress snmplInSetRequests
tcpConnRemPort snmpInGetResponses
tepInErrs snmplInTraps
tcpOutRsts snmpOutTooBigs
snmpOutNoSuchNames

snmpOutBadValues

snmpOutGenErrs

snmpOutGetRequests

snmpOutGetNexts

snmpOutSetRequests

snmpOutGetResponses

snmpOutTraps

snmpEnableAuthenTraps

Private MIB File and SNMP Variables

Moxa also provides an SNMP for the I/O MIB file to help you monitor I/O status with SNMP software. You can

find the MIB file from Moxa's website.

Moxa Modular I0 MIB

moduleNameO

moduleNamel

moduleName2

ioTypeO ioTypel ioType2
numberOfChannelsO numberOfChannels1 numberOfChannels2
ioRange0 ioRangel ioRange2
temperatureTypeO temperatureTypel temperatureType2
sensorType0 sensorTypel sensorType2
cjcSwitch0 cjcSwitch1 cjcSwitch2

output-0-index

output-1-index

output-2-index

output-0-status

output-1-status

output-2-status

output-0-power-on-status

output-1-power-on-status

output-2-power-on-status

output-0-safe-action

output-1-safe-action

output-2-safe-action

output-0-fault-value

output-1-fault-value

output-2-fault-value

input-0-index

input-1-index

input-2-index

input-0-status

input-1-status

input-2-status
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moduleName3

moduleName4

moduleName5

ioType3 ioType4 ioType5
numberOfChannels3 numberOfChannels4 numberOfChannels5
ioRange3 ioRange4 ioRange5
temperatureType3 temperatureType4 temperatureType5
sensorType3 sensorType4 sensorType5
cjcSwitch3 cjcSwitch4 cjcSwitch5

output-3-index

output-4-index

output-5-index

output-3-status

output-4-status

output-5-status

output-3-power-on-status

output-4-power-on-status

output-5-power-on-status

output-3-safe-action

output-4-safe-action

output-5-safe-action

output-3-fault-value

output-4-fault-value

output-5-fault-value

input-3-index

input-4-index

input-5-index

input-3-status

input-4-status

input-5-status

moduleName6

moduleName?7

moduleName8

ioType6 ioType7 ioType8
numberOfChannels6 numberOfChannels7 numberOfChannels8
ioRange6 ioRange?7 ioRange8
temperatureTypeb temperatureType7 temperatureType8
sensorType6 sensorType7 sensorType8
cjcSwitch6 cjcSwitch7 cjcSwitch8

output-6-index

output-7-index

output-8-index

output-6-status

output-7-status

output-8-status

output-6-power-on-status

output-7-power-on-status

output-8-power-on-status

output-6-safe-action

output-7-safe-action

output-8-safe-action

output-6-fault-value

output-7-fault-value

output-8-fault-value

input-6-index

input-7-index

input-8-index

input-6-status

input-7-status

input-8-status

moduleName9

moduleName1l0

moduleNamel1l

ioType9 ioTypel0 ioTypell
numberOfChannels9 numberOfChannels10 numberOfChannels11
ioRange9 ioRangel0 ioRangell
temperatureType9 temperatureTypelO temperatureTypell
sensorType9 sensorTypelO sensorTypell
cjcSwitch9 cjcSwitch10 cjcSwitch11

output-9-index

output-10-index

output-11-index

output-9-status

output-10-status

output-11-status

output-9-power-on-status

output-10-power-on-status

output-11-power-on-status

output-9-safe-action

output-10-safe-action

output-11-safe-action

output-9-fault-value

output-10-fault-value

output-11-fault-value

input-9-index

input-10-index

input-11-index

input-9-status

input-10-status

input-11-status

E-4




ioLogik E4200

SNMP MIB File

moduleName12

moduleName1l3

moduleName14

ioTypel2 ioTypel3 ioTypel4
numberOfChannels12 numberOfChannels13 numberOfChannels14
ioRangel2 ioRangel3 ioRange14
temperatureTypel2 temperatureTypel3 temperatureTypel4
sensorTypel2 sensorTypel3 sensorTypel4d
cjcSwitch12 cjcSwitch13 cjcSwitch14

output-12-index

output-13-index

output-14-index

output-12-status

output-13-status

output-14-status

output-12-power-on-status

output-13-power-on-status

output-14-power-on-status

output-12-safe-action

output-13-safe-action

output-14-safe-action

output-12-fault-value

output-13-fault-value

output-14-fault-value

input-12-index

input-13-index

input-14-index

input-12-status

input-13-status

input-14-status

moduleName1l5

ioTypel5

numberOfChannels15

ioRangel5

temperatureTypel5

sensorTypel5

cjcSwitch15

output-15-index

output-15-status

output-15-power-on-status

output-15-safe-action

output-15-fault-value

input-15-index

input-15-status

E-5
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Factory Default Settings

The ioLogik E4200 is configured with the following default private IP addresses:

LAN-0 Default IP address: 192.168.127.254
LAN-0 Default Netmask: 255.255.255.0
LAN-0 Default Gateway: 0.0.0.0 (None)
LAN-1 Default IP address: 192.168.126.254
LAN-1 Default Netmask: 255.255.255.0
LAN-1 Default Gateway: 0.0.0.0 (None)
IP Filter: Disable

Time Zone 23 (Greenwich)
Time server: None
Communication watchdog Disable
Watchdog Timeout: 60 secs
Password: empty

Module Name: empty

Module Location: empty

Web Console: Enable

SNMP: Enable

Read Community: “public”

Write Community: “private”
Contact: empty
Location: empty

Modbus Addressing Mode: Fixed mode
Click&Go Power-on Status: Stop

DO Power-on Status: Off

AO Power-on Status: 0x0000

TC Power-on sensor type: K-Type

TC Power-on CIC: Enable

RTD Power-on sensor type: PT100

TC/RTD Power-on Temperature Type: Celsius

DO Safe Action: Fault value

DO Fault value: Off

AO Safe Action: Fault value

AO Fault value: 0x0000

Alias name of DO: “DO”

Alias name of DI: “DI”

Alias name of AO: “AO”

Alias name of Al: “AI”

Alias name of TC: “TC”

Alias name of RTD: “RTD”




FCC

FCC

FCC

Statement

This device complies with part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) This
device may not cause harmful interference, and (2) this device must accept any interference received,
including interference that may cause undesired operation.

Warning!

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to part
15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference
when the equipment is operated in a commercial environment. This equipment generates, uses, and can
radiate radio frequency energy and, if not installed and used in accordance with the instruction manual, may
cause harmful interference to radio communications. Operation of this equipment in a residential area is likely
to cause harmful interference in which case the user will be required to correct the interference at his own
expense.

ATTENTION

Installation and Cabling Precautions
e Check the rated voltage and current for the products before wiring.

e Use the rated power supply and specified cables. Using the wrong power supply could cause a fire.
e Cabling should be done by a certified electrician according to the Electricity Engineering Regulations.

e Improper cabling could cause a fire, or electric shock.

Operating Precautions
e Do not touch the terminal when the power is on to avoid electric shock

e Do not assemble the product when the power is on.
e Do not modify the wiring while operating the product.

e Pay attention to the power linkage procedure. An incorrect process flow could lead to mechanical damage
or other hazards.
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